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Abstract: The article is devoted to the consideration of such a global
phenomenon as terrorism and its legislative regulation in the Federal Republic of
Germany. The paper examines the issue of combating the financing of terrorism as
the main element of the process of countering international terrorism. Counter-
terrorist financing is a top priority by the German Federal Government, therefore
all acts of terrorist financing, whether by individuals or groups, are punishable in
Germany under criminal law. For Germany, the fight against terrorism is one of
the top priorities. An important component of this fight is the prevention,
suppression and authorization of financial activities. The authors consider not only
the legislative regulation of the issue under study, but also the interaction of
German security agencies, including with international organizations, in the
framework of combating money laundering for the purpose of financing terrorism.
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The financing of terrorism is defined in accordance with German law as the
provision or collection of financial resources with the knowledge that they are or
will be used, in whole or in part, to establish a terrorist organization or to seriously
destabilize the basic economic or social structures of a country or an international
organization [1]. However, the legal provisions against terrorist financing are part
of general criminal law, so there is no specific criminal law against terrorism.

Furthermore, all international standards as well as EU legislation (such as
the fifth EU Anti-Money Laundering Directive) have been implemented into
German national law. This applies in particular to the recommendations of the
Financial Action Task Force on Money Laundering (hereinafter referred to as

FATF). All three FATF risk categories relating to the financing of terrorism - the



2

collection of assets in Germany and their transfer to recipients in foreign countries
for terrorist purposes; the transfer of assets collected abroad for terrorist purposes
via the German financial system to a foreign recipient; the transfer of assets
collected abroad to Germany and their use for terrorist purposes in Germany — are
constitute punishable offences under § 89c, §§ 129a, 129b of the German Criminal
Code [2] and § 18 of Foreign Trade and Payments Act[3].

Since 20 June 2015 the Criminal Code of the Federal Republic of Germany
has been supplemented with an article on the financing of terrorism (Section 89c of
the Criminal Code). Section 89c criminalises the financing of terrorist offences and
according to § 89¢ (1) of the Criminal Code, the criminal's mere knowledge that
the funds will be used by or on behalf of a third party to commit a terrorist act is
sufficient to incur criminal liability. It is therefore not necessary that the financing
IS objectively linked to a specific crime. From a subjective point of view it is also
not essential that the perpetrator knows about the specific act for which the funds
will be used, it is sufficient that the perpetrator knows or intends that the
contributions will be used for an as yet unspecified act within the meaning of
Section 89c of the Criminal Code.

Section 89c of the Criminal Code is of great practical importance as a
starting point for an investigation, which often leads to charges under section 129a
of the Criminal Code. This is due to the fact that the necessary evidence of the
facts leading to the initiation of preliminary proceedings and, accordingly, criminal
procedural measures in article 89c of the Criminal Code, more often to prove than
in relation to the offense provided for in article 129a of the Criminal Code.

According to the German government, the fight against terrorist financing is
an integral part of the fight against international terrorism, even if the creation as
well as the movement of assets is not the primary motive for the crime, unlike most
other crimes. The funds for such financing can be raised from both illicit and
legitimate sources. The use of private assets to finance terrorist acts is often a
legitimate source (e.g. income from employment, alimony payments, savings). To

strengthen structures over the long term, investments in real estate and businesses
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that guarantee a constant cash flow are possible. Financing may be provided
through family maintenance payments (e.g. to persons who have left for foreign
conflict zones and joined terrorist organisations) or through loans. Foreign terrorist
groups sometimes use their diaspora living in Germany to receive donations to
finance their structures and activities.

Obtaining funds for terrorist purposes often takes place away from the realm
of the beneficiary organisations. While the accumulation of funds often requires
the use of an established banking system, criminals often seek other means of
transferring sums in order to hide the traces of transactions from security agencies.
Informal financial transfer systems are still widely used in Islamist terrorism [4].
These funds transfer operations are usually carried out in regions with
underdeveloped banking systems. The best known form of informal remittance
business is hawala. Its essence is: money to be transferred is deposited with a
dealer for a commission (about 0.5-5%). The depositor is given a password, which
he gives to the recipient at the point of disbursement. The recipient receives the
money at the destination from another person in exchange for the agreed password.
Merchants settle with each other through couriers, current accounts or by
reimbursing each other for the delivery of goods. Security agencies involved in
National Intelligence and Risk Coordination estimate that around $200 billion is
transferred through such systems worldwide every year [5].

In accordance with the Money Laundering Act [6], German law has
established an extremely effective legal framework for the prevention of terrorist
financing. Compliance with these requirements is ensured by the Germany’s
Federal Financial Supervisory Authority for the financial sector. Its powers under
this law are supplemented by Section 6a of the German Banking Act [7] in the area
of regulatory impact on credit institutions. On the basis of the Banking Act it is
possible, inter alia, to order the freezing of deposits which there are reasonable
grounds to suspect that they serve or could serve, in the case of a financial

transaction, as financing for terrorism according to section 89c of the Criminal
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Code or financing a terrorist organization according to section 129a and in
conjunction with section 129b of the Criminal Code.

As a preventive measure, entities and individuals can be listed under the
international terrorism sanctions regime when terrorist financing is suspected.
Directly applicable European Union legislation is used in the area of financial
sanctions. For example, the Deutsche Bundesbank is the national competent
authority for EU financial sanctions, including Council Regulation (EC) No.
2580/2001 on specific restrictive measures directed against certain persons and
entities with a view to combating terrorism [10] and No. 881/2002, which imposes
specific restrictive measures directed against certain persons and entities involved
in terrorist attacks. To monitor compliance with financial sanctions regulations and
foreign trade reporting, the Deutsche Bundesbank carries out foreign trade audits
of financial enterprises, credit institutions, financial service providers, wealth
management companies and insurance companies pursuant to section 23 of the
Foreign Trade Act. In case of a suspected violation of the sanctions provisions, the
competent public prosecutor's office or the competent central customs office is
informed immediately.

In the Federal Republic of Germany, the prosecuting authorities and the
police are active in the fight against terrorism at federal and Land level. When
offences relating to the financing of terrorism are detected, the jurisdiction of the
federal prosecutor to prosecute is initial, provided that the financing of terrorism
constitutes an offence under sections 129a, 129b of the Criminal Code. He may
refer preliminary proceedings to the Linder Prosecutor's Offices in accordance
with Section 142a (2) of the Criminal Procedure Act if the case is of minor
significance (Section 142a (2) No. 2 of the Criminal Procedure Act). Conversely,
the federal prosecutor may take over preliminary proceedings for criminal offences
pursuant to Section 89c of the Criminal Code or Section 18 of the Foreign Trade
and Payments Act, which in principle fall within the jurisdiction of the Lander

Prosecutor's Offices, if he certifies that the case is of particular importance.
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The smooth and effective prosecution of terrorist financing is ensured within
the framework of the existing division of responsibilities between the Federal
Public Prosecutor's Office and the Lander Public Prosecutor's Offices. Since 2017,
all of the Léander have established so-called Public Defence Centres at the
prosecutor's office level, which centrally conduct, coordinate or accompany
investigations into suspected terrorism offences, in particular charges under section
89c of the Criminal Code. This pooling of competences ensures that terrorist
financing offences are identified, prosecuted and, if necessary, submitted to the
Federal Public Prosecutor in the Federal Supreme Court for detention proceedings.

Law enforcement agencies also cooperate actively at the international level.
Given the transnational connections between terrorist criminals, cooperation is
steadily increasing at the European level, with Eurojust, an agency established in
2002, playing a key role. The task of Eurojust is to promote and improve co-
ordination and co-operation between national judicial authorities in the prosecution
of serious cross-border crime in the European Union. Joint Investigation Teams
(JITs) have been established on a number of occasions with other EU Countries
and Eurojust. The emerging possibility of mutual exchange of findings without
formal requests for mutual legal assistance and easier co-ordination of
investigations is proving to be a great advantage in such cross-border cases.

Both the federal and state governments thus recognize the danger posed by
terrorism and are making efforts to prevent it. Structural cooperation between the
federal government and the states continues to develop in order to strengthen a
nationwide approach to combating money laundering and the financing of

terrorism.
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