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1. Cooperation of the national law enforcement authorities

1.1 Presentation of national network of law enforcement authovities
responsible for combatting ovganized fraud

1.1.1 Opverview

In Germany, the fight against organized fraud in general follows the same pat-
tern as any other criminal investigation.! There is no specific legal mechanism
provided for organized crime groups or for serious fraud investigations. This
means that the “normal” institutions responsible for investigating and pros-
ecuting crimes are also responsible for investigating and prosecuting organ-
ized fraud. Nonetheless, in practice there are a number of specialized agencies
or structures within agencies in order to either concentrate investigations to
a certain extent or to build up structures with a specific expertise in the area.
The latest development, and in the context of investigating and prosecut-
ing the PIF offenses the most important one, has been the creation of the
EPPO that has led to additional structures for criminal proceedings of the PIF
offenses. As the European Delegated Prosecutor (EDP) and also the German
European Prosecutor (EP) basically have the same rights and duties as Ger-
man prosecutors, the “normal” structures will be dealt with first, before (infra
section 2) the system of the EPPO (and the cooperation with other European
institutions) will be dealt with.

In Germany, due to the federal structure, various federal and state
authorities are involved in criminal investigations concerning organized
fraud. This includes first of all the sixteen state prosecution services as the
main authorities responsible for the investigation and the prosecution of
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a criminal case. In single cases, the Federal Prosecutor General might also
be involved when there is a connection to the serious crimes (against the
state) for which his office is responsible. On the side of the police as the
authority with the main resources for investigating criminal cases, the num-
ber of offices involved is even larger. In addition to the sixteen state police
authorities (with various specialized offices such as State Criminal Police
Offices — Landeskriminalimter), the Federal Police (Bundespolizei) and
the Federal Criminal Police Office (Bundeskriminalamt) can be involved as
well as the financial authorities, in particular the tax offices and the customs
offices, as they have a specific competence for investigations into tax and
custom offenses.

The prosecution service (with offices at each regional court) is the central
authority in the investigation phase where it has the formal responsibility for
the case. The prosecution has the power to decide on the respective investiga-
tion measures and also has oversight over the police assisting in the investiga-
tions. The prosecution also decides at the end of the investigation phase if the
case goes to court and, if so, prepares the indictment or, if not, settles or ter-
minates the case. If an indictment is issued, the responsibility for the case goes
over to the court and the prosecution from this point on has the obligation to
represent the state in the judicial proceedings.

The police authorities with their large human and technical capacities
assist the prosecution services in the investigation phase. In practise, it is not
uncommon that the police are the first state authority that gains knowledge
about a criminal offense and then starts investigating. In minor offenses such
investigations are only then referred to the prosecution when the case is more
or less fully investigated by the police on their own. In cases of more serious
offenses, especially in organized crime cases, the police contact the prosecution
at an early stage and then the prosecution together with the police coordinates
the case.

1.1.2  Federal criminal police office

Among the police offices, the Federal Criminal Police Office is of special impor-
tance for organized crime investigations. It compiles the “federal situation
report on organized crime”? every year in cooperation with the state crimi-
nal police offices, the federal police and the Customs Criminal Police Office
(Zollkriminalamt) that depicts the results of police prosecution activities in the
field of organized crime and helps highlight the dangers of organized crimes

2 See the latest report Bundeskriminalamt, Bundesingebild Organisierte Kriminalitiar 2024, 24
October 2025, https://www.bka.de /DE /AktuelleInformationen/StatistikenLagebilder/
Lagebilder/OrganisierteKriminalitact /organisiertekriminalitact_node.html.
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for state and society.* Organized crime is understood in this context as the
planned commission of criminal offenses determined by the pursuit of profit
or power, which are individually or collectively of considerable importance if
more than two participants share the work for a longer or indefinite period
using commercial or business-like structures, using force or other appropriate
means of intimidation or work together while influencing politics, the media,
public administration, the judiciary or the economy.*

Within the Federal Criminal Police Office, a Serious and Organized Crime
Unit (SO) exists that especially addresses serious and internationally organ-
ized crime in the following areas: violent and serious crime, property crime,
drug crime, economic and financial crime. The work includes not only inves-
tigations (according to sect. 4 BKAG) but also an intensive international and
national cooperation (mirroring the central office function of the BKA) as
well as criminal policy advice on legislative projects. As the BKA hosts cen-
tral and important databases it provides essential information in many cases.
An important aspect is also tracking down and confiscating illegally obtained
assets in order to deprive criminals of the fruits of their crimes. The BKA is the
national central office for Interpol and coordinates the responsible authorities
in Germany and abroad.

1.1.3  Tax and customs offices

Special attention in the context of investigation organized fraud has to be paid
to the financial/tax and customs authorities. These authorities do not only
have special powers to investigate illicit markets when tax and custom offenses
are concerned. Also, in many cases of illicit trade, they are the first authorities
to obtain information as part of their tax and custom duties and responsibili-
ties. But unlike the role of the police, its investigative capabilities in this field of
tax and custom criminal law are hardly noticed by the public and politicians.®
As tax criminal law is according to German understanding criminal law the
normal criminal (procedure rules) apply, apart from some specialties mainly in

3 In order to intensify the fight against organized crime in 2015,/2016 a “Coordination Office
OC” (KOST OK) was set up in the Serious and Organized Crime Unit (SO). Its goal is to pro-
vide a realistic depiction of organized crime with its dangers for state and society and the early
identification of trends. “KOST OK” organizes, among other things, the joint priorities of the
federal and state governments in the fight against serious and organized crime and acts, and is a
link between regional /national and European/international cooperation partners.

4 This definition was developed in May 1990 by a nationwide joint justice/police working
group (bundesweite Gemeinsame Arbeitsgruppe Justiz/Polize — GAG). See for the use and
the history of the term organized crime: K. von Lampe, Geschichte und Bedeutung des Beg-
rifts “organisierte Kriminalitit”, in M. Tzanetakis and H. Stover (eds.), Drogen, Darknet und
Organisierte Kriminalitit, Baden-Baden: Nomos, 2019, pp. 23—49.

5 See, e.g., A. Sinn, Wirtschaftsmacht Organisierte Kriminalitit, Springer, 2018, p. 83.
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regard to custom duties.® As custom duties are an exclusive legislative com-
petence of the federal government (Art. 105 (1) GQG), all fiscal authorities
in the customs area (so-called customs administration) are federal authorities
that are assigned to the Federal Ministry of Finance.” The customs adminis-
tration is under the umbrella of the General Customs Directorate (General-
zolldirektion) as the supreme authority being responsible for forty-one main
customs offices (Hauptzollamt) and the eight customs investigation offices
(Zollfahndungsamt).® Within the General Customs Directorate a special posi-
tion (being formally one of ten directorates) has the Customs Criminal Inves-
tigation Office (Zollkriminalamt — ZKA); it is the central office of the Customs
Investigation Offices. Another important directorate for investigations in
regard to organized crime is the Financial Intelligence Unit. The directorate
of the ZKA and the customs investigation offices have a considerable number
of staff.’

The main customs offices are tasked besides the prosecution services with
the investigation of and partly the prosecution of criminal and administrative
customs offenses.!® The customs offices are responsible if the case only involves
customs offenses. If not, the prosecution is responsible (but can ask the cus-
tom offices for assistance, which is usually the case in practice). The customs
authorities have a similar power as the tax authorities in regard to taxes: to that
extent they can independently conduct a customs criminal procedure, and,
like the tax authorities, have individual public prosecutorial powers.!! Particu-
larities arise from the extensive competences in preliminary investigations at

6 Sce for details U. Pflaum, 21. Kapitel. Steuerstrafrecht, in Heinz-Bernd Wabnitz, Thomas
Janovsky and Lothar Schmitt (eds.), Handbuch des Wirtschafts- und Stenerstrafrechts, Sth edn.,
Beck, 2020, Kap. 21, para. 1 ff.; B. Kiichenhoff, 23. Kapitel. Zollstraftaten, in Heinz-Bernd
Wabnitz, Thomas Janovsky and Lothar Schmitt (eds.), Handbuch des Wirtschafts- und Steuer-
strafrechts, 5th edn., Beck, 2020, Kap. 23, para. 1 ff.; D. Bohnert and André-M. Szesny, § 33
Das Verfahren in Steuerstrafsachen, in Klaus Volk and Stephan Beukelmann (eds.), Miinchener
Anwalts-Handbuch Verteidigung in Wivtschafts- und Stenerstrafsachen, 3rd edn., Beck, 2020,
§ 34 para. 1 ff.; Daniel M. Krause and R. Stein, § 34 Zollstrafrecht, in Klaus Volk and Stephan
Beukelmann (eds.), Minchener Anwalts-Handbuch Verteidigunyg in Wirtschafts- und Stener-
strafsachen, 3rd edn., Beck 2020, § 34, para. 1 ff.; see also M. Engelhart, Between Taxes,
Criminal Law and Health Care: The Fight Against Illicit Tobacco Trade in Germany, in C.
Nowak (ed.), Combatting lilicit Trade on the EU Border: A Comparative Perspective, Springer,
2020, pp. 29-80.

7 See sect. 1 Gesetz tiber die Finanzverwaltung (FVG).

8 Sce the Website of the Customs Offices, https://www.zoll.de/DE /Der-Zoll /Struktur-des-
Zolls /struktur-des-zolls_node.html.

9 In 2022 the ZKA employed 1022 persons and the eight customs investigation offices 2472
persons, see Generalzolldirektion, Zolljahresstatistik, p. 21, https://www.zoll.de/DE/
Presse /Zolljahresstatistik_2022 /zolljahresstatistik_2022_node.html.

10 See sect. 386 Abs. 1 AO.

11 See, e.g., Daniel M. Krause and R. Stein, § 34 Zollstrafrecht, in Klaus Volk and Stephan Beu-
kelmann (eds.), Miinchener Anwalts-Handbuch Verteidigung in Wirtschafts- und Stewerstrvaf-
sachen, 3rd edn., Beck, 2020, § 34, para. 162 ff.
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the borders, where, in principle, the investigations are carried out by border
customs officers assigned to the main customs offices.!? In these cases, controls
without suspicion are possible as part of the regular customs supervision and
can lead to criminal proceedings (for example, due to customs offenses or
money laundering).

An example of the powers at the borders is sect. 12e (1) ZollVG, which
allows the seizure (Sicherstellung) of excise goods and raw materials (e.g.
tobacco), machinery suitable for their manufacture, as well as the associated
containers and enclosures until the end of the fifth working day after their
discovery.'® These measures are intended to verify the lawfulness of the use of
the goods. The only requirement is that an assumption has to be established
that these goods are transferred with the intention of committing a tax offence
under sect. 369 AO. This makes it possible to temporarily stop such goods at
the border, without regard to the threshold of an initial suspicion in normal
criminal proceedings.'*

The customs investigation service, which includes the ZKA and the customs
investigation offices (sect. 1 ZFdG), also has its own special investigative pow-
ers. Even though the customs investigation offices are not law enforcement
agencies on their own, in practice the facts (also including crimes beyond cus-
tom offenses) are regularly completely determined by them and then sent to
the main customs office for a decision (similar to tax investigations, where the
tax investigation department, the Steuerfahndung, often collects the facts).!®
The Customs Criminal Office takes over the investigation only in exceptional
cases and mainly supports the work of the customs investigation offices by pro-
viding information and by coordinating the case.!® The customs investigation
has police powers (such as the Steuerfahndung) in the customs area under the
AO and StPO."

Like the Steuerfahndung, the customs investigation offices have the compe-
tence to conduct preliminary investigations in customs procedures which it also
has to carry out.!® To that extent, in addition to prosecution tasks, it is assigned

12 See J.-C. Wirth, Verdachtslose Eymittlungen nach Zollverwaltungsgesetz, Frankfurt a.M.: Peter
Lang, 20006, para. 31 ff.

13 C. Weerth, Bekimpfung des Verbrauchsteuerschmuggels mit § 12¢ ZollVG, BDZ-Fachteil,
2018, pp. F19-F20, https://www.cconstor.cu/bitstream/10419,/177388 /1 /Weerth_
Verbrauchsteuerschmuggel_BDZ-Fachteil_4_2018.pdf.

14 P. Hiberle, § 12¢ ZollVG, in P. Hiberle (ed.), Strafrechtliche Nebengesetze 221. Erginzung-
slieferuny: Rechtsstand, 1st edn., C.H. Beck, August 2018, p. 1.

15 Daniel M. Krause and R. Stein, § 34 Zollstrafrecht, in Klaus Volk and Stephan Beukelmann
(eds.), Miinchener Anwalts-Handbuch Verteidigunyg in Wirtschafts- und Steuerstrafsachen, 3rd
edn., Beck, 2020, § 34, para. 167.

16 See on the tasks sect. 3 f. ZFdG and H.-D. Linke, Das Zollkviminalamt: Eine geheimnis-
volle, unsichtbare und mdichtige Strafverfolgungsbehorde? Frankfurt a.M.: Peter Lang, 2004,
pp. 143 ft.

17 B. Kiichenhoff, 23. Kapitel. Zollstraftaten, in Heinz-Bernd Wabnitz, Thomas Janovsky and
Lothar Schmitt (eds.), Handbuch des Wirtschafts- und Stenerstrafrechts, 5th edn., Beck 2020,
Kap. 23, para. 22 ff.

18 See sect. 26-70 ZFdG.
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extensive preventive tasks and has in this regard numerous powers, in particular
for information acquisition and processing. Prevention and repression go hand
in hand as “preventing and prosecuting crimes and offenses”, as well as “uncov-
ering unknown crimes” and “preparing for future criminal cases”.?®

The ZKA manages an extensive collection of data.? In that regard, the ZKA
is similar to the Federal Criminal Police Office (Bundeskriminalamt — BKA) in
terms of the breadth of tasks and the nature of an information administration
office. The collection includes both preventive and repressive data. This pre-
ventive aspect is of special importance as the ZKA has specific preventive polic-
ing powers, e.g., it may preventively monitor telecommunication in the event
of suspicion of the preparation of certain serious crimes, mainly the smug-
gling of weapons.?! This data may in principle be used for both preventive and
repressive purposes, although the use for criminal investigations is limited to
certain serious crimes including a number of organized crime constellations,
but in general not financial crimes such as organized fraud.?? But nonetheless,
such information may lead to further investigations and the “discovery” of
additional evidence.

Besides these aforementioned examples of specific investigation measures,
“normal” investigation measures can also be referred to by the ZKA. Pursu-
ant to sect. 100a (2) No. 2 a, b, ¢ StPO it is possible to monitor electronic
communications of suspects in the case of serious tax crimes (especially in
gang cases or where a commercial conduct is given).?® Furthermore, investi-
gative measures may include long-term observation (“controlled transport™)
according to sect. 163f StPO or the use of undercover investigators under
sect. 110a (1) No. 3, 4 StPO. Of particular importance for organized crime
investigations is the provision of sect. 100g StPO for obtaining information
on telecommunications connections.

The overview shows that a substantial number of federal and state law
enforcement authorities deal with combatting organized fraud.

1.2 Analysis of the practice of cooperation of national law
enforcement authorities (good and bad practices and
experiences)

As the mere number of authorities involved in dealing with organized crime
shows, close cooperation between the authorities is the key element for success-
fully combatting organized fraud. This, e.g., means that the customs offices at

19 See sect. 5(2) ZFdG.

20 See sect. 8-25 ZFdG.

21 Sece sect. 72 ff. ZFdG (covering offenses against the German Weapons Control Act etc.).

22 See sect. 76 ZFdG enumerating the offenses (such as murder, terrorist acts etc.) for which
data stemming from a secret telecommunication surveillance measure under sect. 72 ff. ZFdG
can be used.

23 See, e.g., F. Bittmann, Telefoniiberwachung im Steuerstrafrecht und Steuerhinterzichung als
Vortat der Geldwische seit dem 1-1-2008, Wistra, 2010, p. 125.
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the borders discovering a substantial number of cases and the customs investi-
gation service have to work closely together. As the customs administration is
under the roof of the General Customs Directorate, structures exist in order
to enable effective cooperation between the administrative customs offices and
the law enforcement branch of the customs investigation service.

The large number of authorities involved in combatting organized fraud
yet are not embedded into a larger and coherent structure but exist next to
another. A close cooperation between these authorities (such as the state and
federal police offices and prosecution services) is especially enabled by the legal
institution of administrative assistance. This institution shall enable the effi-
cient handling of cases where tasks and powers have been distributed among
different authorities. Specific aspects, especially the exchange of information,
are regulated explicitly in the respective legislation (e.g. sect. 25 BKAG pro-
vides for a special authorization for the Federal Criminal Police Office to trans-
fer information to other police and law enforcement authorities in Germany).
These rules amend the basic regulation in the constitution and in the adminis-
trative procedure acts.?* There exist also special data banks such as the custom
investigation information system (Zollfahndungsinformationssystem, see sect.
15 ZFdQG), enabling a central storage of vital information for investigations. In
general, authorities questioned to provide information or help have an obliga-
tion to cooperate with the requesting authority.

If a case requires the cooperation of several different police authorities
because of its importance or complexity, a Joint Special Commission is often
set up, consisting of officers from the various departments. Such a special com-
mission can be set up not only across departments within a state, but also
across states. In cross-state cases, the state criminal investigation departments
(Landeskriminalimter) are often involved or take over the establishment of the
commission. The Federal Criminal Police Office (BKA) is also usually involved
in these cases, as it is responsible for coordinating criminal prosecution in
accordance with its legal mandate.?® The special commission is often divided
into a central investigative group and regional investigative groups that take
over the investigative work on site.

For the cooperation between police and prosecution special rules exist.
As the criminal prosecution authority, the public prosecutor’s office leads the
investigations in criminal proceedings.?® The initial purpose of the investiga-
tion is to determine whether there is sufficient suspicion of a crime against

24 See Article 35, para. 1 GG (administrative assistance between federal and state authorities) as
well as sect. 4 of the federal administrative procedure act (Bundesverwaltungsverfahrensgesetz)
and the similar regulations in the state administrative procedure acts (Landesverwaltungsver-
fahrensgesetze).

25 Sece sect. 18 BKAG, according to which the BKA can assign law enforcement tasks to a state,
with the state criminal investigation departments then being responsible for carrying out the
tasks.

26 sect. 160 StPO; No. 1 RiStBV.
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a particular person and, if so, to collect the evidence necessary for a convic-
tion. The public prosecutor’s office must therefore determine whether it is
justifiable under the rule of law for a person to be brought before a court and
subjected to everything that a public trial means for a citizen. Even in cases
where police authorities are authorized to conduct investigations, the public
prosecutor’s office is in charge of the proceedings.?” The police act only as an
extension of the public prosecutor’s office. Due to this position of the public
prosecutor’s office, it has the authority to manage the case and to issue instruc-
tions to the police officers involved. As far as it concerns investigators of the
public prosecutor’s office (“Ermittlungspersonen der Staatsanwaltschaft”),?
the prosecutor may instruct the officers directly. In the case of other police
officers and as long as a specific police officer has not yet been determined,
the request is addressed to the authority as such. In practice, however, the
public prosecutor’s office often addresses the police officer directly, regardless
of whether the officer is an investigator for the public prosecutor’s office or
not. This direct contact (often with regular meetings, e.g., once a week) helps
investigate the cases efficiently and effectively.

The exercise of the right to issue instructions presupposes, of course, that
the public prosecutor’s office learns of the case in the first place. Particularly
in cases of minor crime, the public prosecutor’s office only becomes aware
of the case when the police submit the final report. The reasons for this
long-standing practice are manifold and are rooted in the strong legal posi-
tion of the police as an independent investigative authority, which dates back
to the early days of the Code of Criminal Procedure: The police are usually
closer to the scene (due to the large number of police stations) and are thus
more quickly informed about facts relevant to criminal law. Most criminal
offenses first come to the attention of the investigating authorities through
private reports, and these reports are filed predominantly with the police and
not with the public prosecutor’s office. However, the type of crime is decisive:
for example, in road traffic offenses, the investigation is almost predominantly
initiated by the police, whereas in economic offenses, this is done in more than
two-thirds of cases by the public prosecutor’s office.?® This specific situation
in the case of economic offenses is often due to the fact that the prosecution
receives information by specialized administrative authorities (that were in lead
of administrative proceedings and then suspected the commission of a crime).

One main reason for the strong position of the police is the investiga-
tive capabilities at their disposal. This applies to both human and material

27 sect. 161 Abs. 1 StPO; No. 3 Abs. 2 RiStBV; the authority to direct exists irrespective of which
police authority (federal or state) may act.

28 See sect. 152 GVG. Further state and federal legislation determine which police officers are
“Ermittlungspersonen der Staatsanwaltschaft”. Regularly these are police officers with sev-
eral years of experience.

29 See the comparison by type of offense at Kerner/Stierle/Tiedtke, Kriminalistik, 20006,
pp. 292, 294.
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resources. For example, all forensic technology, including positions for spe-
cialists, is located with the police and not with the public prosecutor’s office.
Specialization is much more advanced in the police than in the public pros-
ecutor’s office, where the principle of the generalist prevails. The technical
equipment of the police also exceeds the possibilities available to the public
prosecutor’s office. The strong position of the police can be clearly seen on
the federal level where the federal police authorities have been constantly
enlarged and endowed with more tasks and powers in recent decades. These
federal offices exist in addition to the already existing police forces on the
state level.

The police’s investigations are also facilitated by the fact that it is easier
for them to obtain information than for the prosecution. This is due, on the
one hand, to organizational links with national police authorities, such as the
state or Federal Criminal Police Office, and international police authorities,
such as Interpol and Europol. On the other hand, due to the increasing num-
ber of central data collections and data networking, there is the possibility of
accessing numerous police data banks. In addition, the police can also access
data from the public prosecutor’s procedural register. The public prosecutor’s
office, on the other hand, has neither organizational nor informational struc-
tures that correspond to those of the police; nor does the public prosecutor’s
office generally have access to police databases; neither in particular does it
have access to the police information system (INPOL).

Due to the late involvement of the public prosecutor’s office, instruc-
tions in cases of minor crime are usually only issued in the form of
follow-up investigations. However, since an in-depth legal assessment of
the case takes place for the first time at the public prosecutor’s office, it is
quite possible that certain facts were not investigated by the police and that
this still has to be done before a procedural decision is made by the public
prosecutor’s office.

But even in cases where the public prosecutor’s office is called in at an early
stage, formal instructions are rather unusual; rather, the public prosecutor’s
office usually turns to the police “with the request to . . .”3° The investigation
order to the police should be as precise as possible, because only then is there
real guidance. The occasional practice of sending the files to the police with
“the request for further clarification” does not meet these requirements.?! In
areas where the police have more expertise (e.g. in forensic technology and
tactics), however, concrete guidance is often difficult or not really possible.
The police’s informational edge can also make it difficult for the prosecution
to comprehensively exercise its factual guidance authority.

30 S. Schemer, Kooperation trotz Starusunterschied? Wiesbaden, 2007, p. 149.
31 See No. 11 RiStBV (Richtlinien fiir das Stratverfahren und das Bufigeldverfahren), that explic-
itly asks prosecutors not to refer to such general requests.
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In practice, the police often proceed in cases of greater importance in such
a way that the officer acting at the scene of the crime contacts the public pros-
ecutor’s office (by telephone) and makes investigative proposals. The further
procedure and also the extent of the involvement of the public prosecutor’s
office are then discussed in this informal way. Likewise, the clarification if the
preconditions for taking investigative measures are taken (e.g. doing a search
as there is an imminent danger that evidence might be destroyed etc.) is often
discussed with the public prosecutor’s office, even without there being a man-
datory legal requirement. Cooperation is characterized more by a cooperative
working atmosphere than by adherence to hierarchical structures.® For the
most part, therefore, the cooperation between the two institutions is rated as
predominantly good.®

1.3 Recommendation for improvement

From these considerations of the German criminal justice system, several
premises for a more effective system can be derived. One aspect concerns
the distribution of tasks and powers. The development of police competen-
cies in Germany in recent decades has shown that when it comes to dealing
with complex tasks (such as combating organized crime or terrorism), there
is a clear tendency to deal with them through centralization. Centralization
has been fostered rather than mitigated by fuzzy terminology (e.g., neither
organized crime nor terrorism are clearly defined legal categories as such and
therefore leave much room for interpretation). Yet, there is no proof that cen-
tralization is actually the better choice over greater cooperation between the
individual German states.

As a consequence of the centralization of tasks and powers, new structures
on the federal level have been established that add to the already-existing state
police structures; also, federal tax and customs offices have been built up and
strengthened in order to combat organized fraud etc. The consequence of this
development is that no clear distribution of responsibilities is given anymore.
There is an increasing intermingling of preventive police and law enforcement
tasks (the expansion of the intelligence agencies could be added here, too)
in an increasing number of authorities. This creates the danger of duplica-
tion or even multiplication of responsibilities and thus leads to conflicts of
competence. Therefore, further reforms should put more emphasis on a clear
distribution between tasks and powers among the authorities and reconsider
the ongoing centralization.

32 See, e.g., the analysis of interviews with police officers and public prosecutors by S. A. Doka,
Die Kontrolle von Vertrauenspersonen im Strafprozess, Dr. Kovac Hamburg, 2008, pp. 347 ff.

33 See S. Kroniger, “Neue” Formen der Zusammenarbeit zwischen Polizei und Staatsan-
waltschaft, Kriminalistik, 2004, 613-614; C. Schifer and L. Paoli, Drogenkonsum und
Strafverfolgungspraxis, Berlin: Duncker & Humblot, 2006, p. 231.
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In that regard it should be avoided that in individual cases a kind of forum
shopping could take place as the authority with the best investigative powers
and resources (as the powers and the resources of the different authorities
differ) takes the lead. It must especially be ensured that a circumvention of
criminal procedural standards is prevented just because preventive and admin-
istrative offices are involved early and are better equipped than the criminal
investigation units. An example: In practice, especially the tax and custom
authorities with vast preventive (and administrative) powers collect a sub-
stantial amount of data during their preventive activities that can then be
introduced as evidence into criminal proceedings without a sufficient further
threshold for this different usage of the data (this is also the case if intelligence
data is transmitted to the public prosecutor’s office without regard to the nor-
mal criminal procedure threshold of requiring an initial suspicion).

Concerning the relationship between the police and the public prosecutor’s
office, there is little to be said against the German solution of formally transfer-
ring the management of investigations to the public prosecutor’s office, while
the police carry out the actual investigative work but have no decision-making
powers over the course of proceedings. However, in order to counterbalance
the strong police preponderance in practice, the public prosecutor’s office
must be put in a position, above all in terms of personnel, to be able to exer-
cise effective control over the police and thus perform its management task.
In this context, the establishment of formalized information and cooperation
channels could be a means of ensuring effective guidance. In this context, the
digitalization of the investigative phase and establishing a working I'T platform
for police and prosecution for communication as well as for the file manage-
ment is important.

2. Cooperation between national law enforcement authorities
and EU institutions

2.1 National legal framework related to cooperation between national
law enforcement authorities and EU institutions (Eurvopol, Eurojust,
and EPPO, administrative and criminal authorities’ cooperation
with OLAF)

For the investigation with of serious and organized crime, international
cooperation is of upmost importance as such organized crime groups are
regularly networked and active internationally. Cooperation in the European
area — especially with Europol — is of outstanding importance for the German
police forces.*

34 See e.g. H. Ahlbrecht, Europiische und internationale Ermittlungsbehorden, in H. Ahlbre-
cht, K. M. Bohm, R. Esser and F. Eckelmann (eds.), Internationales Strafrecht, 2nd edn.,
Heidelberg: C.F. Miiller, 2018, para. 1472 ft., p. 548.
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2.1.1 Cooperation with Europol

For the cooperation with Europol, the Federal Criminal Police Office (BKA) is
the most important authority as the office is the formal contact point accord-
ing to Art. 7 (2) Europol Regulation (EU) 2016,/794. The Serious and
Organized Crime Unit of the BKA participates in most of Europol’s (AP)
analysis projects and is for example also actively involved in the “European
Multidisciplinary Platform Against Criminal Threats” (EMPACT). Europol
hosts an important database with the Europol Information System (EIS). As
the BKA is the national liaison body for access to the database, it is the vital
cooperation body for all German law enforcement authorities needing infor-
mation from Europol’s database. Besides the EIS, the Schengen Information
System (SIS) is of great importance for the national law enforcement authori-
ties. The BKA is the national unit for “Supplementary information request
on a national entry” (SIRENE). Access to the SIS system is yet not granted
exclusively to the BKA but is possible for all German police authorities, as the
SIS can be accessed via the German INPOL-System.

Special cooperation structures exist if Europol and German police officers
take part in a joint investigation team (see Art. 5 Europol Regulation (EU)
2016,/794). In this case, the national police officers can stem from the BKA,
but participation is not limited in that regard (so that other local police officers
dealing with the case can participate).

2.1.2  Cooperation with Eurojust/European Judicial Network

Eurojust plays another important role for dealing with cross-border cases.
Germany has “implemented” Regulation (EU) 2018/1727 concerning
Eurojust in specific legislation, the Eurojust-Gesetz (EJG) — dealing also with
the European Judicial Network — % which is amended by a national regulation
concerning the cooperation with Eurojust®® and a national regulation concerning
the national cooperation partner in terrorist cases.’” The main correspondents
for Eurojust in the meaning of Art. 20 (1) Regulation (EU) 2018 /1727 are
the Federal Office for Justice (Bundesamt fiir Justiz), the Federal Prosecutor
General and further by the German states named contact points.*® The contact
points in the German states are regularly located at the general prosecutor’s
offices (Generalstaatsanwaltschaften). These correspondents also serve as the

35 Gesetziiber Eurojustunddas Europdische Justizielle Netzin Strafsachen (Eurojust-Gesetz—EJ G)
of 9 December 2019 (BGBI. I S. 2010).

36 Eurojust-Koordinierungs-Verordnung (EJKoV) of 26 September 2012 (BGBL I S. 2093), last
changed by Article 3(3) of the law of 9 December 2019 (BGBI. I S. 2010).

37 Eurojust-Anlaufstellen-Verordnung of 17 December 2004 (BGBI. I S. 3520), last changed by
Article 3(2) of the law of 9 December 2019 (BGBL. 1 S. 2010).

38 Sce sect. 2 EJKoV.
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main partners for the European Judicial Network.? As contact partner in
the meaning of Art. 20 (3) (e) Regulation (EU) 2018,/1727 mainly serves
the Federal Office for Justice.** The Eurojust national coordination system is
organized by the correspondents for Eurojust, so that the Federal Office for
Justice, the Federal Prosecutor General and the responsible contacts in the
German states together organize the system that comprises federal and state
authorities.*!

The main communication with Eurojust is still done through the national
member and its staff. In principle, any public prosecutor’s office, court or
police authority that has questions in connection to the handling of a criminal
case with an international dimension can contact the German table directly.
This might still be an easy way to clarify by a telephone call whether and
how Eurojust could become active and which documents may be needed. Yet,
with the national contact points (within the Eurojust national coordination
system), access to information is now easier and more structured so that this
way of communication is the first choice. An example for instructive organiza-
tion and help is the Central Unit Organized Crime and Corruption (Zentrale
Stelle Organisierte Kriminalitit und Korruption) in Celle being part of the
general prosecutor’s office in Celle (Lower Saxony), which coordinates com-
plex organized crime cases and is a contact point for the European Judicial
Network.*

2.1.3  Cooperation with the EPPO

The creation of the European Public Prosecutor’s Office under Regulation
(EU) 2017 /1939 (“EPPO-Regulation”) has not only been a milestone of
setting up European criminal justice structures but has also led to a com-
pletely new approach for combating organized fraud in Germany. This sys-
tem applies to cases and offenses that fall under the jurisdiction of the EPPO,
mainly PIF crimes as set out in Art. 4 EPPO-Regulation in conjunction
with Directive (EU) 2017 /1371. Germany has notified the EPPO (Notifi-
cation of 18 June 2021) according to Art. 117 (5) and Art. 30 (3) of the
EPPO-Regulation about the national criminal offences that cover the offences
under Directive (EU) 2017 /1371 (as well as under the Framework Decision
2008/841/JHA concerning the participation in a criminal organization that
also fall under the jurisdiction of the EPPO),*? so that it is clear to German

39 See sect. 2 EJKoV in conjunction with sect. 12 E]JG.

40 See sect. 3 EJKoV.

41 Sece sect. 4(2) EJKoV.

42 See the website for further information, https: //generalstaatsanwaltschaft-celle.niedersachsen.
de/startseite /wir_uber_uns/zentrale_stelle_organisierte_kriminalitat_und_korruption_zok/
zentrale-stelle-organisierte-kriminalitaet-und-korruption-zok-151356.html.

43 The notification can be found, e.g., in H.-H. Herrnfeld and R. Esser (eds.), Europdische Staat-
sanwaltschaft: Handbuch, Nomos, 2022, pp. 495—498.
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authorities which crimes could be potential “EPPO crimes”. This is not
self-evident, as the crimes under Directive (EU) 2017 /1371 are not mir-
rored one to one in German law but are covered, e.g., by general fraud or tax
offences. In order to close some gaps, in 2019 Germany introduced separate
legislation covering certain crimes with a specific EU context that amend the
already existing crimes (mainly in the StGB** or the AO).* * For implement-
ing the EPPO-Regulation, Germany has again introduced special legislation
(the Europiische-Staatsanwaltschaft-Gesetz — EUStAG) and adjusted some
existing legislation, the first covering — in addition to the directly effective
parts of the EPPO-Regulation — further aspects needed for an effective organi-
zation and working legal framework under German law.*”

The central aspect of the EPPO-Regulation is that the national European
Delegated Prosecutor (EDP) is integrated into the national German system
but at the same time part of the EPPO and is solely responsible for the inves-
tigation of the EPPO crimes. The cornerstone under German law to enable
the EDP to conduct such proceedings (and to provide him with the necessary
powers to do so) is the new provision in sect. 142b GVG*® stating that the
office of a prosecutor in the cases where the EPPO is responsible is conducted
by an EDP. This rule modifies the standard responsibility of the prosecution
according to sec. 142 GVG. To the extent the EDP is responsible according
to sect. 142b GVG, he is regarded in the same way as a “normal” German
prosecutor and has all the powers “normal” German prosecutors have. This
includes undertaking the investigations, carrying out acts on behalf of the
prosecution and exercising the rights of the prosecution in national court pro-
ceedings until a final decision is reached. As the equalization of the EDP with
“normal” prosecutors in sect. 142b GVG would also include the enforcement
of the punishment (as this belongs to the tasks of the prosecution), sect. 10
(1) EUSTAG provides for an exception that the enforcement is not within
the tasks of the EDP. The enforcement rests with the “normal” prosecution
service. However, sect. 10 (2) EUSTAG provides that the EDP has the right
to be heard in the most important enforcement decisions. This exception is in

44 Strafgesetzbuch as of 13 November 1998 (BGBI. I S. 3322), last changed by Article 2(2) of
the law of 7 November 2025 (BGBL. I S. 351).

45 Abgabenordnung as of 23 January 2025 (BGBL I S. 25).

46 Sce the EU-Finanzschutzstirkungsgesetz of 19 June 2019 (BGBI. I S. 844).

47 See the Europiische-Staatsanwaltschaft-Gesetz (EUStAG) vom 10. Juli 2020 (BGBI. I S.
1648); Act on the European Public Prosecutor’s Office published on 10 July 2020 (Federal
Law Gazette I, p. 1648), https://www.gesetze-im-internet.de/custag/BJNR164810020.
html (last accessed on 8 July 2024).

48 Gerichtsverfassungsgesetz vom 9. Mai 1975 (BGBL. I S. 1077), das zuletzt durch Artikel 14
des Gesetzes vom 27 Dezember 2024 (BGBI. I S. 438) gedndert worden ist/ Courts Con-
stitution Act published on 9 May 1975 (Federal Law Gazette I, p. 1077), as last amended by
Article 14 of the Act of 27 December 2024 (Federal Law Gazette I, p. 438), https://www.
gesetze-im-internet.de /gvg/BJNR005130950.html (last accessed on 5 December 2025).
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line with the Art. 4 of the EPPO-Regulation as the tasks of the EDP do not
include enforcement matters.

The aforementioned tasks and powers of the EDP also apply to the Euro-
pean Prosecutor (EP) when acting under the exceptional circumstances pro-
vided for in Art. 28 (4) of the EPPO-Regulation. Sec. 1 (2) 2 EUStAG makes
this explicitly clear as it provides that in such an Art. 28 (4)-constellation, an
EP has the same powers as an EDP. Sec. 142b (1) 3 GVG clarifies that in such
a case the ED is the responsible prosecutor.

Germany has, besides the acting EP, eleven EDDPs in five different locations
(Berlin, Hamburg, Frankfurt, Cologne and Munich). According to sect. 3 (3)
EUStAG, these locations count as the seat of the competent authority in cases
where measures in the Code of Criminal Procedure (StPO) etc. are linked to
a specific location. Nonetheless, the legislator has provided that an EDP is not
restricted in his work to the location of the seat: sect. 143 (6) GVG provides
that an EDP can act in the whole German territory. This does not exclude pos-
sible agreements of the German justice institutions and the European Chief
Prosecutor to make functional and territorial divisions of the competences.
Vice versa, sect. 143 (6) GVG creates the possibility (in derogation from the
normal rules where prosecutors are “bound” to act within the respective area
of the seat) that such divisions are possible and flexible (in order to be adjusted
to the respective needs in the future) and do not conflict with the “normal”
German structure.

Sect. 142b GVG states that the EDP has the competence to deal with the
cases according to Art. 22, 23 of the EPPO-Regulation. To that extent the
material, territorial and personal competences follow the EPPO-Regulation.
In order to guarantee that the EDP is responsible in tax cases, sect. 7 EUS-
tAG clarifies that the EPPO is responsible when exercising their competence
under Article 25 of the EPPO-Regulation and not the financial institutions as
provided in Sect. 386 Fiscal Code (AO) the financial institutions (who have a
special criminal power to investigate the case).

Sect. 11 EUStAG clarifies that the power of the EPPO also refers to admin-
istrative offences (Ordnungswidrigkeiten) that are connected to the respective
crimes. This follows the general approach under German law that the prosecu-
tion (and not an administrative authority) is responsible when administrative
offences are closely linked to a crime. This is especially relevant for corporate
fines under sect. 30 OWIG, as the corporate responsibility builds on the crime
(or administrative offense) of an individual. To that extent sect. 11 (2) EUS-
tAG clarifies the responsibility of the EPPO in such a case.

The material competence of the EPPO is regulated in art. 22
EPPO-Regulation. Although the general structure is clear when the EPPO is
responsible, this does not apply to all cases. E.g. in practice, the application of
Art. 22(1) is very challenging as major questions are not clear: e.g. how is the
damage (of at least EUR 10 Million) calculated or how can the offences be
applied to new constellations (e.g. VAT-Fraud in the e-gaming industry where
players buy tokens online but the providers from outside Europe do not pay
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VAT)? This does not only create uncertainty about the competence of the
EPPO, but also raises the question of what the consequences are if the EPPO
does incorrectly assume its competence.

The provision in Art. 25 (1) EPPO-Regulation about the exercise of the
competence of the EPPO clearly sets out the conditions under which the
EPPO acts with the consequence that national authorities refrain from (fur-
ther) taking up the case. For tax authorities, Art. 7 EUStAG clarifies that the
competence of the EPPO also applies in tax cases where tax authorities nor-
mally have special investigative powers. Yet, the application of Art. 22(3) in
connection with Art. 25(3) provides major problems: The EPPO shall refrain
from certain cases and refer them to the national authorities, e.g., when the
maximum sanction provided for by national law for an EPPO-offence is equal
to or less severe than the maximum sanction for an inextricably linked offence
as referred to in Article 22(3). This provision rarely leaves room for a com-
petence of the EPPO, as the maximum sanctions under German law are in
general the same as for damages to EU funds and other national funds. In
practice, the EPPO therefore cannot investigate cases, although many national
authorities would be glad if the EPPO could take over the case.

In the case of disagreement between the EPPO and the national prosecu-
tion authorities over the question of whether the criminal conduct falls within
the competence of the EPPO, Art. 25 (6) EPPO-Regulation leaves it to a
national authority to solve the dispute. The new sect. 142b (2) GVG tasks
the Federal Public Prosecutor General with deciding on disagreements under
Art. 25 (6). Sect. 142b(2) GVG also provides in sentence 2 for the possibil-
ity of judicial review of the decision of the Federal Public Prosecutor General
before the Federal Court of Justice (Bundesgerichtshof). This possibility of a
two-step procedure (which already exists for other competence conflicts under
German law and insofar takes up an established construction) goes beyond the
requirements of the Regulation.

In substance, the Federal Public Prosecutor General takes a more admin-
istrative decision, whereas the final decision is left to the Federal Court of
Justice. This has consequences for further judicial review at the EU level.
The Federal Public Prosecutor General cannot be regarded as a “court/tri-
bunal” within the meaning of Article 267 TFEU as it is not an independent
institution. This also means that Federal Prosecutor General cannot request
the Court of Justice to issue a preliminary ruling for the interpretation of
Articles 22 and 25 of the EPPO-Regulation in case of conflict of compe-
tences. But such a possibility remains with the Federal Court of Justice that
has to request the ECJ as it is the only and final court to decide on the case.
Although the German interpretation of the “national authority” includes a
two-step approach, this is perfectly in line with the EPPO-Regulation as it
allows the parties to challenge the decision of the national authority before a
national court which is able to request the Court of Justice to issue a prelimi-
nary ruling on the matter and therefore provides for a “European” solution
to a conflict of competences.
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Whereas Art. 25 (6) EPPO-Regulation provides for a solution of “positive”
conflict of competences (meaning that two authorities want the case), there is
no solution for a “negative” conflict of competences: yet it is not unlikely in
practice (especially in an overloaded criminal justice system) that neither the
EDP nor the national authorities are too keen to take over a case.

Concerning the cooperation between national authorities and the
EPPO, art. 24 (1) EPPO-Regulation, being directly applicable, makes clear
that any German authority is obliged to inform the EPPO about possible
offences falling under the tasks of the EPPO. This means irrespective of
whether the police, the prosecution, a tax or custom office or any other
administrative authority is obliged to inform the EPPO. This guarantees
that the authority dealing with a case first can really inform the EPPO at
the earliest possible moment.

As there are no specific requirements how the EPPO shall be informed,
information may be given to a German EDP or directly to the central EPPO
office. These two possibilities (by taking up recital 52 of the Regulation) are
also mentioned in the explanatory memorandum to the German 2020 Euro-
pean Public Prosecutor Act,* although the legislator has not chosen a specific
way. In practice, communication almost exclusively takes place with the EDPs
as the central office is “too far away”. The same applies to law enforcement
authorities that report to the EDPs.

Similar to the obligation to inform the EPPO about cases, Art. 24(2) pro-
vides that every judicial or law enforcement authority has the obligation to
inform the EPPO if it initiates proceedings falling under Art. 24 (2). This also
applies in tax cases where tax authorities normally investigate and are provided
with special investigative powers (see Art. 7 EUStAG extending the reporting
etc. obligation to tax authorities). These rules are supplemented by the provi-
sion in Art. 24 (3) that every judicial or law enforcement authority has the
obligation to inform the EPPO in cases where they assume that an investiga-
tion in respect of a criminal offence does not fall under the scope of Article 22
and can thus not be dealt with by the EPPO. Again, Art. 7 EUStAG clarifies
that this also applies in tax cases where tax authorities normally have special
investigative powers.

In cases where an offense may be an “EPPO-offense”, art. 26 (1)
EPPO-Regulation provides that the EDP shall initiate investigations and shall
note this in the case management system. In order to enable an effective flow of
information, sect. 12 (1) EUStAG regulates that such a notification under art.
26 (1) is to be fulfilled by reporting the relevant data pursuant to Section 492
(2) sentence 1 StPO to the Central Prosecutorial Proceedings Register (ZStV)
at the Federal Office of Justice. This guarantees that all German prosecutors
can have knowledge about an ongoing proceeding. In addition, sect. 12(2)

49 Explanatory Memorandum to the EUStAG of 16 March 2020 by the Federal Government,
Deutscher Bundestag (Federal Parliament) printed matter, BT-Drs. 19,/17963, pp. 21-22.
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EUStAG stipulates that in the case of the initiation of preliminary proceedings
pursuant to Art. 26 (1) a notification of the otherwise competent national
public prosecutor’s office is required, in order to prevent this public prosecu-
tor’s office from initiating preliminary proceedings in the same case without
being aware that the EDP also has initiated proceedings in the same matter.

The power of the EPPO to cooperate with other authorities and to refer
to coercive measure is important for successfully conducting investigations.
To that extent, Art. 28 (1) EPPO-Regulation provides that the EDP under
national law either has the power to decide on investigative measures or to
instruct other responsible authorities. As the German EDPs have the same
powers as national prosecutors, they have all necessary powers required by
the EPPO-Regulation. E.g. sect. 161 (1) StPO provides for the possibility to
instruct any public authority to provide information, to conduct investigations
or to ask the police to investigate; also, the police are obliged to carry out
ordered investigations according to sect. 152 GVG. These rules also apply in
tax cases (see sect. 402, 404 AO). The prosecution, and therefore the EDP/
EP, is always in the lead of the investigations even if special authorization (such
as for a court warrant) is needed.

According to sect. 9 EUStAG the EDP can also task a senior judicial officer
(Rechtspfleger, being an official with certain judicial powers) to execute the
tasks mentioned in sect. 9 EUStAG in conjunction with sect. 31(1) Recht-
spfleger Act assigned to him by the prosecutor. Normally, a Rechtspfleger
would be automatically responsible for the tasks mentioned in sect. 31(1) of
the Rechtspfleger Act. However, as the proceedings shall be completely in the
hand of the EDD, sect. 9 EUStAG provides that no automatic responsibility
exists, yet the EDP can task the Rechtspfleger in individual cases.

As the EDPs act instead of the German prosecutors, they cannot ask Ger-
man prosecutors to assist in a case under sect. 161 (1) StPO. The German
legislator has, therefore, introduced in sect. 13 EUStAG the possibility for
EDPs to ask German prosecutors for administrative assistance in a case which
details the general obligation for loyal cooperation under Art. 5(6) of the
EPPO-Regulation. Sect. 13 EUStAG by relating to sect. 142(1) no. 2 and 3
(but not to no. 1) GVG only allows requests directed at state prosecution ser-
vices but not at the Federal Prosecutor General. The legislator in his explana-
tion to the EUStAG gives no reasoning for this omission. The main reason is
probably that the crimes the Federal Prosecutor General is able to investigate
are limited to serious offenses against the state /the public interest that do not
fall under the responsibility of the EPPO. Nonetheless, an EDP can ask the
Federal Prosecutor General for assistance under Art. 5(6) of the Regulation
(so that sect. 13 EUStAG is more of a declaratory nature).

For cooperation with other prosecution offices, sect. 161a StPO provides
for a specific rule. If the EDP requests other prosecution offices examine a wit-
ness or an expert, the requested office is also allowed to apply certain coercive
measures (in order to speed up and ease proceedings). In such a case the EDP
as the main responsible authority has the right to ask the requested authority
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to take up or refrain from the respective coercive measures, so that the EDP is
also in such a case in the lead of the investigation.

Art. 28 (4) EPPO-Regulation describes sufficiently clearly (and is hence
directly applicable) the circumstances and the procedure for the European
Prosecutor to take over the case and conduct investigations. Sec. 142b (1) 3
GVG clarifies that in such a case the European Prosecutor is the responsible
prosecutor and consequently has all the powers an EDP and a “normal” Ger-
man prosecutor has. Sec. 1 (2) 2 EUStAG additionally clarifies that in this
case the rules of the EUStAG also apply to the EP so that the EP has the same
powers as a Delegated European Prosecutor. There are no specific German
provisions on the procedure and the circumstances, so that in practice the EP
could exercise his right under Art. 28 (4) EPPO-Regulation without further
problems. Yet, it seems not to be a very likely option due to practical obsta-
cles, such as being rather distant to the investigating police etc. (as contact in
person is still important) and the lack of a staffed bureau for conducting the
investigations.

As the idea of the EPPO is to ease organized fraud cases, there is only lim-
ited room for the “normal” rules for judicial assistance in cross-border cases.
Therefore, Art. 31 (1) EPPO-Regulation, being directly applicable and provid-
ing for the assignment of necessary measures to an EDP from the state where
the measure shall take place, has the consequence that the usual instruments
for mutual legal assistance in cross-border cases (mainly the regulations in the
“QGesetz tiber die internationale Rechtshilfe in Strafsachen — IRG”) should not
be applicable. Sect. 6 (1) Sentence 1 EUStAG, therefore, declares the “Gesetz
iiber die internationale Rechtshilfe in Strafsachen” to be inapplicable (apart
from the special case regulated in Art. 31 (6)). Art. 31 (6) EPPO-Regulation
provides that the EDP may exceptionally also refer to the measures of mutual
legal assistance etc., if no national measure exists. In this case, the rules of
the “Gesetz iiber die internationale Rechtshilfe in Strafsachen” (IRG) apply.
Yet, the overall solution in Art. 31 EPPO-Regulation is rather a rudimentary
framework that needs further development as many questions remain open, so
that at the moment it cannot compete with the established working mecha-
nism of the European Investigation Order (and other working methods of
mutual assistance).

Insofar as an EDP is authorized, in accordance with Art. 31(6)
EPPO-Regulation, in agreement with the supervising German European Pub-
lic Prosecutor, to address requests for mutual legal assistance in line with the
IRG to authorities in a Member State participating in the establishment of
the EPPO, the standard decision-making power of German authorities oth-
erwise resulting from sect. 74(1) and (2) IRG cannot apply. Therefore, sect.
6 (1) sentence 2 EUStAG declares sect. 74(1) and (2) IRG as inapplicable.
This applies according to sect. 6 (1) sentence 4 EUStAG mutatis mutandis to
decisions on incoming requests for mutual legal assistance under Art. 31(6)
EPPO-Regulation, provided that the European Public Prosecutor’s Office
is responsible for providing mutual legal assistance. Sect. 6 (1) sentence 3
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EUStAG clarifies that in the event that the authorities of the requested Mem-
ber State attach conditions to the provision of mutual legal assistance or make
it dependent on the submission of assurances, about which the European
Delegated Prosecutor cannot decide alone (e.g. as they have to be observed
by German authorities according to sect. 72 IRG), the EDP decides on the
acceptance of the conditions and the submission of assurances in agreement
with the competent German judicial authorities. Altogether, the provisions in
sect. 6 (1) guarantee that the EPPO can effectively make use of the traditional
instruments of mutual legal assistance.

Also, sect. 6 (2) sentence 1 EUStAG declares sect. 74(1) and (2) IRG not
to be applicable when a European Arrest Warrant shall be obtained, so that
the EDP and no other German authorities decide. Likewise, the obligation
of the German Federal government to inform the Council of the European
Union according to sec. 83i IRG cannot apply, so that sect. 6 (2) sentence 1
EUStAG declares sec. 831 IRG to also be inapplicable. Sect. 6 (2) sentence 2
EUStAG clarifies that the handling EDP is responsible for the decision on the
European Arrest Warrant. Sect. 6 (2) sentence 3 EUStAG clarifies that this
includes decisions on the acceptance of conditions and the giving of assurances
in agreement with the competent German judicial authorities.

2.1.4  Cooperation with OLAF

In organized fraud cases, the cooperation of national authorities with OLAF
has been of great importance in the past.*® In many cases, OLAF has pro-
vided essential information and also conducted valuable investigations. With
the transfer of criminal investigations to OLAF this role has changed. But even
when Art. 101 EPPO-Regulation provides that OLAF shall only support or
complement the EPPO’s activity in criminal cases and also refrain from open-
ing parallel administrative investigations in the same case OLAF will remain a
key partner for investigations.®! First of all, a clear separation of cases will not
be possible in practice so that overlaps are unavoidable.?? Also, the adminis-
trative investigation powers are not to be underestimated, especially in the
organized fraud context. Many cases start with administrative proceedings
on the national level, e.g., within the tax or custom offices. To that extent,
national authorities asking OLAF for assistance or, vice versa, OLAF inform-
ing national authorities about possible cases will remain an essential part of the
investigation. OLAF, with its comprehensive experience in organized fraud

50 See, e.g., A. Weyembergh and C. Bri¢re, The Future Cooperation Between OLAF and the
European Public Prosecutor’s Office, New Journal of European Criminal Law, Volume 9,
2018, p. 62 ff.

51 See F. Meyer, Aufgaben der EUStA — Rolle im System Europdischer Strafverfolgung, in H.-H.
Herrnfeld and R. Esser (eds.), Europiische Staatsanwaltschaft: Handbuch, Nomos 2022,
pp- 49, 66 ff.

52 Ibidem, pp. 49, 67.
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cases, can also provide operative resources and intelligence analysis that does
not extend (at least not to the extent OLAF has resources) to the national
level. Last but not least, OLAF will be in the lead when criminal cases are not
adjudicated, but sanctions will be left to an administrative proceeding (which
is not so unusual on the national level, as administrative sanctions can also be
harsh and often very effective in breaking up organized crime structures.

2.1.5 Further important cooperation mechanisms

The aforementioned cooperation of German authorities with European
institutions has already mirrored important aspects for investigating organ-
ized fraud and other serious cross-border cases. Yet, cooperation in practice
is even more complex, especially as the tax and custom offices involved in the
investigation can rely on their own international network. E.g., international
ccooperation in customs matters is concentrated at the Customs Criminal
Investigation Office. This central office can rely on international cooperation
by way of administrative assistance. This international cooperation between
customs authorities/the customs investigation services and the police and
other authorities is very complex.®® Various international treaties or laws regu-
late such cooperation. Among the most important legal bases for the exchange
of information within the framework of customs cooperation are the Customs
Assistance Regulation (EC) No 515 /97 of 13 March 19975¢ and the Naples 1T
Convention of 18.12.1997.% The Customs Assistance Regulation, as directly
applicable Union law, takes precedence over the Naples Convention pursuant
to Article 288 TFEU.

These legal acts, having partly overlapping provisions, take a comprehensive
approach for combatting infringements of customs regulations as they seek
to prevent and to detect as well as to prosecute violations of customs laws.
The Customs Assistance Regulation only regulates cooperation in the field
of customs. The Naples II Convention covers all cooperation in prosecuting

53 See B. Kiichenhoft, 23. Kapitel. Zollstraftaten, in Heinz-Bernd Wabnitz, Thomas Janovsky
and Lothar Schmitt (eds.), Handbuch des Wirtschafts- und Stenerstrafrechts, 5th edn., Beck,
2020, Kap. 23, para. 34 ft.; A. Sinn, Wirtschaftsmacht und Organisierte Kriminalitit,
Springer, 2018, p. 110.

54 Council Regulation (EC) No. 515/97 of 13 March 1997 on mutual assistance between the
administrative authorities of the Member States and cooperation between the latter and the
Commission to ensure the correct application of the law on customs and agricultural matters,
Official Journal of the European Union, L 82, 22 March 1997, pp. 1-15.

55 See the Council Act of 18 December 1997 drawing up, on the basis of Article K.3 of the
Treaty on European Union, the Convention on mutual assistance and cooperation between
customs administrations — Declarations, Official Journal of the European Communities, C
24,23 January 1998, p. 1; Convention drawn up on the basis of Article K.3 of the Treaty on
European Union, on mutual assistance and cooperation between customs administrations,
Official Journal of the European Communities, C 24, 23 January 1998, p. 2.
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violations of customs laws and restrictions on the cross-border movement of
goods.

These two important regulations are accompanied by a variety of other
agreements, allowing tax authorities in Germany to use and provide inter-
governmental and legal administrative assistance. With regard to the scope
of administrative assistance permitted under the relevant bilateral and mul-
tilateral customs assistance treaties, there is some uncertainty as to whether
administrative assistance can be provided only for the purposes of taxa-
tion proceedings or, in addition, also for criminal prosecution.*® However,
the relevant legal acts regularly do not provide for such a limitation, but
rather have in mind an overall prosecution of infringements:*” The Naples
II Convention, for example, covers all violations of customs regulations,
including violations of procurement law, foreign trade and the trade of war
weapons. The Customs Assistance Ordinance also identifies the detection
and prosecution of and violations of customs laws as the scope of mutual
assistance.

These broad possibilities of administrative assistance raise the question of
how this type of information exchange relates to judicial mutual legal assis-
tance. From Art. 3 of the Naples IT Convention, one can conclude that mutual
assistance under the provisions of the German international mutual legal assis-
tance act (Gesetz iiber die Internationale Rechtshilfe — IRG) should stand
alongside the possibilities of mutual assistance provided under the Naples II
Convention. Thus, Art. 3(2) explicitly states that in cases of criminal investiga-
tions, a judicial authority is to determine whether related requests for mutual
assistance or cooperation will be submitted on the basis of the applicable pro-
visions on mutual assistance in criminal matters or on the basis of the Conven-
tion. This means that there is a right to choose.®® Referring to administrative
cooperation is often regarded as the faster and easier way of cooperation,
although this possibility is not so much used in practice by the prosecution
offices.”

2.2 Analysis of the practice of cooperation

In organized fraud cases, as in many other organized crime cases, perpe-
trators act not within one country but operate in several states. In that
regard, cooperation is a key factor. To enable such cooperation with foreign

56 In favor ofa limitation to the taxation procedure T. Janovsky, Ermittlungen in Wirtschaftsstraf-
sachen, Kriminalistik, 1998, Teil 2, pp. 331, 335.

57 M. Harder, 22. Kapitel. Zoll, in Heinz-Bernd Wabnitz and Thomas Janovsky (eds.), Handbuch
des Wirtschafts- und Stenerstrafrechts, 4th edn., Beck, 2014, Kap. 22, paras. 205, 207-208; A.
Sinn, Wirtschaftsmacht und Organisierte Kriminalitit, Springer, 2018, pp. 111-112.

58 Ibidem.

59 Ibidem.
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countries, international institutions, mainly the European ones, have become
indispensable:%° Europol, Eurojust and up to now OLAF (and now the EPPO)
are of particular importance for anti-trafficking cases.®® Without the logistical
support and often the information provided or made accessible through these
institutions, a successful fight against organized crime would not be possible.

Cooperation between national authorities and EU institutions in practice
is very different depending on the national authorities involved. It works well
where authorities such as the Federal Criminal Police Office are the main
“access point” to the European institutions, because then the legal framework
and the possibilities are well-known. The further away a police office is, the
less knowledge about these cooperation possibilities exists. The same applies
for the prosecution offices. In recent years, large efforts have been under-
taken in order to instruct law enforcement authorities about the possibilities
European institutions offer, especially in the context of the reforms that came
along with implementing the EPPO regulation. But it is still an ongoing task
to implement it into every day so that authorities make use of the possibilities
at an early stage of the investigation when they can profit most. One of the
problems in that regard is often the not completely clear scope of the tasks and
powers of the European institutions, with the EPPO being the latest example.
Such lack of clarity, especially in detail, makes it difficult to determine, e.g.,
if a case really falls under the competence of the EPPO. Another example is
the question of when to contact Eurojust or the EJN in a certain case. These
ambiguities pose a hurdle to contacting the European institutions.

Besides schooling and education about the European institutions, more
profane problems exist. Weaknesses in practice are, for example, in the areas
of resources, communication, organization and technology.®* Mobilization of
personnel (in due time) is often a problem in larger investigations (especially
in regard to complex organized crime cases), and it is worsened if disputes
among the authorities over competencies exist.*> Communication is often not
fast or comprehensive enough, and sometimes includes problems because of
differing technical equipment or technical standards.

2.3  Recommendation for improvement

An improvement for the cooperation of national authorities with the European
institutions would be clear and precise legislation that leaves no ambiguities

60 See, e.g., concerning the smuggling of cigarettes, M. Koziolek, Zigarettenschmuggel und
Organisierte Kriminalitit, Kriminalistik, 2015, p. 719.

61 M. Koziolek, Zigarettenschmuggel, Kriminalistik, 2015, p. 211.

62 M. Hoser, Bekimpfunyg der Organisierten Kriminalitit: Unter besonderer Beriicksichtigunyg
der Rolle des Zigarettenschmuggels’ (Tagungsbericht, Bildungszentrum Wildbad Krenth 13.
bis 15 November 2013), p. 8, https://www.hss.de/fileadmin/media/downloads/Berichte /
131113_TB_Kriminalitaet.pdf (last accessed on 8 July 2024).

63 Ibidem, p. 8.
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about the tasks and the powers of the European institutions and the way of
cooperation with national authorities. Yet, this is often not possible in the com-
plex European law drafting procedure where ambiguous regulations might be
the political acceptable compromise. Therefore, for the work in practice any
substantiation and specification of the existing legal rules are of great impor-
tance. An additional help for such problems would be having some — even
informal — guidance for how certain aspects of EU law and the work of the
European institutions in detail should be understood, especially in the context
of the national law. This could provide clear (or at least clearer) guidance to
German authorities and would lower the threshold to work together with
European institutions.

A second aspect that would ease communication is a working digital infra-
structure that enables the different national authorities to communicate with
the EU institutions, to easily share /access information relevant to a case (and
at the same time comply with data protection regulations). Such an infrastruc-
ture partly exists and is also partly already in the making, but communication
between police authorities and prosecutions services, different justice institu-
tions nationally and on the EU level is still not harmonized. Having common
EU standards for electronic case files could especially enable easy exchange
and storage of case relevant information between different national systems
(also via the EU channels).

3. Cooperation between national law enforcement
authorities and law enforcement authorities from
other EU Member States

3.1 National legal framework velated to cooperation between national
law enforcement authorities and theiv counterparts from other EU
Member States

The cooperation with other states follows the rules of international mutual
legal assistance (see for more details infra under 4). This applies to EU and
non-EU member states. Within the EU, cooperation is yet much easier as in
recent decades the traditional instruments of mutual legal assistance have been
amended by EU instruments such as the European Arrest Warrant.%

The relevant legal basis for international cooperation in criminal matters is
to be found in Germany in the Gesetz iiber die internationale Rechtshilfe in
Strafsachen (IRG — International Mutual Assistance Act).%® The rules of the
IRG take up or are to be read in connection with the relevant European legal

64 Sce for the evolution of the law in the EU, S. Haggenmiiller, Der Europdiische Haftbefehl und
die VerhiltnismifSigheit seiner Anwendunyg, Baden-Baden: Nomos, 2018, pp. 20 ff.

65 Gesetz iiber die internationale Rechtshilfe in Strafsachen in der Fassung der Bekanntmachung
v. 27. Juni 1994 (BGBI. I S. 1537), das zuletzt durch Artikel 21 des Gesetzes v. 12. Juli 2024
(BGBI. T S. 234) gedndert worden ist; International Mutual Assistance Act in the version
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framework. The European framework for example comprises the following
important legislation for cross-border cases:

e Convention established by the Council in accordance with Art. 34 of
the Treaty on European Union, on Mutual Assistance in Criminal Mat-
ters between the Member States of the European Union (O] C 197 of
12.7.2000, p. 3);

e Framework Decision 2006,/960/JHA of 18 December 2006 on the
Simplifying the Exchange of Information and Intelligence between Law
Enforcement Authorities of the MS of the EU;

e Directive 2014/41/EU of 3 April 2014 regarding the European Inves-
tigation Order in criminal matters (OJ L 130 of 1.5.2014, p. 1) (“EIO
Directive”).

In the case of international mutual legal assistance, a distinction must be
made between judicial and police assistance. Judicial assistance concerns all
aspects in relation to (foreign) judicial decisions and judgments, as well as
decisions of the law enforcement authorities for the purpose of conducting
and furthering criminal proceedings. This form of assistance is regularly the
main or sole aspect in the mutual assistance agreements.

In contrast, “police mutual legal assistance” is limited to an international
exchange of information among police authorities. It often concerns per-
sonal data that already exists and can be obtained without coercion and is
of use for the prosecution of criminal offenses in a foreign state so that a
need for the exchange exists. This aspect of police assistance is regulated
to a much lower extent and is only partly covered by mutual assistance
agreements.

International mutual assistance in criminal matters is to be distinguished
from intergovernmental administrative assistance. This plays an important
role, for example in tax matters. Administrative assistance in tax matters exists
if authorities and courts exchange information for purposes of the taxation
procedure, in particular for the determination of the tax-relevant relevant facts
and bases of taxation. This aspect is partly regulated in intergovernmental
agreements.® Such cooperation is important as often information for criminal
proceedings stems from tax investigations.

published on 27 June 1994 (Federal Law Gazette I, p. 1537), as last amended by Article 21
of the Act of 12 July 2024 (Federal Law Gazette 1, p. 234).

66 See, e.g., for further information the “Merkblatt zur zwischennstaatlichen Amtshilfe in Steu-
ersachen durch Auskunftsaustausch in Steuersachen” (intergovernmental Administrative
Assistance through Exchange of Information in Tax Matters) of 29 May 2019 (BStBl 2019
IS. 480), https://www.bzst.de /SharedDocs/Downloads/DE /intern_amtshilfe /merkblatt_
zwischenstaatliche_amtshilfe.pdf?__blob=publicationFile&v=10.
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3.2 Analysis of the practice of cooperation

For transborder criminal investigations, prosecutions and also the enforcement
of judgments nowadays a comprehensive system has evolved that provides a
legal framework for the field of mutual legal assistance. The European sys-
tem is thereby based on the principle of mutual trust and mutual recognition
includes a far-reaching waiver of a control of other MS decisions.®” Although
this principle mainly applies to final and binding decisions,® it is often also
applied during the investigation phase.®

The rules for mutual assistance can play a role for the admissibility of evi-
dence in individual cases when restrictions on mutual legal assistance and
requirements for the transfer of evidence also serve to protect the individual.”®
This has been different in the past when the understanding of mutual legal
assistance as a primarily intergovernmental matter prevailed for a long time
and no special protection of the individual concerned was envisaged in this
phase. It meant that restrictions on mutual legal assistance served primarily to
protect the interests of the states involved.

This approach, however, does not prevail any longer in the light of defend-
ant and fundamental rights. For example, the German Federal Court of Jus-
tice has considered it possible to prohibit the use of evidence on the grounds
of a violation of Art. 4 (1) (standardization of the principle of “forum regit
actum”) of the EU Mutual Assistance Convention of 2000:” In the case at
hand, it was doubtful whether the accused’s right to confrontation with wit-
nesses, which exists in Germany, had been observed during a questioning in
France.”?

A problem in this context is, that the rules on legal assistance do tradi-
tionally not provide for detailed rules on outgoing requests. But it is gener-
ally accepted that the request must refer to a specific investigation measure
and must respect the general principle of law, especially the principle of pro-
portionality.”® Hence, these requirements for outgoing request serve also to

67 This is stressed by G. Pauli, Zur Verwertharkeit der Evkenntnisse auslindischer Ermittlungsbe-
hirden — EncroChat, NStZ, 2021, pp. 146, 148.

68 See ECJ, Decision of 22 December 2008-C 491 /07 (Vladimir Turansky); also see F. P. Schus-
ter, Verwertharkeit von Beweismitteln bei grenziiberschreitender Strafverfolgung, 715, 2015,
pp- 564, 572.

69 See e.g. G. Pauli, Zur Verwertbarkeir der Erkenntnisse auslindischer Ermittlungsbe-
hovden — EncroChat, NStZ, 2021, pp. 146, 148.

70 BGHSt 58, 32 (para. 23); G. Pauli, Zur Verwertbarkeit der Evkenntnisse auslindischer Ermit-
tlungsbehorden — EncroChat, NStZ, 2021, pp. 146-147; F. Zimmermann, Die Verwertbarkeit
von Auslandsbeweisen im Lichte der EncroChat-Ermittlungen, ZfIStW, 2022, pp. 173, 178.

71 BGH NStZ, 2007, p. 417.

72 In the end the court had not to decide on the question as the first instance judgement was not
based on this alleged violation.

73 M. Bose, Die Verwertunyg im Ausland gewonnener Beweismittel im deutschen Strafverfabren,
ZStW, 2002, pp. 114, 148, 154; F. Zimmermann, Die Verwertbarkeit von Auslandsbeweisen
im Lichte der EncroChat-Ermittlungen, ZfIStW, 2022, pp. 173, 179.
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protect the individual, what makes these rules a relevant criterion for consid-
ering the admissibility of evidence. This approach is taken by Art. 6 (1) (a)
of the EIO Directive stating that the measure has to be proportionate and
the rights of the accused are to be respected. It means that these (national)
aspects of the protection of the accused are also part of EU law. This provision
“activates” European fundamental and procedural rights (especially consider-
ing and weighing the values of the EU Charter of Fundamental Rights within
the decision on the proportionality of the measure) when issuing an EIO and
means that the ECJ is ultimately responsible for clarifying any doubts in this
regard.” In addition, Art. 6 (1) (b) EIO Directive makes clear that the EIO
must refer to an investigative measure that could have been also ordered under
domestic law.

Another problematic aspect in the context of the European instruments
concerns the question how specific requests have to be. For example, in the
much-discussed EncroChat case” the most prominent feature was that the
original investigation measure and the first requests/information exchange
were not in regard to a criminal proceeding against a specific (maybe still
unknown) suspect for a definable alleged crime. It was rather directed at an
unknown multitude of perpetrators (and non-perpetrators) and unspecified,
concerning facts (time, location etc.) and the respective crimes. In the Ger-
man EIO request sent by the prosecution office (the Generalstaatsanwaltschaft
Frankfurt) to France was merely stated that serious crimes were allegedly com-
mitted in Germany using EncroChat devices,” so that the prosecution office
just generally requested France to allow the use of all information transferred
in German criminal proceedings.

This general approach does conflict with the preconditions set out in EIO
Directive. Although Art. 1 (1) of the EIO directive only states that an investi-
gation request must serve “to obtain evidence”, Art. 4 (a) of the EIO Directive
states that an EIO may be issued “in respect of criminal proceedings instituted
by a judicial authority for an offence punishable under the national law of the
issuing State”. Pursuant to Art. 5(1)(d) of the EIO Directive, the form for the
order must also contain “a description of the offence which is the subject of
the investigation or proceedings”. Articles 4 and 5 do not only show that an
EIO requires the prior initiation of specific criminal proceedings in the issuing

74 F. Zimmermann, Die Verwertbarkeit von Auslandsbeweisen im Lichte der EncroChat-
Ermittlungen, ZIStW, 2022, pp. 173, 179.

75 See on the facts U. Sommer, Encro Chat — ein Kapitel in der Geschichte des zerbriselnden
eurvopdischen Strafprozesses, StV, 2021, pp. 67 f; see also also M.-O. Sandner, Operation
“Emma” — Eine Europiische Erfolgsgeschichte? Duncker & Humblot: Berlin, 2026, pp. 25 ft;
T. Wahl, Verwertung von im Ausland diberwachter Chatnachrichten im Strafverfabren, 718,
2021, pp. 452 f.; F. Zimmermann, Die Verwertbarkeit von Auslandsbeweisen im Lichte der
EncroChat-Ermittlungen, ZfIStW, 2022, pp. 173 £.

76 OLG Karlsruhe, Beschluss v. 10 November 2021, 2 Ws 261 /21, para. 20.
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state but also that the EIO must relate to the clarification of a specific events.””
Recital 10 to the EIO Directive also assumes that the issuing authority already
has some detailed knowledge of the facts to be investigated. And, only if there
are specific proceedings in the “requesting” state, the acting state can examine
if there are grounds for refusal (immunities, privileges, protection of profes-
sional secrets and last but not least if a case has already been adjudicated) as
provided for in Art. 11 of the Directive.”® From a rule of law perspective only
in specific cases it is possible to determine if measures are in accordance with
human rights and are not (grossly) disproportionate.” Even as these grounds
for refusal are optional it must be guaranteed that it is at least possible to make
such a determination requiring a minimum of clear facts.

Yet, this view has not been shared by German courts®® and, ¢.g., also not by
the English High Court.3! The courts assume that the reading of the directive
does not exclude the exchange of data beyond specified single cases; the High
Court even assumes that only a broad interpretation is appropriate in order to
give effect to that purpose of the Directive which is to Directive is to enable
mutual cooperation to assist investigations.®? The view of the High Court
especially completely neglects the individual aspect, that the rules of the Direc-
tive also serve to protect suspects. Altogether, this approach leaves no room
for an individual proportionality test.

The aforementioned discussion is typical for the use of the European
instruments that are often not clear in their scope and therefore tend to be
understood by the law enforcement authorities (and often the courts) in a
rather broad manner. One aspect that is often not completely clear is the ques-
tion how police cooperation and legal (judicial) assistance are related to. This
raises questions such as the following: The Framework Decision 2006,/960/
JHA on information exchange is the relevant basis for spontaneous transmis-
sion of information between law enforcement agencies. Police authorities can
therefore provide information to police authorities in other states, which raises
the question of whether such information can be used as evidence in criminal
proceedings. In principle, however, Framework Decision 2006,/960/JHA is
not primarily intended for the handing over of evidence as its Art. 1 (2) states
that the Framework Decision does not affect the traditional instruments of

77 See T. Wahl, Verwertung von im Ausland iiberwachter Chatnachrichten im Strafverfabren,
71S,2021, pp. 452, 460; F. Zimmermann, Die Verwertbarkeit von Auslandsbeweisen im Lichte
der EncroChat-Ermittlungen, ZHIStW, 2022, p. 173.

78 F. Zimmermann, Die Verwertbarkeit von Auslandsbeweisen im Lichte der EncroChat-
Ermittlungen, ZIStW, 2022, pp. 173, 180.

79 For details on the proportionality principle see M. Wortmann, Die Europdische Evmittiungsn-
nordnunyg in Strafsachen, Baden-Baden: Nomos, 2020, pp. 90 ff.

80 Brandenburgisches OLG, Beschluss v. 9 August 2021, 2 Ws 113 /21 (S); BGH, Beschluss v.
2 March 2022, 5 StR 457 /21, paras. 56-57.

81 R (C) v. Director of Public Prosecutions & Others [2020] EWHC 2967 (Admin), para. 53 ff.

82 Ibidem, para. 57.
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mutual assistance and mutual recognition. But as the Framework Decision
deals with information and intelligence relevant for criminal proceedings it has
a similar goal as the mutual assistance regulations. According to its Art. 7(1),
law enforcement authorities may share information with the authorities of
other Member States without being requested to do so if there are “concrete
reasons to believe that this information and intelligence could help to solve
certain criminal offences” (referring to the crimes listed in Art. 2 (2) of the
European Arrest Warrant Framework Decision 2002 /584 /JHA). This word-
ing of Art. 7 “certain criminal offenses” very much indicates that it is to be
read that a concrete suspicion in regard to a specific offense is necessary in this
constellation.®?

Art. 7 (2) of the Framework Decision 2006,/960/JHA also states that the
“provision of information and intelligence shall be limited to what is deemed
relevant and necessary for the successful detection, prevention or investigation
of the crime or criminal activity in question”. It implies that Member States
are not free to share information even without reference to individual cases.
Therefore, it is very questionable if the transfer of complete data packages such
as in the EncroChat investigations to the foreign authorities was compatible
with Art. 7 of Framework Decision 2006,/960/JHA. Such a broad transfer of
information under the Framework Decision is not in line with the traditional
procedure that allows for the spontaneous transmission of information for
a specific case where the receiving authority later requests consent to use it
as evidence. This way also circumvents the stricter requirements, e.g., arising
from the EIO Directive (such as the obligation to comply with the limits on
use in the recipient state under Art. 6(1)(b)).%* To that extent a mechanism
is used where the (scarce) protection mechanism for the rights of individual
are further undermined. The ECJ has partly recognized this situation in its
EncroChat Decision of April 2024, when it clarified several aspects of the EIO
Directive and especially emphasized Art. 14(7) and the right of the defense to
examine evidence and

that national criminal courts are required to disregard information and
evidence if that person [the accused] is not in a position to comment
effectively on that information and on that evidence and the said infor-
mation and evidence are likely to have a preponderant influence on the
findings of fact.®®

83 See F. Zimmermann, Die Verwertbarkeit von Auslandsbeweisen im Lichte der EncroChat-
Ermittlungen, ZIStW, 2022, pp. 173, 183.

84 See also T. Wahl, Verwertung von im Ausland iiberwachter Chatnachrichten im Strafverfabren,
718,2021, pp. 452, 460; F. Zimmermann, Die Verwertbarkeit von Auslandsbeweisen im Lichte
der EncroChat-Ermittlungen, ZtIStW, 2022, pp. 173, 183.

85 See ECJ, Decision of 30 April 2024-C-670,/22 (M.N. (EncroChat)), ECLI:EU:C:2024:372
and H. Meyer-Mews, EncroChat: Spiel, Satz und Sieg fitr das LG Berlin, HRRS, 2024, p. 191.
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From a legal perspective, a frequent problem is that investigations in
cross-border cases only partly capture the picture and thus create problems for
criminal prosecutions. For example, in custom offense cases the determination
of the course of the transport process is particularly important for the distinc-
tion between sect. 370, 373 AO (tax evasion in the context of professional,
violent or organized smuggling) on the one hand and the less serious offense
of sect. 374 AO (Receiving, holding or selling goods obtained by tax evasion)
on the other during the investigation procedure. The question of whether an
import operation (from a non-EU-country) has already been completed at the
time of participation is especially decisive for the question of criminal liabil-
ity. This is important in regard to perpetrators, who obtain tobacco products
which have previously been imported into the EU by third parties in another
EU Member State for the purpose of further transfer to the Federal Republic
of Germany. Then, the offences of evasion of import duties or the evasion of
tobacco tax is only completed when the tobacco goods have been brought
to safety and “come to rest”.3¢ Yet, in practice in many cases, the smuggled
goods are only seized and secured by customs authorities in Germany with-
out investigating the question of how long the imported goods had already
been (temporarily) stored in the other EU member state. This is unfortunate
if it is ascertainable that the import procedure was already completed in the
other EU member state because the persons involved in the onward trans-
port to Germany would also be liable tax fraud with regard to import duties
(in accordance with sect. 374 AO) in addition to the evasion of the German
tobacco tax (sect. 370, 373 AO).¥

Altogether, dealing with cross-border organized fraud cases requires formi-
dable resources since the costs for personnel deployment and especially techni-
cal investigation measures such as telephone surveillance are already enormous
in a national context and especially in cross-border investigations. Such inves-
tigation resource inadequacies are taken advantage of by perpetrators in a tar-
geted manner.

3.3 Recommendation for improvement

The European framework for cooperation in criminal matters is a great advan-
tage compared to traditional ways of international mutual assistance. It has
improved the situation by introducing much more specific mechanisms and
helped speeding up procedures substantially. One problem in practice is the
often-unclear construction of the legal acts that leave many questions open
or take a rather broad approach (raising, e.g, questions in regard to the due

86 BGH, 14 October 2015, 1 StR 521 /14, Wistra, 2016, p. 74.

87 C. Bauer, Praktische Fragen im Zusammenhang mit dem organisierten “Schmuggel” von Tnbak-
waren, NZWiSt (Neue Zeitschrift fiir Wirtschafts-Steuer- und Unternehmensstrafrecht),
2018, p. 85.
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consideration of fundamental rights etc.). Such uncertainties make the applica-
tion difficult. Also, the legal European instruments do not systematically inter-
act or build on each other. The field of police investigations and the separately
dealt with field of judicial cooperation are not from one cast (in addition one
can add the field of intelligence cooperation that is hardly regulated, but were
a substantial amount of information for criminal proceedings stems from).
This creates a substantial threat that rights of persons affected (mainly the
potential perpetrator but also other persons that are targeted /affected, e.g., by
secret surveillance measures) are not sufficiently clear or respected in the inves-
tigation context. Last but not least, these uncertainties can create problems
for the use of evidence in criminal proceedings if the legality of foreign coop-
eration measure is in doubt. The EC]J’s approach in the EncroChat decision
is therefore to be welcomed, namely that if it is not possible to influence the
decision to gather evidence (such as a secret technical surveillance measure),
then at least subsequent control must be possible in criminal proceedings if
findings from these surveillance measures are to be used as evidence.®®

Beyond these legal problems, the main obstacles in practice are the lack
of resources as well as the administrative and technical difficulties in working
together. Again, as with the cooperation of national authorities with European
institutions an effective and efficient digital infrastructure would be of great
help. Common and safe digital communication channels, easy exchange of
relevant documents, case files etc. would substantially help investigations and
prosecutions and at least would counterbalance a bit the professional digi-
tal infrastructure of organized crime groups. This would also help connect-
ing the large number of possible investigative authorities comprising police,
prosecution service, tax and custom authorities as well as other administrative
authorities.

4. Cooperation between national law enforcement
authorities and law enforcement authorities from
non-EU Member States

4.1 National legal framework related to cooperation between national
law enforcement authorities and theiv counterparts from non-EU
Member States

Cooperation with non-EU member states follows the way of traditional inter-
national mutual assistance.®” In this regard, cooperation very much depends
on bi- or multilateral agreements with the respective country. If no such agree-
ment exists, the only way is a case-by-case request to such a foreign state

88 See ECJ, Decision of 30 April 2024, C-670,/22 (M.N. (EncroChat)), ECLI:EU:C:2024:372.

89 For an instructive overview see K. M. B6hm and H. Ahlbrecht, Das Rechtshilfeverfahren, in
H. Ahlbrecht, K. M. Bohm, R. Esser and F. Eckelmann (eds.), Internationales Strafrecht, 2nd
edn., Heidelberg: C.F. Miiller, 2018, para. 696 ff., pp. 192 ff.
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where the cooperation then depends more or less on the sole discretion of the
receiving state. To that extent, the evolution of EU legislation has the effect
that there can be substantial differences between legal assistance within the
EU and with non-EU countries such as the US. Yet, there is another decisive
division in the legal landscape beyond EU and non-EU countries, namely if
the respective state is a member of the various agreements by the Council of
Europe (CoE).”® These CoE agreements address various aspects of mutual
legal assistance in criminal matters and are therefore important instruments
for the cooperation with other member states. Among the most important
agreements are:

e European Convention on Extradition of 13 December 1957, CETS No. 24;

e European Convention on Mutual Assistance in Criminal Matters of 20
April 1959, ETS No. 30;

e Convention on the Transfer of sentenced Persons of 21 March 1983, CETS
No. 112.

To that extent cooperation with states being member of these CoE agree-
ments follows by now (as these agreements exist for a long time and a lot of
experience could be gained) a relatively clear and reliable path.

For countries that are neither EU states nor members of the CoE agree-
ments, the relevant legal acts are much more often to be found in bilateral
agreements. Yet, the situation is often still complex, even when mutual assis-
tance agreements exist. For example, the cooperation of Germany with the
United States of America is governed by several agreements. In order to estab-
lish an EU-wide and coherent system, the EU has entered into agreements
with the US. Among these, the most relevant acts are:

e Agreement on mutual legal assistance between the European Union and
the United States of America (OJ L 181 19.7.2003 p. 34);

e Agreement between the United States of America and the European Union
on the protection of personal information relating to the prevention,
investigation, detection and prosecution of criminal offences (O] L 336
10.12.2016 p. 3).

Yet, Germany in addition still has bilateral agreements with the US, such as:

e Treaty of 14 October 2003 between Germany and the USA on Mutual
Legal Assistance in Criminal Matters;*!

90 Cooperation among EU countries, even when they are also members of Council of Europe
agreements, follows EU rules, that take precedence over Council of Europe agreements.
91 See BGBI. 2007 11 1618.
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e Agreement of 1 October 2008 between Germany and the US on enhancing
cooperation in preventing and combating serious crime.”?

As with international cooperation with EU states, the relevant legal basis
for international cooperation in criminal matters with non-EU states is to be
found in Germany in the Gesetz iiber die internationale Rechtshilfe in Straf-
sachen (IRG — International Mutual Assistance Act).”® In addition, the various
bi- and multilateral agreements apply. The IRG still — following a traditional
division in international mutual assistance — differs between three different
kinds of cooperation: extradition, enforcement assistance and other legal assis-
tance. In extradition cases the request by a foreign state is dealt with in a
two-step examination. The request (which can stem from diplomatic, ministe-
rial or consular channels or be directly communicated to a judicial authority)
is dealt with mostly by specially designated authorities (as the prosecutor gen-
eral) in the states, as the responsible Federal Ministry of Justice has delegated
the tasks to the sixteen German states (see sect. 74 IRG). The legal decision
on the admissibility of the request (see sect. 13, 14 IRG) is taken by a higher
regional court (Oberlandesgericht). The final decision on the enforcement of
the request is again in the hands of the state authorities (mostly the prosecutor
general), as this part of the procedure has also been delegated by the Federal
Ministry of Justice to the states. Enforcement assistance is a bit less complex.
Incoming requests are decided by the regional court (Landgericht) that — if
the request is approved — “converts” the requested measure into a formal
German court order (so-called Exequaturentscheidung, see sect. 48 ff. IRG).
Outgoing requests are decided by a higher regional court (Oberlandesger-
icht, see sect. 71 (4) IRG). For other legal assistance in general — depending
on the individual measure —the prosecution office that deals with the case is
responsible. To that extent, no overall responsibility of one specific authority
for mutual legal assistance exists, but the responsibilities are split up between a
number of institutions depending on the individual measure.

4.2 Analysis of the practice of cooperation

Cooperation with non-EU states is in general a formal and slow process dif-
fering very much among the states. With states such as the US, this coopera-
tion works well, although the complex legal framework and the formal way of
cooperation make an exchange much more difficult than within the EU area.

92 See BGBL. 2009 II 1010.

93 Gesetz tiber die internationale Rechtshilfe in Strafsachen in der Fassung der Bekanntmachung
v. 27 Juni 1994 (BGBL I S. 1537), das zuletzt durch Artikel 21 des Gesetzes v. 12 Juli 2024
(BGBL. I S. 234) geiindert worden ist; International Mutual Assistance Act in the version
published on 27 June 1994 (Federal Law Gazette I, p. 1537), as last amended by Article 21
of the Act of 12 July 2024 (Federal Law Gazette I, p. 234).
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Depending on the political climate, often cooperation requests are not dealt
with at all or are only partly fulfilled.

An important role in international cooperation has the Federal Office of
Justice (Bundesamt fiir Justiz) that performs important tasks for the Federal
Ministry of Justice in the field of international mutual legal assistance in crimi-
nal matters. Insofar as responsibility has not been transferred to the federal
states, the Federal Office of Justice is responsible in particular for deciding
on the approval of incoming and outgoing criminal law requests for extradi-
tion, enforcement assistance or other legal assistance. With regard to requests
within the jurisdiction of the Federal Public Prosecutor General, there are
far-reaching approval powers, as well as with regard to cooperation with inter-
national or internationalized criminal courts. In addition, the Federal Office
of Justice is involved in worldwide cooperation in individual cases of criminal
legal assistance whenever diplomatic channels or channels to foreign ministries
of justice are open. The office also participates in consultations with other
states at home and abroad and is responsible for both case-related meetings
with foreign colleagues and other working meetings, for example with future
liaison officers of the Federal Criminal Police Office. To that extent the office
has an important networking task.

One of the main tasks of the Federal Office of Justice in the area of inter-
national mutual legal assistance in criminal matters is the examination of
international search requests. Following submission by the Federal Criminal
Police Office, the Federal Office of Justice, in consultation with the Federal
Foreign Office, decides, among other things, whether persons wanted by for-
eign states or international criminal courts can be entered into the German
search system. Besides being a Eurojust contact point, the office also serves
as a judicial contact point for other countries such as Switzerland. In addition
to the annual extradition statistics, the Federal Office of Justice is responsible
for an important tool for practitioners: the country section of the Guidelines
for Dealings with Foreign Countries in Criminal Matters (RiVASt).** There,
country-specific information can be found, among other things, on applica-
ble legal bases, the course of business, the competent authorities abroad, the
language regime and special formal requirements. Furthermore, the country
section contains references to electronic forms and information materials pro-
vided by other countries.

For international cooperation concerning investigations in non-EU coun-
tries, Interpol plays a vital role for German authorities. The BKA is the con-
tact point in Germany for Interpol and also supports projects and initiatives
in this context, e.g. in the areas of drug trafficking, motor vehicle crime and

94 See Bekanntmachung der Neufassung der Richtlinien fiir den Verkehr mit dem Ausland in
strafrechtlichen Angelegenheiten (RiVASt) — Linderteil, Stand, September 2023, http://
www.verwaltungsvorschriften-im-internet.de /bsvwvbund_01012017_I1B6935088.htm.
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organized crime, where the office actively accompanies the project and sup-
ports them professionally and personally.

4.3  Recommendation for improvement

As mutual legal assistance with non-EU states, especially with states that are
not part of a CoE agreement, is a highly complex process, split up among vari-
ous institutions involved, two aspects would very much improve the situation.
The first one is setting up central offices that are at least responsible for pro-
viding relevant information on mutual assistance but much better would serve
as a channel for incoming and outgoing requests. These would help building
up expertise on foreign jurisdictions, current developments (influencing the
request for legal assistance) as well as the relevant foreign rules in questions
and also allow for a coherent approach. With the Federal Office of Justice or
the BKA such offices in part exist, yet the majority of judicial cases still are
handled in the sixteen German states with different structures.

In the field of organized fraud, to the extent the EPPO is responsible, some
centralization now exists as the German EDDPs are the responsible steering
partners for possible cooperation with third states (within the framework of
the EPPO-Regulation). As there are only six EDPs, the traditional state bor-
ders (of the sixteen German states) do not play a major role anymore. For the
cooperation with non-EU states, a structure similar to the Europeans Judicial
Network (concentrating on mutual legal assistance in criminal matters) would
also be of great help as information on foreign legal systems (e.g. for checks
if the criterion of double criminality is fulfilled) is often scarce or difficult to
obtain. Setting up digital structures could also help for speeding up the slow
procedure.

The second aspect would be the improvement of the legal framework.
Although bilateral agreements are better than no agreements, the example of
the EU and the CoE show that a coherent international framework has great
advantages. To that extent, the EU should foster its strategy to close agree-
ments of the EU with non-EU states in order to harmonize the European
landscape and also to replace the still existing (numerous) bilateral agreements.
Simplifying and speeding up procedures would be one major advantage mul-
tilateral agreements could achieve. With a number of states the EU approach
of building on mutual trust and mutual recognition will not work due to the
lack of a rule of law-based legal system and the due respect for human rights in
the non-EU country, but there are still a number of non-EU states that share
the same EU values and where some of these principles of mutual trust and
recognition or some comparable structures for single measures would be pos-
sible and would help build a more detailed framework for mutual cooperation.

A connected aspect concerning the legal framework would be the improve-
ment of the legal system itself. It is a scattered system, with numerous legal
acts, often restricted to a single measure. It should be an overall aim to adjust
the measures to another and to integrate them into a wider approach where
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mechanisms, (judicial) control and the respect of due rights for the persons
affected build on each other. This is also true for the up-to-now separate systems
of police cooperation, administrative cooperation and judicial cooperation.

5. Conclusions, general recommendations

A look at the structures of international mutual legal assistance in criminal
matters shows that the system the EU has built up is an outstanding improve-
ment compared to the situation still existing with non-EU countries (espe-
cially the ones that are also not part of CoE agreements). This is true despite
the existing weaknesses and also the only limited scope of the EU measures.
The EPPO structures are especially enabled to conduct investigations beyond
the German territory without having to refer to a rather complex and slow
mechanism. For a federal system such as Germany the limited centraliza-
tion aspect that the EPPO structures have brought with them is not to be
underestimated, as in the field of organized fraud a large number of different
authorities are responsible for detecting and also investigating (and partly also
prosecuting) these crimes. With the EDP and the central EPPO office, now
an institution exists where German efforts and foreign investigations can come
together and are bundled. This means that the EU example shows on the one
hand the advantages of having one legal instrument instead of many bilateral
ones and also on the other hand the value of common joint institutions help-
ing in practice from providing information on foreign systems to getting a
necessary investigation measure etc. done.

Traditionally, the international mutual assistance instruments in criminal
matters have very much concentrated on judicial assistance. Yet, in many legal
systems information and also evidence do stem from preventive police meas-
ures or administrative measures (and also on the basis of intelligence meas-
ures) and are exchanged not on the basis of criminal law-related instruments.
Such information often becomes evidence in criminal cases, sometimes the
only evidence available. In addition, the traditional instruments very much
concentrate on or are restricted to assistance in single cases. In practice, due
to the increasing technical (surveillance) possibilities, the exchange of bulk
information has become more common, such as in the EncroChat case. Yet
the exchange of bulk information, where only some of the information is rel-
evant for criminal cases, and where often neither perpetrators nor possible
offenses are clear, is quite different to assistance in a specific case on a specific
measure. To that extent, legal instruments and rules are necessary that specifi-
cally regulate the exchange of such information, the use of such information
in criminal proceedings and especially provide for rules for the protection of
the individual as regularly not only possible perpetrators are affected but — due
to the large scope of mass surveillance measures — a large number of innocent
persons.



