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1. COMPETENT AUTHORITIES IN SELECTED AREAS OF PUNITIVE
ADMINISTRATIVE ENFORCEMENT!

1.1. Competent authorities in customs enforcement

The German customs administration is divided into several
administrative bodies which are part of the federal revenue authorities.” The
Central Customs Authority® is a higher federal authority managing the
execution of the duties and responsibilities of the customs administration and
overseeing the main customs offices* and the customs investigation offices.>
It has eleven directorates, among them the Customs Criminal Office,’ the
central agency for customs investigations.® The main customs offices are local
authorities responsible for the managing of customs,” whereas the customs
investigation offices are local authorities in charge of customs
investigations.'?

There is no provision that directly stipulates a specific customs
authority to be generally competent for punitive administrative proceedings.

! Translations of some important German acts can be found on the website of the Federal
Ministry of Justice at https://www.gesetze-im-internet.de/Teilliste _translations.html. The
terminology used in this text to describe German legal terms is in parts based on these
translations.

2§ 6 (2) no. 2, 5 Fiscal Code (dbgabenordnung, ‘AO’), § 1 Revenue Administration Act
(Finanzverwaltungsgesetz, ‘FVG’). German national customs laws, as relevant in the scope
of this project, are mainly the FVG, the Customs Administration Act (Zollverwaltungsgesetz,
‘ZollVG’), and the Customs Investigations Act (Zollfahndungsdienstgesetz, ‘ZFdG’).

3 Generalzolldirektion.

* Hauptzollimter.

5 Zollfahndungsdimter.

©§§1,5a FVG.

7 Zollkriminalamt.

8§ 5a(2) FVG, §§ 1, 2 ZFdG.

28§ 1, 12 FVG.

1081 ZFdG.



7. GERMANY 208

The ZFdG mentions both the Customs Criminal Office and the customs
investigations offices in relation to ‘the prevention and the prosecution of
criminal and regulatory offences’, though in the text of the act’s provisions,
the focus lies on the prevention.!!

1.2. Competent authorities in tax enforcement as regards VAT

Generally, the revenue authorities are competent in the case of tax-
related regulatory offences;'> more specifically, the revenue authority
administering the tax concerned.!® As an exception, some (but not all) of the
specifically VAT-related regulatory offences in the Value Added Tax Act
(‘UStG’!'%), are within the area of competence of the Federal Central Tax
Office (‘BZSt’").'° In Germany, it is a peculiarity of tax law in contrast to
other areas of law that the administrative body itself — the revenue authority
— is not only competent to investigate tax-related regulatory offences,!” but
also, within certain boundaries,'® tax-related criminal offences.'® When the
revenue authority investigates tax-related crimes, it benefits from extended
competences, as the restrictions imposed on the administrative authorities
investigating regulatory offences?® do not apply and certain measures
reserved for the prosecution of (certain) criminal offences are available. This
does not, however, blur the lines between the areas of criminal and regulatory
offences, which remain two separated categories, each with different
proceedings.?! Whenever the revenue authority investigates regulatory
offences, only the rules concerning this area apply, so that there is strictly an

! For the Customs Criminal Office, see § 4 ZFdG — the title of the provision mentions the
prosecution of regulatory offences, but its text does not. Concerning the customs
investigation offices, § 5 ZFdG does consider them to have several responsibilities for the
prosecution of regulatory offences in the area of customs administration, but not a general
competence. Instead, they may collect and evaluate information and notify the Customs
Criminal Office and other customs administration authorities about relevant findings, § 5 (2)
(1) ZFdG.

12.§ 409 AO in conjunction with §§ 36 (1) sentence 1, 35 (1) of the Act on Regulatory
Offences (Ordnungswidrigkeitengesetz, ‘OWiG”).

13°§§ 409, 387 (1) AO.

14 Umsatzsteuergesetz.

15 Bundeszentralamt fiir Steuern.

16 See § 26a (4) USHG.

17§ 377 AO.

18 In particular, it requires the absence of a non-tax criminal offence in the same investigation
(§ 386 (2) no. 1 AO). Furthermore, the revenue authority’s competence ends in case an arrest
warrant is issued against the suspect (§ 386 (3) AO).

19°§§ 386, 369 AO.

208 46 (2)—(6) OWIG.

2! Criminal proceedings are governed by the StPO, whereas regulatory offence proceedings
are governed by the OWiG. While the OWIiG refers to the procedural rules of the StPO, it
also specifies deviations from StPO rules, as discussed in more detail below, 2.1.2.
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administrative enforcement. Investigations of criminal offences as well as of
regulatory ones are mainly carried out by the Customs Investigation Offices?
and those departments of the revenue authorities responsible for tax
investigation and their officials; they have the same rights and obligations as
the police authorities and officers according to the German Code of Criminal
Procedure (‘StPO’%3).24

1.3. Competent authorities in punitive enforcement in the area of
banking law and financial markets

The Federal Financial Supervisory Authority (‘BaFin’?®) is the primary
German authority competent to investigate regulatory offences in the area of
banking and financial markets. In Germany, the banking sector is regulated in
the Banking Act (‘KWG?®), whereas securities trading is regulated in the
Securities Trading Act (‘WpHG’?"). Both these acts include regulatory
offences in case of violation of certain provisions, and in both areas, the BaFin
is the competent authority with regard to the prosecution of these offences.?®
Additionally, there is the area of stock exchange supervision, governed by the
Stock Exchange Act (‘BorsG’?), whose enforcement lies within the
competence of the authorities of the federal states.?**! This act also contains
provisions on regulatory offences in case of certain violations. The
competence for their prosecution resides with the respective state
governments (specifically the ministries of finance or ministries of economic
affairs), as further regulated within these states’ laws.>

22 Zollfahndungsdienste.

2 Strafprozessordnung.

24§ 404 sentence 1 AO (in conjunction with § 410 (1) no. 9 AO). A difference between the
competences of the Customs Investigation Offices in criminal and regulatory offence
proceedings lies in the fact that in the latter, their officials do not enjoy the competences
reserved by law for ‘investigators of the public prosecutor’s office’, as § 410 (1) no. 9 AO
does not refer to the second half-sentence of § 404 (2) sentence 2 AO. However, they may be
appointed as such by the investigating revenue authority: M. Jager, ‘§ 410°, in: F. Klein (ed.),
Abgabenordnung, Munich, Germany, C.H. Beck, 17" ed., 2024, § 17.

25 Bundesanstalt fiir Finanzdienstleistungsaufsicht.

26 Kreditwesengesetz.

Y Wertpapierhandelsgesetz.

2881 (5) no. 2, § 60 KWG in conjunction with § 36 (1) no. 1 OWiG; § 1 (1) no. 8, § 121
WpHG in conjunction with § 36 (1) no. 1 OWiG.

2 Bérsengesetz.

39 Bundeslinder.

318 3 (1) sentence 1 BorsG.

32§ 36 (1) no. 2 lit. b OWiG.
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1.4. Competent authorities in competition law enforcement

On the one hand, with regard to formal administrative proceedings —
pursuant to § 48 (1) of the Competition Act (‘GWB’**) — the Federal Cartel
Office,** the Federal Ministry for Economic Affairs and Energy>® and the
Supreme State Authorities®® responsible under state law are the competent
administrative authorities under competition law. Moreover, § 48 (2) sentence
2 GWB generally assigns responsibility to the highest state authorities. The
Federal Cartel Office is responsible only if the law does not assign jurisdiction
to a specific competition authority and the effect of a restrictive or
discriminatory behaviour or a competition rule extends beyond the territory
of one state, § 48 (2) sentence 1 GWB. § 49 (1) GWB also stipulates that both
the Supreme State Authorities and the Federal Cartel Office are obliged to
notify each other that proceedings have been initiated or investigations are
being conducted. In accordance with § 49 (2)—(4) GWG, under certain
circumstances, proceedings may also be transferred from the Supreme State
Authority to the Federal Cartel Office (paragraphs (2) and (3)) or vice versa
(paragraph (4)).

With regard to sanctioning proceedings, on the other hand, the
procedure for imposing fines is generally governed by §§ 35 ff. OWIiG.
Regarding the procedure for imposing fines, §§ 81 ff. GWB are more specific
provisions that take precedence in competition law. § 36 (1) no. 1 OWiG
declares the authority responsible for the sanctioning proceedings to be the
authority specified by law. Regarding this, § 82 GWB specifies the
jurisdiction of the authorities in the area of competition law.’” For other
violations of § 81 GWB, the Federal Cartel Office and the — under state law
responsible — Supreme State Authority are declared to be the competent
authority for their respective areas of responsibility (§ 82 (1) no. 3 GWB).

33 Gesetz gegen Wettbewerbsbeschrinkungen.

3% Bundeskartellamt.

35 Bundesministerium fiir Wirtschaft und Energie.

36 Landeskartellbehérden.

37 Pursuant to § 82 (1) no. 1 GWB, the ‘Bundesnetzagentur’, as the market transparency body
for electricity and gas, is the competent authority in particular for administrative offences
pursuant to § 81 (2) no. 2 lit. ¢, d, no. 5a, 6 (in conjunction with § 47d (1) sentence 1 in
conjunction with § 59 (2) or (4) GWB) and no. 8 (in conjunction with § 47d (1) sentence 1
in conjunction with § 59a (2) GWB). Pursuant to subsection 1 no. 2, the Federal Cartel Office,
as the market transparency body for fuels, is the competent authority in particular for
administrative offences pursuant to § 81 (1) no. 5b, 6 (in conjunction with § 47k (7) in
conjunction with § 59 (2) or (4) GWB) and no. 8 (in conjunction with § 47k (7) in conjunction
with § 59a (2) GWB).
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1.5. Competent authorities in GDPR enforcement

The competence of the supervisory authority to impose an
administrative fine pursuant to Art. 83 GDPR arises from Art. 55 (1) in
conjunction with Art. 58 (2) lit. 1 GDPR. In Germany, this means that the
authorities pursuant to the German federal states law>® shall monitor the
application by private bodies of data protection legislation within the scope
of'the GDPR in most cases. These are the state data protection commissioners
in the individual states.>® The Federal Commissioner shall be competent for
businesses which process data of natural or legal persons for the commercial
provision of telecommunications services, unless the responsibility for
supervision is already indicated in § 29 of the Telecommunications Act
(‘TKG’%), see §9 (1) sentence 1 of the Federal Data Protection Act
(‘BDSG’*).

2. PUNITIVE ADMINISTRATIVE PROCEEDINGS: GENERAL FRAMEWORK
2.1. General remarks
2.1.1. Regulatory offences in German law

While criminal (procedural) law distinguishes between -custodial
sentences*” and fines,* regulatory offences only lead to administrative
fines.*** The prosecution of regulatory offences is not led by the public
prosecutor, instead the administrative body itself leads the investigation.*®
While in criminal proceedings only a court is competent to sentence a person
to a punishment under criminal law, the administrative body decides whether
to sanction an act or omission and on the sentencing. Only if that
administrative decision is appealed, the question will be referred to the court

38 Landesrecht.

39 Only in Bavaria an additional separation of responsibility for the public sector and the non-
public sector exists, see T. Born, ‘§ 8’, in: L. Specht, R. Mantz (eds.), Handbuch
Europdisches und deutsches Datenschutzrecht, Munich, Germany, C.H. Beck, 2019, § 7.

40 Telekommunikationsgesetz.

4! Bundesdatenschutzgesetz.

42 Freiheitsstrafe.

 Geldstrafe.

4 Geldbufe.

45 Cf. D. Brodowski, ‘Die Verwaltung darf nicht strafen — warum eigentlich nicht? Zugleich
eine Vorstudie zu einer rechts-evolutiondren, weichen Konstitutionalisierung
strafrechtsdogmatischer Grundannahmen’ ZS#, 2016, p. 370, 373, according to which there
is always a prison sentence for criminal penalties, but never for administrative offences.

46 U. Sieber, ‘Administrative Sanction Law in Germany’, p. 301, 316, in: M. Dyson, B. Vogel
(eds.), The Limits of Criminal Law — Anglo-German Concepts and Principles, Cambridge,
United Kingdom, Intersentia, 2018.
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(see (d) below). In contrast to criminal law, therefore, the administrative body
is — at least at first — the prosecuting and adjudicating body, § 35 (1), (2)
OWiG.

The OWIiG provides a general legal framework for administrative
sanctions. The law on regulatory offences is to be distinguished from ‘core’
criminal law in the German legal system. § 1 (1) OWiG defines a regulatory
offence as ‘an unlawful and reprehensible act, constituting the factual
elements set forth in a statute that enables the act to be sanctioned by
imposition of a regulatory fine’.

The formal distinction is therefore clear: if a statute calls for a sanction
under criminal law (fine under criminal law or detention), it refers to ‘core’
criminal law; if it calls for a regulatory fine, it refers to the legal framework
for administrative sanctions. However, the theoretical distinction between
regulatory offence, on the one hand, and criminal offence, on the other hand,
has been the subject of debate in criminal law for a long time.*” Some*® argue
that the essential difference between regulatory offences and criminal
offences is of a qualitative nature. While the law on regulatory offences is
aimed at the impairment of institutional security and public services, the
protective purpose of criminal law is the (individual) protection of legal
interests.*” Others do not want to recognise a qualitative, but rather a

47 See the summary of the discussion in a historical review at D. Brodowski, ‘Quasi-criminal
Enforcement Mechanisms in Germany: Past and Present’, p. 51, 66, in: V. Franssen, C.
Harding (eds.), Criminal and Quasi-criminal Enforcement Mechanisms in Europe
(Franssen/Harding), Oxford, United Kingdom, Bloomsbury Publishing, Hart Studies in
European Criminal Law Ser., 2022; Brodowski, (n. 45), ZStW, p. 372; Sieber, (n. 46), p. 323.
“8 For example P.J.A. von Feuerbach, C.J. Anton, Lehrbuch des gemeinen in Deutschland
giiltigen peinlichen Rechts, Aalen, Germany, Scientia, 1973 (reprint; original: 1847) (, § 432
p. 703, according to which criminal law protects individual interests and not collective
interests; C.R. Kostlin, System des deutschen Strafrechts — Abteilung 1 Allgemeiner Teil,
Aalen, Germany, Scientia, 1978, § 18 pp. 17 ff.,, who distinguishes between concrete
endangerment or actual damage and merely abstract endangerment; J. Goldschmidt, Das
Verwaltungsstrafrecht — Eine Untersuchung der Grenzgebiete zwischen Strafrecht und
Verwaltungsrecht auf rechtsgeschichtlicher und rechtsvergleichender Grundlage, Berlin,
Germany, Scientia, 1902, pp. 529 ff., J. Goldschmidt, ‘Begriff und Aufgabe des
Verwaltungsstrafrechts’ G4, 1903, pp. 71, 84 ff., who distinguishes between wanting to be
permitted and welfare of the administration; F. von Liszt, Lehrbuch des deutschen
Strafrechts, Berlin, Germany, De Gruyter, 2™ ed., 1884, p. 102 and A. Merkel, Lehrbuch des
deutschen Strafrechts, Stuttgart, Germany, Enke-Verlag, Juristische Handbibliothek, 1889, p.
45, who sees only disobedience in regulatory offences; but also E. Schmidt, Das neue
westdeutsche Wirtschaftsrecht — Grundsdtzliches zu seiner Ausgestaltung und Anwendung,
Tiibingen, Germany, Mohr-Siebeck, Deutsche Rechts-Zeitschrift, 1950, p. 44 f.

4°S. Gerhold, ‘Introduction § 8, in: J. Graf, Beckscher Online-Kommentar zum OWiG
(BeckOK OWiG), Munich, Germany, C.H. Beck, 43" ed., 2024.
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quantitative difference between the two types of offences.>® Accordingly, a
conceptual distinction is not possible. Rather, there is a quantitative difference
depending on the amount of the monetary sanction.>!

The Federal Constitutional Court®? (‘BVerfG’) advocates a mediating
solution (so-called Mixed-Qualitative-Quantitative Theory), whereby a
distinction is made according to qualitative aspects as a starting point. In
doing so, the court recognises a socio-ethical or dishonourable unworthiness
in criminal offences, so the imposition of an administrative fine does not
appear sufficient. The regulatory offence is characterised by disobedience to
the administration,> so an administrative fine is more likely imposed for the
purpose of admonishing duties,* which, in particular, should not result in
stigmatisation or impairment of a person’s reputation.>

From a systematic point of view, the OWiG is divided into three parts.
While the first part (§§ 1-34 OWiG) contains general rules on the law of
regulatory offences, the second part (§§35-110c OWiG) sets out the
procedure for the imposition of regulatory fines. Finally, the third part
(§§ 111-135 OWiG) deals with individual regulatory offences.*® Although
there are some obvious differences between the law on regulatory offences
and criminal law, they also show far-reaching parallels.

On a general level, § 4 OWiG establishes the constitutional principles
of nulla poena sine lege (§ 4 (1) OWiG) and lex mitior (§ 4 (3) OWiG); § 3

50 Brodowski, (n. 45), ZStW, pp. 372 ff.; W. Knapp, ‘Das Recht der Ordnungswidrigkeiten’
JuS, 1979, p. 609, 610; A. Schoreit, ‘Die sogenannten Ordnungswidrigkeiten, GA, 1967, pp.
225 ff.; W. Mitsch, Recht der Ordnungswidrigkeiten, Potsdam, Germany, Springer, 2™ ed.,
2005, § 3 §§ 10 ff.; H. Mattes, Untersuchungen zur Lehre von den Ordnungswidrigkeiten —
Zweiter Halbband: Geltendes Recht und Kritik, Berlin, Germany, Duncker & Humblot, 1982,
pp- 46 f.; H.-H. Jescheck, ‘Das deutsche Wirtschaftsstrafrecht” JZ, 1959, p. 457, 461; U.
Weber, ‘Die Uberspannung der staatlichen BuBgeldgewalt — Kritische Bermerkungen zur
neuen Entwicklung des materiellen Ordnungswidrigkeitenrechts’ ZSt#, 1980, p. 313, 316; J.
Baumann, ‘Uber die notwendigen Verinderungen im Bereich des Vermdgensschutzes’ JZ,
1972, p. 1, 3; doubts regarding a qualitative distinction in P. Bockelmann, ‘Literaturbericht
Strafrecht — Besonderer Teil 1I’, ZStW, 1954, p. 111, 124 f.

S Cf. Brodowski, (n. 47), Franssen/Harding, p. 69.

52 Bundesverfassungsgericht.

33 BVerfG, decision of 04.02.1959 — 1 BvR 197/53, BVerfGE, vol. 9, p. 167, 171.

3% BVerfG, decision of 21.06.1977 — 2 BvR 70/75, 361/75, BVerfGE, vol. 45, p. 272, 289;
decision of 16.07.1969 — 2 BvL 11/69, BVerfGE, vol. 27, p. 36, 42; decision of 16.07.1969 —
2 BvL 2/69, BVerfGE, vol. 27, p. 18, 33.

55 BVerfG, decision of 16.07.1969 — 2 BvL 2/69, BVerfGE, vol. 27, p. 18, 33; critical of this
approach Brodowski, (n. 45), ZStW, p. 370, 374 and D. Brodowski, ‘Supranationale
europdische Verwaltungssanktionen: Entwicklungslinien — Dimensionen des Strafrechts —
Legitimitét’, pp. 139, 154 ff., in: K. Tiedemann, U. Sieber, H. Satzger, et al. (eds.), Die
Verfassung moderner Strafrechtspflege, Baden-Baden, Germany, Nomos, Studien zum
Wirtschaftsstrafrecht — Neue Folge, 2016.

56 Sieber, (n. 46), p. 312.
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OWiG upholds the guarantee of nullum crimen sine lege.’’ In addition, the
person concerned must be treated as innocent until the end of the proceedings,
they must be granted the right to be heard and the right to remain silent.’® In
particular, the principle of fair trial under Art. 6 (1) ECHR must also be
observed.>

In contrast to significant similarities, there are differences between the
law on regulatory offences on the one hand and criminal procedure on the
other as well, particularly regarding the legal consequences. One important
difference is the obligation to prosecute punishable acts. While criminal
proceedings follow the principle of legality (also known as principle of
mandatory prosecution) (§ 152 (2) StPO) — which means law enforcement
authorities must investigate whenever there is a suspicion of a criminal
offence — the principle of opportunity is applied in the law on regulatory
offences.’’ Accordingly, the prosecution of regulatory offences is at the
discretion of the administrative body, § 47 (1) OWiG.

According to § 67 (1) OWIiG, the person concerned can lodge an
objection to an administrative fine within two weeks. It is a legal remedy in
its own right and leads to a judicial review of the administrative decision.®'
The objection has a suspensive effect (inhibiting effect), meaning the fine is
not enforceable during the objection proceedings.®? The competent court is
the district court in whose district the authority issuing the administrative act
is based, § 68 (1) OWIiG. Judicial review of the administrative act is therefore
entrusted to the ordinary courts®® in the context of regulatory offences, § 68
(1) OWiG;® the same court is also competent to decide matters relating to
substantive criminal law. According to § 71 (1) OWiG, the court proceedings
are generally governed by the provisions of the StPO.

A complaint on legal grounds may be lodged against a judgment under
the conditions specified in § 79 (1) OWiG. Pursuant to § 121 (1) no. 1a of the
Courts Constitution Act® (‘GVG’), § 79 (3) sentence 1, § 80a in conjunction

57 Brodowski, (n. 47), Franssen/Harding, p. 58; Sieber, (n. 46), p. 312.

38 Sieber, (n. 46), p. 316.

39 Ibid., pp. 326 1.

60 K. KrauB, in: H.-G. Kamann, S. Ohlhoff, S. Vélcker (eds.), Kartellverfahren und
Kartellprozess, § 18 § 31, Munich, Germany, C.H. Beck, 2017.

1 OLG Diisseldorf, decision of 17.08.1999 — 5 Ss (OWi) 339/98, § 18; K. Ellbogen, ‘§ 67’
in: W. Mitsch (ed.), Karlsruher Kommentar zum Gesetz iiber Ordnungswidrigkeiten (KK-
OWiG), Munich, Germany, C.H. Beck, 5" ed., 2018, § 1.

62 Ellbogen, (n. 61), § 3.

8 Amtsgericht.

% Ellbogen (n. 61), § 20.

85 Gerichtsverfassungsgesetz.
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with § 46 (7) OWIiG, the court of appeal is the Higher Regional Court
(‘OLG’%%) with local jurisdiction.®’

2.1.2. General framework for gathering evidence from third
parties in regulatory offence proceedings

Unless otherwise provided by the OWiG, the provisions of the general
laws concerning criminal proceedings, particularly the StPO, shall apply
mutatis mutandis to the regulatory sanctioning proceedings.®® The wording of
§ 46 (1) OWIG itself clarifies that the standards for prosecuting criminal
offences and administrative offences are not identical. This may lead to some
provisions of the StPO not being applicable in full. By outlining the
limitations of the OWiG reference to the StPO as well as the limitations
regarding the third parties’ competences to disclose information, a general
framework for gathering evidence from third parties in German
administrative proceedings can be derived.

§ 46 OWIG itself restricts the referral to the StPO in its (3) to (5), which
list several measures that may not, or not in their entirety, be undertaken in
the case of investigating and prosecuting a regulatory offence, as well as some
provisions that are not to be applied fully. Confiscation of postal items and
telegrams,® as well as requests for information regarding matters that are
subject to post and telecommunications secrecy,’® shall be inadmissible.”!
Therefore, telecommunications surveillance’ as well as traffic data capture’
are explicitly excluded from regulatory offence proceedings by § 46 (3)
OWiG.™ Some consider the exclusions in § 46 (3) to (5) OWiG to be

% Oberlandesgericht.

7 A. Hadamitzky, ‘preliminary remarks §§ 79 ff.” in: W. Mitsch (ed.), KK-OWiG, Munich,
Germany, C.H. Beck, 5" ed., 2018, § 1.

8§ 46 (1) OWIG.

9°§§ 99, 100 StPO.

70 Art. 10 (1) of the Basic Law (Grundgesetz, ‘GG’), i.e. the German constitution.

1§ 46 (3) sentence 1 OWiG.

2.8 100a StPO.

3§ 100g StPO.

74§ 46 (3) OWIG applies to traffic data as well. The reason for this is that the protection
granted by Art. 10 (1) GG extends not only to the content of telecommunication, but also to
its circumstances, see BVerfG, decision of 20.06.1984 — 1 BvR 1494/78, BVerfGE, vol. 67,
p. 157, 172; judgment of 14.07.1999 — 1 BvR 2226/94 and others, BVerfGE, vol. 100, p. 313,
358; judgment of 12.03.2003 — 1 BvR 330/96, 348/99, BVerfGE, vol. 107, p. 299, 312 f;
judgment of 02.03.2010 — 1 BvR 256/08 and others, BVerfGE, vol. 125, p. 260, 309; decision
0f24.01.2012 — 1 BvR 1299/05, BVerfGE, vol. 130, p. 151, 179; C. Riickert, ‘§ 100g’, in: C.
Knauer, H. Kudlich, H. Schneider (eds.), Miinchener Kommentar zur StPO (MiiKo-StPO),
Munich, Germany, C.H. Beck, 2™ ed., 2023, § 12.
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exhaustive.” This cannot be agreed with, particularly in view of the limiting
wording in the StPO.

For instance, for some investigative measures, a catalogue’® of specific
offences is set out, meaning that the corresponding measure may only be
taken in the case of precisely these offences. Additionally, if a provision in
German criminal procedure was ‘introduced to combat organised crime’, it
cannot be applied analogously in regulatory offence proceedings, as this
would otherwise contradict the expressly manifested legislative intent —
regardless of whether it refers to specific criminal offences or not.”” In a
similar vein, all provisions of the StPO that apply only to ‘criminal offences
of substantial significance’’® are inapplicable in administrative fine
proceedings.”” Restrictions of such nature apply to the covert seizure of an
object that a third party has in their custody®® — therefore, the person accused
of the regulatory offence always has to be notified of the seizure of an object
from a third party —, to dragnet investigations,' to technical investigation
measures in respect of mobile terminals,®? to requests of passwords or other
login data from digital services,®® as well as — generally — to the capture of
usage data in respect to digital service providers.®*

In general, it can be said that the reference in § 46 OWiG is ‘doubly
imprecise’, as it not only refers — almost entirely — to the StPO, but also
immediately restricts this by adding ‘mutatis mutandis’® Painting with a

75 J. Lampe ‘§ 46°, in: W. Mitsch (ed.), KK-OWiG, Munich, Germany, C.H. Beck, 5% ed.,
2018, § 13.

76 See for example § 100a (2) of the StPO.

77 Regarding § 100h StPO (Other measures outside of private premises) T. Elsner, ‘Video-
und Bildaufnahmen zur Abstandsmessung im StraBenverkehr — nicht ohne eine
Rechtsgrundlage’ DAR, 2010, p. 163, 166.

8 Erhebliche Bedeutung.

7 LG Bonn, decision of 14.01.2005 — 32 Qs 5/05, NStZ, 2005, p. 528; M. Bauer, ‘§ 46°, in:
M. Bauer, A. Thoma (eds.), Géhler, Ordnungswidrigkeitengesetz, Munich, Germany, C.H.
Beck, 19" ed., 2024, § 8.

80§ 95a StPO.

81 § 98a StPO.

82§ 1001 StPO. It can therefore be left up for debate whether the gathered data actually falls
under Art. 10 (1) GG and § 46 (3) OWiG, cf. BVerfG, decision of 22.08.2006 — 2 BvR
1345/03, NJW, 2007, p. 351, which denied an encroachment on Art. 10 (1) GG; C. Riickert,
‘§ 1001’ in: C. Knauer, H. Kudlich, H. Schneider (eds.), MiiKo-StPO, Munich, Germany,
C.H. Beck, 2™ ed., 2023, § 18, who argues in favour of a protection by Art. 10 (1) GG.

83§ 100j (1) sentence 2 StPO. Note that this restriction does not extend to login data gathered
from telecommunication services (§ 100j (1) sentence 2 StPO).

8§ 100k (1), (2) StPO.

8 B. Dietrich, Die Bindung des Bufigeldverfahrens an das Strafverfahrensrecht: Eine Studie
zu Notwendigkeit und Grenzen des § 46 Abs. 1 OWiG — zugleich ein Beitrag zum
Schweigerecht des Betroffenen, Baden-Baden, Germany, Nomos, 2003, pp. 124 f. prevention
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broad brush, the interpretations here range from a standard formulation of
analogue®® application to a restrictive®’ application. It must be conceded that
the formulation of mutatis mutandis (or similar) must always be
supplemented ‘if the reference text does not fit literally’ (so-called analogy
reference).3® It is therefore not clear that this is associated with a restriction
from the outset. However, purpose and comparability must always be
considered, even beyond the specific grounds for exclusion. Particularly in
the case of investigative measures, this can also be done dogmatically in the
context of proportionality so that an assessment of the circumstances of the
individual case must take place.®’

When weighing up the interests involved, it must be considered that the
‘severity’ of administrative offences is by many perceived as lower than that
of criminal offences.”® So the classification as a ‘mere administrative offence’
is justified by the fact that ‘the accusation of a criminal offence is always
more serious than that of an administrative offence’.’ However, it is also
worth noting that the amount to be paid as an administrative fine increasingly
exceeds the amount of the fines incurred by criminal offences. ‘Taking into
account the different weight of offences subject to criminal law and offences
subject to fines and the associated different depth of sanctions, a decision
must be made as to whether certain powers of intervention can also be applied
in administrative fine proceedings.’®> Consequently, the level of the sanction
for the offence committed and the severity of the specific power to encroach
on fundamental rights are decisive factors for the question of the applicability

of any recourse to the StPO if there are special regulations in the OWiG; LG Bonn, decision
of 14.01.2005 — 32 Qs 5/05, NStZ, 2005, p.528; A. Rebler, ‘Durchsuchung und
Beschlagnahme im BuBlgeldverfahren’ SVR, 2014, p. 41, 42 not applicable per se so different
severity of offences under criminal law and administrative sanctioning must be taken into
account.

8 LG Berlin, decision of 18.02.2021 — (526 OWi LG) 212 Js-OWi 1/20 (1/20), § 18, juris;
referring to: Bundesministerium der Justiz, Handbuch der Rechtsformlichkeit, Cologne,
Germany, 3" ed., 2008, §§ 218 ff., 232 ff. — common reference to laws that are not identical
in wording, but there is ‘no indication that the provisions of the administrative offences act
would be “limited” or even selectively not applicable at all’ [own translation].

8 Ibid., pp. 123.

8 Bundesministerium der Justiz, (n. 86), § 232.

8 A. Biicherl, ‘§ 46, in: J. Graf (ed.), BeckOK OWiG, Munich, Germany, C.H. Beck, 43™
ed., 2024, § 4; Rebler, (n. 85), p. 42.

% Biicherl, (n.89), §2; L. Firchau ‘§410 AO’, in: D. Gosch, A. Hoyer (eds.),
Abgabenordnung Finanzgerichtsordnung, Bonn, Germany, StollfuBl, 184" ed., 2024, § 16;
Bauer, (n. 79), § 10; Rebler, (n. 85), p. 42; E. Kraatz, Ordnungswidrigkeitenrecht, Baden-
Baden, Germany, Nomos, 2™ ed., 2023, § 13 §§ 9, 13.

! Bauer, (n. 79), § 10.

2 LG Bonn, decision of 14.01.2005 — 32 Qs 5/05, NStZ, 2005, p. 528 [own translation,
emphasis here]; in this direction also Dietrich, (n. 85), p. 210: ‘The state's access to the person
concerned must be limited in accordance with the weight of the sanction.” [own translation].
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of the respective standard. Moreover, an enquiry to a company can have a
revealing effect and thus create an intrusion into the privacy of the person
concerned. This applies in particular if data requests by law enforcement
authorities to certain providers and in relation to certain data are not part of
everyday business and are therefore suspicious. Proportionality is not rejected
from the outset in the case of administrative offences.”® ‘However, the less
serious the offence with which the person concerned is charged, the higher
the requirements for the strength of the suspicion. [...] Accordingly, [...] a
weak initial suspicion requires a strict proportionality test.’** ‘In any case,
there is no systematic lower limit for more intensive intervention measures,
for example with regard to the amount of the fine; rather, a balance must be
struck in each individual case.”®?

Lastly, some measures are not excluded based on the law of regulatory
offence procedure, but based on the law governing the OSPs. According to
the so-called double-door model®®®’ ‘the corresponding interventions of
retrieval and transmission [...] each require their own legal basis’. The double-
door model applies not only to the exchange of data between two public
authorities, but also to the exchange of data between a private service provider
on the one hand and a public authority seeking information on the other.”®
Both ‘doors’ may be manifested in the same legal basis.”® A distinction must
therefore always be made between the normative prerequisite for requesting
the data on the one hand and the disclosure of the data on the other. Only if
both ‘doors’ are ‘open’, the data transfer is lawful. In particular, a usage data
request for the sole purpose of identifying the user,'%’ which is exempt from

% BVerfG, Chamber’s order of 14.07.2016 — 2 BvR 2748/14, § 34, juris; decision of
27.07.2007 — 2 BvR 1994/02; see also on tax matters BVerfG, decision of 09.03.2005 — 2
BvR 1178/04, BeckRS, 2005, 2460.

% BVerfG, decision of 27.07.2007 — 2 BvR 1994/02.

% BVerfG, Chamber’s order of 14.07.2016 — 2 BvR 2748/14, § 34, juris; decision of
27.07.2007 — 2 BvR 1994/02; C. Krumm, ‘BVerfG: Durchsuchung wegen Identifizierung
nach VerkehrsOWi mit 80 Euro GeldbufB3e ist unverhdltnisméBig!” beck blog, 2016, online
https://community.beck.de/2016/08/30/bverfg-durchsuchung-wegen-identifizierung-nach-
verkehrsowi-mit-80-euro-geldbusse-ist-unverhaeltnismaessig [own translation].

% Doppeltiirmodell.

7 BVerfG, decision of 24.01.2012 — 1 BvR 1299/05, NJW, 2012, p. 1419, 1423 § 123 [own
translation]; also referred to in the figurative ‘double door’; BVerfG, decision of 27.05.2020
— 1 BvR 1873/13, 2618/13, NJW, 2020, p. 2699, 2701; decision of 18.12.2018 — 1 BvR
142/15, NJw, 2019, p. 827, 833 § 80; judgment of 20.04.2016 — 1 BvR 966/09, 1 BvR
1140/09, NJW, 2016, p. 1781, 1803 § 305; decision of 06.03.2014 — 1 BvR 3541/13 and
others, NJW, 2014, p. 1581 § 18; decision of 24.01.2012 — 1 BvR 1299/05, NJW, 2012,
p. 1419, 1423 § 123.

% VGH Munich, decision of 20.05.2020 — 12 B 19.1648, BeckRS, 2020, 10398 § 47.

9 Pars pro toto, see D. Brodowski, Verdeckte technische Uberwachungsmafinahmen im
Polizei- und Strafverfahrensrecht, Tiibingen, Deutschland, Mohr Siebeck, 2016, p. 137.

100§ 100k (3) StPO.
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the restrictions of a regular capture of usage data,'?! is barred in practice as
digital service providers are only allowed to disclose that information for the
purposes of criminal, not regulatory offence investigations.'®> The same
applies to a subscriber data request referencing an IP address at a specific
point in time.!%

However, there are still some legal means the administration can rely
on to request electronic evidence from private actors.

Firstly, apart from postal items and telegrams, objects may be secured
and seized for evidentiary purposes and third parties may be obligated to
surrender such objects.!%

Secondly, subscriber data — apart from digital services login data — may
be requested, though this is limited to such offences on which maximum fines
of more than 15.000 € are imposable on natural persons insofar as it concerns
digital services.!%

Thirdly, the general clause for investigations'®® covers the competence
of the administration to demand, either by itself or through the police
authorities and police officers, any kind of information concerning the case

101§ 100k (3) StPO dispenses the authorities not only from the need of a court decision, but
also from all of the other requirements of § 100k (1), (2) StPO like that of a suspicion of
specific crimes, cf. B. Gercke, A. Grozinger, ‘§ 100k’, in: B. Gercke, D. Temming, M.A.
Zéller (eds.), StPO, Heidelberg, Germany, C.F. Miiller, 7" ed., 2023, § 10.

102§ 24 (3) no. 1, (1) sentence 1 of the Telecommunications and Digital Services Data
Protection Act — Telekommunikation-Digitale-Dienste-Datenschutz-Gesetz, ‘TDDDG’.
Since any request of usage data is therefore inapplicable, it is inconsequential for the purpose
of this report whether the usage of digital services actually falls under the provision of Art. 10
(1) GG and therefore § 46 (3) OWIG; cf. C. Riickert, ‘§ 100k’, in: C. Knauer, H. Kudlich, H.
Schneider (eds.), MiiKo-StPO, Munich, Germany, C.H. Beck, 2™ ed., 2023, § 4, who argues
in favour of a protection by Art. 10 (1) GG.

103§ 100j (2), (1) sentence 1 no. 1, no. 2 StPO in conjunction with § 174 (5) no. 1, (1)
sentence 3, § 177 (1) no. 3 TKG, § 22 (4) no. 1, (1) sentence 3 TDDDG - see below in detail.
The BVerfG has ruled that such requests of subscriber data on the basis of a specific IP
address constitute an interference of considerable weight with the privacy of
telecommunication, as they require access to telecommunications traffic data. Therefore, they
may not generally be permitted to prosecute any kind of administrative offence, but only ones
‘of particular weight — including in the individual case’ — and ‘expressly specified by the
legislator’ (BVerfG, judgment of 02.03.2010 — 1 BvR 256/08 and others, BVerfGE, vol. 125,
p. 260, 344; cf. also decision 0f 27.05.2020 — 1 BvR 1873/13, BVerfGE, vol. 155, p. 119, 200
f.). However, in absence of a corresponding authorisation of the OSP, it is not necessary to
decide whether the restriction based on the amount of the potential fine in § 46 (4a) OWiG
fulfils the requirement of an express specification.

104§ 46 (2) OWiG in conjunction with §§ 94, 95 StPO.

105§ 46 (2) OWiG in conjunction with § 100j StPO, § 46 (4a) OWiG.

106 & 46 (2) OWiG in conjunction with §§ 161, 163 StPO.
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from all authorities. Private actors, on the other hand, can generally only be
asked to provide information, without them being obliged to comply.'®’

2.1.3. General characteristics of these requests

With regard to the legal protection of persons concerned by requests
and the remedies available to them as well as to the OSPs, German law
provides a general framework. In German criminal proceedings — and
therefore also in regulatory offences proceedings — parties to the
proceedings'®® are entitled to the right to be heard.!” For court decisions
outside a main hearing, this means that the accused person has to be heard
before evidence is used to their detriment.!'® Additionally, not only the
accused person but also anyone else affected by a court decision'!! has to be
notified of any decision relating to them.!'? However, as regards decisions
that the public prosecution or the police is competent to make on their own,
there is no general obligation to notify the accused person of such
decisions.!® For some investigation measures like specific subsets of
subscriber data requests''* and capture of usage data,'' there are special
notification duties in place.

The available remedy against an investigation measure is dependent on
the responsible authority: Court orders can be proceeded against with a
complaint.!'!!” Primarily, all parties to the proceedings are entitled to a
complaint, including the accused person.!'® Whoever complains needs to be

107 R, Kélbel, V. Ibold, ‘§ 161°, in: C. Knauer, H. Kudlich, H. Schneider (eds.), MiiKo-StPO,
Munich, Germany, C.H. Beck, 2™ ed., 2024, § 26.

198 H. Larcher, ‘§ 33°, in. J. Graf (ed.), BeckOK StPO mit RiStBV und MiStra (BeckOK StPO),
Munich, Germany, C.H. Beck, 52 ed., 2024, § 5.

199 B Valerius, ‘§ 33°, in: C. Knauer, H. Kudlich, H. Schneider (eds.), MiiKo-StPO, Munich,
Germany, C.H. Beck, 2" ed., 2023, § 1.

10§ 33 (3), (2) StPO.

L H, Larcher, *§ 35°, in: J. Graf (ed.), BeckOK StPO, Munich, Germany, C.H. Beck, 52
ed., 2024 § 2.

112§ 35 (2), (1) StPO.

13 Cf. H. Schneider-Glockzin, § 35, in: C. Barthe, J. Gericke (eds.), Karlsruher Kommentar
zur Strafprozessordnung (KK-StPO), Munich, Germany, C.H. Beck, 9" ed., 2023, § 2; T.
Ziegler, ‘§ 35°, in: B. von Heintschel-Heinegg, J. Bockemiihl (eds.), KMR-StPO, Hiirth,
Germany, Carl Heymanns, 130™ ed., 2024, § 2.

114§ 100j (4) StPO.

1158 101a (7) StPO.

116 Beschwerde.

178§ 304 ff. StPO. See also B. Krenberger, C. Krumm, OWiG, Munich, Germany, C.H.
Beck, 8% ed., 2024, § 62 § 11; K.-H. Kurz, °§ 62°, in: W. Mitsch (ed.), KK-OWiG, Munich,
Germany, C.H. Beck, 5™ ed., 2018, § 3.

118 S Neuheuser, ‘§ 304°, in: C. Knauer, H. Kudlich, H. Schneider (eds.), MiiKo-StPO,
Munich, Germany, C.H. Beck, 2™ ed., 2024, § 34.
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affected!!® in their rights or legitimate interests by the contested decision, '’

e.g. due to a third party being obligated to disclose personal data on them.
The complaint is to be lodged at the court whose decision is being contested,
which may then redress it or submit it to another court hearing the
complaint.'?! Against a measure ordered by the administrative authority, the
person concerned may file a request for a court decision.'??> The court
decision, however, cannot be contested in turn unless otherwise provided by
statute.'?® In case of a decision of the police, the request arguably cannot be
made directly; rather, the person concerned has to appeal to the administration
authority first and can only then contest the administration authority’s
confirmation of the police’s actions.'?* As an exception, measures taken only
for the preparation of the final decision are excluded.'?® This requires the
measure to have no significance by itself and to not interfere with any person’s
legal sphere,'?® which cannot be said for any of the investigation measures
discussed here. According to some, the person concerned may only make a
request against a decision directed against them.!?’ This could be read to mean
that there would be no remedy available against a request concerning a third
party. However, such a remedy might be possible in case of a legitimate
interest,!?® e.g. when personal data of the person concerned is disclosed; this
is also accepted in case of criminal proceedings.!'?’

There are no special remedies available to the private actors. Rather,
they can make use of the remedies discussed above. In case of a decision of
the administrative authority, the private actor obligated to surrender an object
or information can apply for a court decision,'*° as they are another ‘person

119 Betroffen.

120 § 304 (2) StPO; see also P. Reichenbach, ‘§ 296°, in: B. Gercke, D. Temming, M.A. Zéller
(eds.), StPO, Heidelberg, Germany, C.F. Miiller, 7" ed., 2023, § 12.

121.§ 306 (1), (2) StPO.

122§ 62 (1) OWiG.

123 This is made clear by § 62 (2) OWiG. In this respect, the proceedings diverge from those
in criminal matters, where generally § 98 (2) sentence 2 StPO would be the given remedy, cf.
K. Gassner, ‘§ 62°, in: K. Gassner, S. Seith (eds.), OWiG, Baden-Baden, Germany, Nomos,
2 ed., 2020, § 3.

124 Kurz, (n. 117), § 3; cf. also Krenberger, Krumm, (n. 117), § 62 § 6; differently Gassner,
(n. 123),§ 7.

125§ 62 (1) sentence 2 OWiG.

126 Kurz, (n. 117), § 7.

127 Krenberger, Krumm, (n. 117), § 62 § 16; M. Euler, ‘§ 62°, in: J. Graf (ed.), BeckOK OWiG,
Munich, Germany, C.H. Beck, 43 ed., 2024, § 11.

128 This is at least not precluded by the wording of § 62 (1) sentence 1 OWiG.

129 E.g. as regards §§ 100j, 98 (2) sentence 2 StPO, see J. Graf, ‘§ 100j’, in: J. Graf (ed.),
BeckOK StPO, Munich, Germany, C.H. Beck, 52" ed., 2024, § 40; C. Riickert, ‘§ 100j’, in:
C. Knauer, H. Kudlich, H. Schneider (eds.), MiiKo-StPO, Munich, Germany, C.H. Beck, 2™
ed., 2023, § 72.

130°§ 62 (1) sentence 1 OWiG.
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against whom the measure is directed’.!! As for court decisions, it is
debatable whether the complaint under §§ 304 ff. StPO is applicable with
reference to a third party like the private actor requested in these cases.
Generally, according to § 304 (2) StPO, the complaint is not limited to the
parties to the proceedings, but may also be lodged by witnesses, experts and
other persons against orders that affect them, e.g., the holder of an object is
affected by a seizure.!3?

2.2. Specific request for data to online service providers: subscriber
data request

The various restrictions detailed above leave only one legal basis for
requests specifically targeting OSPs in cases of regulatory offences, namely
the subscriber data request (§ 46 (2) OWiG in conjunction with § 100j StPO).

2.2.1. Definition of OSP

This requests targets two different types of OSPs, the first of which
being telecommunications services.!** It can be made to any person who, on
a commercial basis, provides or collaborates in the provision of
telecommunications services. The definition of ‘telecommunications
services’ is nearly identical to that of ‘electronic communications services’ in
Art. 2 (4) of the European Electronic Communications Code except for its
focus on ‘telecommunication’ instead of ‘electronic communication’:!** ‘a
service normally provided for remuneration via telecommunications
networks, which encompasses, with the exception of services providing, or
exercising  editorial  control over, content transmitted using
telecommunications networks and services, the following types of services:
(a) internet access services; (b) interpersonal telecommunications services;
and (c) services consisting wholly or mainly in the conveyance of signals such
as transmission services used for the provision of machine-to-machine

services and for broadcasting’.!*®

Besides telecommunication service providers, digital service providers
can also be requested to surrender subscriber data.!*® This obligation extends
to any person who, on a commercial basis, makes digital services available

BICf. Euler, (n. 127), § 12 with regard to search and seizure.

132 Neuheuser, (n. 118), § 36.

133§ 100j (1) sentence 1 no. 1 StPO. The corresponding legal basis authorising OSPs to
disclose this information can be found in § 174 TKG.

134 Directive (EU) 2018/1972 of the European Parliament and of the Council of 11.12.2018
establishing the European Electronic Communications Code.

1358 3 no. 61 TKG.

136 .§ 100j (1) sentence 1 no. 2 StPO. § 22 TDDDG contains the corresponding legal basis for
the OSP to disclose this information.
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for use or provides access for the purpose of the use of their own or others’
digital services. ‘Digital service’ is defined'?” as identical to the term ‘service’
as defined in Art. 1 (1) (b) of the Directive (EU) 2015/1535,'* meaning an
Information Society service. This in turn is defined as ‘any service normally
provided for remuneration, at a distance, by electronic means and at the
individual request of a recipient of services. For the purposes of this
definition: (i) ‘at a distance’ means that the service is provided without the
parties being simultaneously present; (ii) ‘by electronic means’ means that the
service is sent initially and received at its destination by means of electronic
equipment for the processing (including digital compression) and storage of
data, and entirely transmitted, conveyed and received by wire, by radio, by
optical means or by other electromagnetic means; (iii) ‘at the individual
request of a recipient of services’ means that the service is provided through
the transmission of data on individual request.’

2.2.2. Type of data or information that can be requested

With regard to telecommunications services, this request relates to
subscriber data. On the one hand, it refers to data that telecommunication
providers are required by law'*° to gather and save in order to enable
corresponding demands by the authorities. These data are: telephone
numbers, other identifiers assigned by them, name and address of the
subscriber, in case of a natural person their date of birth, in case of a landline
its address, in case a phone is provided alongside a mobile connection its
device number, and the date of assignment of the telephone number as well
as the date of commencement of the contract, if they differ. On the other hand,
it refers to any subscriber data collected by the telecommunication service
without being required to do so. Subscriber data are defined as the data of an
end user which are required for the foundation, configuration, adjustment, or
termination of a contractual relationship concerning telecommunication
services.'*” They include, as a subset, data by means of which access to
terminals or to storage media installed in such terminal equipment or
physically separated therefrom are protected (login data).'*! Those include
usernames, passwords, cryptographic keys, Personal Identification Numbers

137.§ 2 (1) TDDDG in conjunction with § 1 (4) no. 1 of the German Digital Services Act
(Digitale-Dienste-Gesetz, ‘DDG’).

138 Directive (EU) 2015/1535 of the European Parliament and of the Council of 09.09.2015
laying down a procedure for the provision of information in the field of technical regulations
and of rules on Information Society services.

139§ 172 (1) TKG (§ 174 (1) sentence 1 TKG).

140°8 3 no. 6 TKG.

41 This follows from § 174 (1) sentence 2 TKG.
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(PIN) and Personal Unlocking Keys (PUK).!'*? In the absence of a provision
limiting its personal scope, the request may extend not only to subscriber data
of the accused person, but also to data belonging to anyone else.

With regard to digital services, subscriber data is defined as the
personal data whose processing is required for the foundation, configuration,
or adjustment of a contractual relationship between the provider of digital
services and the user concerning the use of digital services.'* Contrary to
requests from telecommunications service providers, as an especially
protected subset of subscriber data, passwords collected in the form of
subscriber data or other data which are used to provide protection against
access to end devices or to storage devices which are used in or kept separate
from such end devices (login data)'** cannot be requested in an investigation
of a regulatory offence.'*> As with requests to telecommunications services,
the scope is not limited to data of the accused person.

2.2.3. Conditions to request data

Several conditions are set up to restrict such a request: Firstly, there
needs to be an initial suspicion of a regulatory offence. Secondly, the
information has to be necessary to establish the facts or to determine the
whereabouts of an accused person. It does not matter whether the requested
subscriber data belongs to the accused person or a third party.!#¢ The regular
subscriber data request does not require a court order and can be ordered by
the public prosecutor’s office or the police;'¥’ in regulatory offence
proceedings, it can therefore be ordered by the administrative authority. A
subsequent court confirmation is not necessary. Like any investigative
measure, the request needs to be proportional. As a further restriction for
requests to digital service providers, data may only be requested to prosecute
a regulatory offence for which regulatory fines that exceed 15.000 euros can
be imposed on natural persons.'*

§ 1005 (2) StPO clarifies that a subscriber data request for the purpose
of prosecuting criminal offences may also reference an Internet Protocol (IP)
address at a specific point in time; this clarification was necessary as the
BVerfG had ruled that such a request referring to a dynamic IP address

142 D. Brodowski, ‘StPO § 100j’, in: G. Borges, M. Hilber (eds.), BeckOK IT-Recht, Munich,
Germany, C.H. Beck, 15" ed., 2024, § 6.

143§ 2 (2) no. 2 TDDDG (§ 22 (1) sentence 1 TDDDG).

144 § 22 (1) sentence 2, § 23 TDDDG.

145§ 1005 (1) sentence 3 StPO.

146 Brodowski, (n. 142), § 13.

147§ 1005 (3) StPO implicitly states this; see also L. Greco, ‘§ 1005, in: J. Wolter, M. Deiters
(eds.), SK-StPO, Hiirth, Germany, Carl Heymanns, 6 ed., 2023, § 16.

145 § 46 (4a) OWIG.
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encroaches on the fundamental right to telecommunications secrecy.'* With
regard to investigations of regulatory offences, § 46 (3) sentence 1 StPO may
be read in accordance with the BVerfG'® as precluding any measure
encroaching on the right to telecommunications secrecy, and therefore also
this subset of subscriber data request.'>! However, even if this provision did
not preclude such a request, with respect to telecommunications services
§ 174 (5) no. 1, (1) sentence 3 TKG only authorises OSPs to disclose such
data to authorities investigating criminal offences, not ones investigating
regulatory offences. With regard to digital service providers, even though
§ 46 (4a) OWiG declares § 100 (1) sentence 1 no. 2 StPO to be applicable
‘also in conjunction with § 100j (2) StPO’ and therefore including requests
referencing IPs at a specific point in time,'>* § 22 (4) no. 1, (1) sentence 3
TDDDG does not authorise OSPs to disclose that kind of data to authorities
prosecuting regulatory offences, but only to such prosecuting criminal
offences.!”® This discrepancy between the administrative body’s legal
authority and the OSP’s authorisation makes such a request illegal. Using the
BVerfG’s double door metaphor, while the door of data collection on the side
of the authorities is open, the door of transmission on the side of the private
person is closed. Hence, a subscriber data request may not reference an IP
address at a specific point in time, regardless of which type of OSP the request
targets.

Additional requirements are in place with respect to requests of login
data from telecommunications service providers. Such data may only be
requested if the statutory requirements for its use are met.!>* Although
increasingly challenged,'* the use of login data by the authorities to unlock

149 BVerfG, decision of 24.01.2012 — 1 BvR 1299/05, BVerfGE, vol. 130, p. 151, 181 f;
decision 0f27.05.2020 — 1 BvR 1873/13, 2618/13, BVerfGE, vol. 155, p. 119, 169.

150 BVerfG, decision of 27.05.2020 — 1 BvR 1873/13, 2618/13, BVerfGE, vol. 155, p. 119,
204.

15T Against such a reading, it might be argued that, strictly adhering to the wording of § 46
(3) OWIG, the requested information is not actually protected by Art. 10 (1) GG, even though
the request encroaches on this fundamental right.

152 On the basis of the wide interpretation of § 46 (3) OWiG, the provision of § 46 (4a) OWiG
may be seen as lex specialis.

133 Cf. also K. Schreiber, ‘TTDSG § 22°, in: M. Geppert, R. Schiitz (eds.), Beck scher TKG-
Kommentar, Munich, Germany, C.H. Beck, 5" ed., 2023, § 46; D. Ettig, ‘“TTDSG § 22, in:
J. Taeger, D. Gabel (eds.), DSGVO — BDSG — TTDSG, Frankfurt am Main, Germany, dfv, 4%
ed., 2022, § 18.

154§ 1005 (1) sentence 2 StPO.

155 M. El-Ghazi, Beschlagnahme und Auswertung von Handys, Laptops & Co. — Sind beim
offenen Zugriff auf Datentrdger die Personlichkeitsrechte angemessen geschiitzt?, Munich,
Germany, C.H. Beck, 2024, Gutachten C zum 74. Deutschen Juristentag, p. C50 ff.; D.
Brodowski, ‘Durchsuchung, Durchsicht und Beschlagnahme bei informationstechnischen
Systemen’ Juristenzeitung, 2024, p. 750, 752 f.
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devices is justified by many on the basis of the existing legislation'*® and
therefore is subject to no substantial further restrictions beyond that the device
to be unlocked may be of importance as evidence to the case. The concerned
person has to be notified of the disclosure of their data only in case of a
request of login data and only as soon as it does not circumvent the purpose
of the measure.'”” A login data request from telecommunications services
requires a court order.!>® As an exception, this is not the case in exigent
circumstances, though a court decision has to be sought without delay.'>® As
an exception to the exception, a court order is not required if the subject
already has or must have knowledge or if the use of the data has already been
permitted by court decision.'®

2.2.4. Rules on the transfer of data

For telecommunications services, the rules of transfer of data are the
following:!®! While there is no hard deadline, the provider is required to
transmit the data without delay and completely.! It is required to take into
account any source of data internal to the company and to take the
arrangements necessary for disclosure at one’s own expense. The obligated
party has to maintain silence about the request with regard to the concerned
party as well as third parties. The law determines that companies providing
publicly available telecommunications services are required to keep available
a secure electronic interface for receiving requests as well as sending the
required information;'®® further and more specific requirements on this
interface are laid down in statutory instruments!®* of the federal
government.'®> These provisions specify two ways to answer a request.

156 More specifically, on the basis of § 94 StPO as an annex to the seizure of such devices or
by the general clause of §§ 161, 163 StPO, see Brodowski, (n. 142), § 14.

157§ 100j (4) StPO.

158 § 100j (3) sentence 1, (1) sentence 2 StPO.

139°§ 100j (3) sentences 2, 3 StPO.

160§ 100j (4) sentence 4 StPO.

161 They are laid down in § 100j (5) as well as § 174 (1), (6), (7) TKG.

162.§ 100j (5) StPO, § 174 (1) sentences 4, 5, (6) TKG.

163§ 174 (7) TKG.

164 Rechtsverordnungen.

165§ 174 (7) in conjunction with § 170 (5), (6) TKG allow the executive branch to regulate
the specifics by statute. The relevant norms are §§ 30—35 of the Statutory instrument on the
implementation of measures for the surveillance of telecommunication (Verordnung iiber die
technische und organisatorische Umsetzung von Mafnahmen zur Uberwachung der
Telekommunikation, ‘TKUV”), as well as Chapter B of the Technical guideline for the
implementation of legal measures for the surveillance of telecommunication, disclosure of
information (7echnische Richtlinie zur Umsetzung gesetzlicher Mafinahmen zur
Uberwachung der Telekommunikation, Erteilung von Auskiinften, ‘TR TKUV’). While these
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Firstly, there is an email-based transmission procedure (‘E-Mail-ESB’) which
is the more basic way of transmitting the information and which any company
bound by these obligations has to keep available. Secondly, as a more refined
transmission procedure, companies with more than 100.000 customers have
to adhere to the transmission procedure through a specific electronic interface
(‘ETSI-ESB’).!%® A transmission by telefax is not allowed.'®’ In any way they
have to take precautions to ensure that requests as well as disclosures are
secure from any changes or from being noticed by third parties, !%® as well as
to ensure that any access to these systems is logged according to several
parameters.'® A request may only be processed further after a positive
examination of the formal conditions for the request by a responsible
professional, if these conditions are not automatically checked by the
system.!”?

Digital services providers are also required to transmit the data without
delay and completely.!”! They are required to take into account any source of
data internal to the company'’? and to take the arrangements necessary for
disclosure at their own expense.!” The obligated party has to maintain silence
about the request with regard to the concerned party as well as third parties.!”
A request may only be processed further after positive examination of the
formal conditions.!”

2.2.5. Sanctions and enforcement mechanisms

OSPs may be subjected to administrative measures and means of
compulsion.!’® Persons entitled to refuse to testify are exempt from those
measures and means. Those measures and means include: a charge with the
costs caused by the refusal;'”” an administrative fine'’® ranging from 5 euros

provisions may directly concern the traffic data request, according to § 31 (7) TKUV the
transmission procedures detailed therein may also be used to transmit subscriber data
requests (and consequently also to transmit the subscriber data requested).

166 Those provisions are detailed in TR TKUYV, pp. 80 ff.; see also Riickert, (n. 129), § 56.
167§ 174 (7) sentence 4 TKG in conjunction with § 31 (2) sentence 4 TKUV.

1688 174 (7) sentence 4 TKG in conjunction with § 31 (2) sentence 2 TKUV.

1098 174 (7) sentence 4 TKG in conjunction with § 35 TKUV.

170§ 174 (7) sentences 5, 6 TKG.

171°§ 100j (5) StPO, § 22 (5) sentence 1 TDDDG.

172 § 22 (1) sentence 4 TDDDG.

173 § 22 (6) sentence 1 TDDDG.

174 § 22 (5) sentence 2 TDDDG.

175§ 22 (6) sentences 2, 3 TDDDG.

176 § 100j (5) sentence 2 in conjunction with §§ 95 (2), 70 StPO.

1776 70 (1) sentence 1 StPO.

78 Ordnungsgeld, § 70 (1) sentence 2 StPO.
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7 an arrest order if the fine cannot be recovered'®’ ranging

up to 1.000 euros;!

from one day to six weeks;'®! a detention order to force surrender of the
requested object'®? which may not be extended beyond the duration of the
proceedings or beyond a period of six months. Any of these measures require
a specific court order.!®3 The enforcement requires the person concerned to
be aware of their obligation to surrender and of their refusing cooperation on

an unlawful basis. 34
2.2.6. Remedies for the concerned person

Considering the general rules protecting the interests of persons
concerned by a request and the remedies available to them, this means the
following for the subscriber data request in particular: A notification of the
person concerned is not necessary for the ‘regular’ subscriber data request,
but only for a login data request.'® A decision of the administrative authority
can be contested via § 62 OWiG, though due to the absence of a notification
the accused will usually not have knowledge of it until they have access to
the case file. A court decision, which would also warrant a notification of the
accused according to § 35 StPO if their data is being requested, can be
contested via a complaint under §§ 304 ff. StPO.

2.2.7. Remedies for the OSP

Regarding the OSPs, their ability to lodge a complaint against a
subscriber data request is sometimes categorically denied by the literature. '8¢
However, others argue that according to § 304 (2) StPO, OSPs are able to
lodge a complaint insofar as they can claim a legitimate interest in a court
decision.'” Additionally, it is unclear whether the remedy against
administrative decisions set out in § 62 OWiG is available to OSPs requested

17 Art. 6 (1) of the Introductory Act to the Criminal Code (Einfiihrungsgesetz zum
Strafgesetzbuch, ‘EGStGB’).

180 Ordnungshaft, § 70 (1) sentence 2 StPO.

181 Art. 6 (2) EGStGB.

182 Beugehatft, § 70 (2) StPO.

183 D. Brodowski, ‘StPO § 95°, in: G. Borges, M. Hilber (eds.), BeckOK IT-Recht, Munich,
Germany, C.H. Beck, 15" ed., 2024, § 16; J. Hauschild, ‘§ 95°, in: C. Knauer, H. Kudlich,
H. Schneider (eds.), MiiKo-StPO, Munich, Germany, C.H. Beck, 2" ed., 2023, § 18; S.
Slawik, § 70°, in: C. Barthe, J. Gericke (eds.), KK-StPO, Munich, Germany, C.H. Beck, 9"
ed., 2023 § 15.

18 Hauschild, (n. 183), § 19.

185§ 100j (4) StPO.

1% Greco, (n. 147), § 24.

187 Riickert, (n. 129), § 73.
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to disclose data as well, though reasonably this issue should be handled the
same way.

2.2.8. Rules regarding foreign providers, territoriality and
concerning conflicting legal obligations

The StPO does not contain any rules specifying the personal scope of
the obligations to providers. But since German law requires not only the
requesting authority to be competent of the request, but also the requested
private actor to be competent to adhere to said request, the corresponding
norms of the TKG and of the TDDDG concerning the latter question can be
used to determine the scope. According to § 1 (2) TKG, its applicability is not
dependent on the location of a telecommunications service’s headquarters,
but on the location of its services.!'®® Therefore, any private actor providing
telecommunications services in Germany can be requested according to
§ 1005 StPO. The personal scope of the TDDDG is even wider according to
§ 1 (3) TDDDG: As an alternative to providing services in Germany, even just
maintaining a branch in Germany is enough for it to be applicable.!'®’

2.3. General requests for information to private third parties

Besides the legal bases aimed specifically at requesting various types
of data from OSPs, there are also general norms empowering administrative
authorities to oblige private actors to cooperate in the prosecution of
regulatory offences by providing information and/or items.

2.3.1. Obligation to surrender (§ 46 OWiG in conjunction with
§§ 94, 95 StPO)

§ 95 (1) StPO regulates the obligation of a person to surrender an object
they have in their custody. Objects which may be of importance as evidence
for the investigation may be requested.'® It is under debate whether data
themselves can be such objects, or whether only a physical object which holds
the data can be an object of an obligation to surrender, or whether the
obligation to surrender the data themselves is at least permissible, in line with
the principle of proportionality, as a less severe alternative to accessing the
hardware.'”! In practice, § 95 StPO is used as a legal basis for a request of

188 Cf. also M. Cornils, ‘§ 1°, in: M. Geppert, R. Schiitz (eds.), Beck scher TKG-Kommentar,
Munich, Germany, C.H. Beck, 5" ed., 2023, § 14.

189 Cf. also J.-D. Braun, ‘TTDSG § 1°, in: M. Geppert, R. Schiitz (eds.), Beck scher TKG-
Kommentar, Munich, Germany, C.H. Beck, 5" ed., 2023, §§ 8 ff.

190 §§ 95 (1), 94 (1) StPO.

1'W. Wohlers, T. Singelnstein, ‘§ 94°, in: J. Wolter, M. Deiters (eds.), SK-StPO, Hiirth,
Germany, Carl Heymanns, 6" ed., 2023, § 27; Brodowski (n. 183), § 6.



7. GERMANY 230

data,'? and the BVerfG has ruled that it is in line with the Constitution that
the wording (‘Gegenstand’) is extended to non-tangible objects and therefore
data as well.'”® In consequence, § 95 StPO can be used to request any data
which may be of importance as evidence for the administrative investigation,
as long as it does not fall under any of the following norms, which contain
specific safeguards.

First, as for all investigation measures, there needs to be an initial
suspicion of a regulatory offence.'* Also, the requested person must have the
requested object in their custody. The majority view is that § 95 (2) StPO
implies that objects can also be requested from those entitled to refuse to
testify, but there can be no enforcement measures in case of non-
compliance.'”> The requested object cannot be subject to a prohibition of
seizure under § 97 StPO.!°® Finally, the measure needs to be proportional. In
cases where an object is held by multiple persons, surrender may be requested
from any of those. However, then any other holder has not given up the object
voluntarily, which triggers § 94 (2) StPO calling for a formal surrender and
also for their notification.!”” Therefore, when requesting data of an email
account, a social media profile or a cloud storage from an OSP, the
corresponding user has to be notified.!”® This might also affect cases where a
company processes data on behalf of another company, as they might both be
regarded as holding the data. If necessary, the ‘controller’ may also be obliged
to appeal to the “processor’ to submit the data.'”’

There are no specific rules for the transfer of data. However, the
principle of proportionality may impose specific requirements: If it suffices
to surrender a copy of a document, the original cannot be requested; if it is
necessary to obtain the original, the holder must be enabled to copy it for
themselves.””’ If a physical object (for instance, a data storage device) is
surrendered, it must be given back when the proceedings are completed.?"!

For the request to surrender an object, it is debated whether a court order
is generally necessary — with the exception of exigent circumstances — or

192 Cf. BGH, decision of 24.11.2009 — StB 48/09, NJW, 2010, p. 1297, 1298.

193 BVerfG, decision of 16.06.2009 — 2 BvR 902/06, BVerfGE, vol. 124, p. 43, 60 f.

194 § 152 StPO: ‘sufficient factual indications.’

195 Brodowski, (n. 183), § 11.

19 Jbid., § 5. This norm prohibits the seizure of correspondence and records of
communication between the accused and such persons who are entitled to a right to refuse to
testify (as relatives or by their profession, e.g. as their lawyer), if the latter have those objects
in their custody.

97 Ibid., § 9.

198 Ibid., § 9.

199 See Hauschild, (n. 183), § 11.

200 Hauschild, (n. 183), § 16.

201 J. Hauschild, ‘§ 94°, in: C. Knauer, H. Kudlich, H. Schneider (eds.), MiiKo-StPO, Munich,
Germany, C.H. Beck, 2" ed., 2023, § 50.
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whether such a requirement is to be refused. On the one hand, the StPO
explicitly requires a court order only for a seizure, but not for a request and
obligation to produce that object. Therefore, it is argued that a court order is
not necessary,?’? so that the obligation to surrender may be ordered by the
investigating authority. On the other hand, it is argued that since the obligation
to surrender functions as an alternative to a seizure, which generally requires
a court order,?*® this requirement should be extended onto § 95 StPO.2%* If
one follows the reasoning advocating for the necessity of a court order, the
procedure of § 98 StPO would apply. This means that generally a court order
would be necessary beforechand. When the delay caused by this procedure
would likely lead to a loss of evidence, the investigating authority could order
the demand. In this case, the official ordering the demand would have to apply
for court confirmation within three days in case the person concerned had
issued reservations against the demand.?*®

2.3.2. General investigative clause (§ 46 (2) OWiG in conjunction
with §§ 161, 163 StPO)

The general investigative clause empowers the investigating authority
to make investigations of any kind, provided there are no other provisions
specifically regulating their powers.

The law?*® grants the investigating authority a general right to request
any kind of information connected to the investigation®”’ from all the
authorities, who are obligated to comply. While private actors can also be
requested to submit information as an informal hearing of a witness based on
the general investigative clause (‘investigations of any kind’), they are not
obliged to comply per se.?”® However, in case of non-compliance, they may
be subjected to a formal interrogation®”® and therefore be obliged to testify
truthfully, or to a request to surrender an object and therefore be legally bound
to submit said object, or even to a search and seizure.?!’ These potential

202 Hauschild, (n. 183), § 7.

203§ 98 (1) sentence 1 StPO.

204 Brodowski, (n. 183), § 12.

205 Since the person concerned has to be present in order to fulfil the demand, the necessity
of such an application in case of absence is not of interest here.

206 § 161 (1) sentences 1, 2 StPO.

207 K 5lbel, Ibold, (n. 107), §§ 23, 1.

208 M. Kohler, ‘§ 161°, in: L. Meyer-GoBner, B. Schmitt (eds.), StPO, Munich, Germany,
C.H. Beck, 67" ed., 2024, § 2; E. WeBlau, M. Deiters, ‘§ 161°, in: J. Wolter, M. Deiters (eds.),
SK-StPO, Hiirth, Germany, Carl Heymanns, 5" ed., 2016, § 22; M.A. Zéller, ‘§ 161°, in: B.
Gercke, D. Temming, M.A. Zéller (eds.), StPO, Heidelberg, Germany, C.F. Miiller, 7 ed.,
2023,8§ 7.

209§ 163 (3) StPO.

210 K 5hler, (n. 208), § 2; Zéller, (n. 208), § 7.
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consequences may be announced during the initial informal hearing.!! Thus,
the difference to the request from authorities may be seen mainly in the
following aspect: Private actors may not be obliged to produce any
information, but only to present orally what they actively know or to
surrender objects that might hold information by assessment of the
prosecution (e.g. documents or hard drives); in contrast, authorities (as well
as OSPs based on the special norm discussed in Section 2.2) may be obliged
to first gather information from internal sources and present it in written or
digital form.

To enable any kind of investigation, there needs to be an initial
suspicion of a regulatory offence. There must not be an area-specific
obligation of secrecy preventing compliance with the demand; naturally, for
authorities the general obligation of official secrecy has no bearing on the
duty to fulfil the demand.?!? Lastly, the measure needs to be proportional. A
court decision is not necessary in any case.

3. PUNITIVE ADMINISTRATIVE PROCEEDINGS: SECTORIAL FRAMEWORK
3.1. Requests for data to online service providers
3.1.1. Customs enforcement

Neither the ZollVG nor the ZFdG contain any provisions that empower
the customs authorities to request electronic evidence from OSPs for the
purpose of administrative punitive investigations. Provisions to request
electronic data do exist, namely §§ 10, 30 ZFdG, but their focal point lies on
the prevention, mainly of criminal offences. They do not pertain to the
prevention or prosecution of regulatory offences. Due to this lack of customs-
specific provisions, the general rules as set out in the OWiG apply to requests
of electronic evidence from private actors for the purpose of administrative
punitive investigations.

3.1.2. Tax enforcement as regards VAT

There is no legal basis specific to the revenue authorities to request
evidence from OSPs in investigations of tax-related regulatory offences.
However, the law imposes extensive obligations to hand over data for the
purpose of facilitating the taxation not only on the taxpayers themselves, but
also on third parties. According to § 92 sentence 1 no. 1 AO,?"* the revenue

211 Ibid.

212 WeBlau, Deiters, (n. 208), §§ 27 ff.

213 The AO is applicable to VAT proceedings (§ 1 (1) sentence 1 AO: “all taxes’), but its
provisions are modified by the UStG.
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authority may gather information from the participants and all kinds of other
persons. Specifically, § 93 (1) AO sets out an obligation not only of the (not
specifically, but including VAT) taxpayers, but also (secondarily) of other
persons to provide the revenue authority with information significant for
taxation. The revenue authority may also issue so-called batch information
requests according to § 93 (1a) AO about information belonging to as of yet
unknown persons.

§ 93 AO is, however, not applicable to the prosecution of tax-related
offences,”!* but only within the taxation procedure. Nevertheless, evidence
obtained via such a request might later on be used to prosecute an offence.
§ 410 (1) no. 4 in conjunction with § 393 AO outline the relation between
taxation procedure and prosecution of a tax-related regulatory offence. It is
clarified that both procedures are separate. Apart from restrictions relating to
data the accused person handed out themselves, evidence acquired via such a
request may be used to prosecute a tax-related regulatory offence.?!’

As the OWIG is applicable to all kinds of regulatory offences, S
procedural provisions apply as detailed in Section 2. Due to the substantial
range of fines potentially imposed on offenders in some cases potentially
concerning also VAT,?!” a subscriber data request from digital service
providers is possible.?!® For other VAT-related regulatory offences, this is not
the case.?"

3.1.3. Punitive enforcement in the area of banking law and
financial markets

There is no legal basis specific to the BaFin to request evidence from
OSPs in investigations of regulatory offences related to banking and financial
markets. However, similarly to taxation procedure, specific competences to
request data exist in relation to the regular administrative supervision
procedures in the WpHG as well as the KWG, which are also executed by the
BaFin, and also in the BorsG; as an example, § 7 (1) WpHG enables the BaFin
to request traffic data from telecommunications services.??°

§ 7 (1) WpHG concerns traffic data — data whose collection, processing
and usage is required for the provision of telecommunications services?! —

214 H. Kobor, “§ 93°, in: V. Pfirrmann, T. Rosenke, J. Wagner (eds.), BeckOK AO, Munich,
Germany, C.H. Beck, 29" ed., 2024, § 1.

215 See § 393 (2) AO.

216 § 2 OWIG, cf. also § 410 (1) AO.

217 §§ 378 (2), 379 (6), (7), 383 (2) AO.

218 Cf. § 46 (4a) OWG.

219.§§ 379 (4), (5), 383b (2) AO.

20 See also § 7 (2), § 8 WpHG, § 44 (1), § 44¢ (1) KWG, § 3 (4), (4a) BorsG.

221§ 2 (1) TDDDG in conjunction with § 3 no. 70 TKG.
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which specifically, but not exclusively,??? include the following types of data:

the number or identifier of the involved ports or terminal equipment, personal
authorisation identifiers, card numbers, location data in case of mobile ports;
beginning and end of the respective connection according to date and time of
day as well as amounts of transmitted data; the telecommunication service
utilized by the user; the endpoints of permanent connections, their beginning
and end according to date and time of day as well as amounts of transmitted
data.??®> The request is limited to data already existing in possession of the
requested company and can therefore not be extended to traffic data of future
telecommunication.??* It targets ‘telecommunications operators’, which is a
term not defined within the WpHG. As a result of the unclear terminology, it
is disputed in the literature whether the term only includes companies
providing telecommunications services commercially?*® or also anyone
providing these services noncommercially or only internally.??® The central
condition for such a request is a facts-based suspicion of a breach of specific
provisions within the WpHG or specific EU regulations on (financial) market
regulation,??” as well as the necessity of the data to investigate the facts. A
court order is required, which is to be applied for by the BaFin.??8

§ 7 (2) WpHG concerns three types of communication data: telephone
call recordings, electronic messages as well as the aforementioned traffic
data. Just like § 7 (1) WpHG, the request is limited to existing data and linked
to several EU regulations.?” The targeted companies in this case are not
OSPs, but several types of companies either requiring licensing or supervision

on the basis of these regulations:>** securities trading companies, data

222 M. Schramm, 1. Shvets, ‘§ 9°, in: S. Assion, TTDSG, Baden-Baden, Nomos, Germany,
2022, § 74.

223§ 7 (1) sentence 1 WpHG in conjunction with § 9 (1) sentence 1 TDDDG.

224 M. Hippeli, ‘WpHG § 7°, in: C.H. Seibt, P. Buck-Heebt, R. Harnos (eds.), BeckOK
Wertpapierhandelsrecht, Munich, Germany, C.H. Beck, 13" ed., 2024, § 13; against this
restriction D. Zetzsche, M. Lehmann, ‘WpHG § 7°, in: E. Schwark, D. Zimmer (eds.),
Kapitalmarktrechts-Kommentar, Munich, Germany, C.H. Beck, 5" ed., 2020, § 21.

225 Zetzsche, Lehmann, (n. 224), § 9, referencing the now outdated § 2 (3) no. 2 TKG. The
same could be concluded now from § 3 (2) sentence 1 TDDDG.

226 D. Doehmel, ‘WpHG § 121°, in: H.-D. Assmann, U.H. Schneider, P.O. Miilbert (eds.),
Wertpapierhandelsrecht, Cologne, Germany, Otto Schmidt, 8" ed., 2023, § 8.

227 Specifically: any provisions of Regulation (EU) No. 600/2014, or Art. 14, 15 of
Regulation (EU) No. 596/2014.

228 § 7 (1) sentence 2 in conjunction with § 100e (1).

229 Specifically: any provisions of Regulation (EU) No. 600/2014; Regulation (EU)
No. 1011/2016; Art. 14, 15 of Regulation (EU) No. 596/2014.

230 See Zetzsche, Lehmann, (n. 224), § 22.
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provision services, credit institutions,>’! supervised entities,>*? and financial
institutions.**

It is important to note that requests based on §§ 6 ff. WpHG, just like
those based on special competences within taxation procedure, cannot be
made with the goal of prosecuting any regulatory offences. The supervision
procedure and the investigation of a connected regulatory offence are separate
procedures carried out by separate departments within the BaFin.?* If
supervision and investigation are conducted at the same time, the BaFin has
to make clear to which area a specific measure belongs.?*> Data acquired via
supervision competences are not admissible in a parallel regulatory offence
proceeding. >3

This way of resolving the relationship between preventive and
repressive competences can be transferred to the acquisition of data based on
§ 44 (1) KWG as well as § 3 (4), (4a) BorsG in relation to the prosecution of
a corresponding regulatory offence.

Through § 46 OWiG, the provisions of the StPO are applicable.
Consequently, the BaFin has the same tools at its disposal as is detailed in
Section 2. Due to the substantial range of fines potentially imposed on
offenders,”*’ a subscriber data request from digital service providers is
possible.?*

3.1.4. Competition law enforcement

Pursuant to § 82 (1) in conjunction with § 59 (1) GWB, all information
and sources of information that are accessible to the undertaking/association
ofundertakings or legal entity/association of persons are subject to the request
for information.?*” Pursuant to § 82 (1) GWB the ‘Bundesnetzagentur’ (No.

BUArt. 4 (1) no. 1 of Regulation (EU) No. 575/2013.

22 Art. 3 (1) no. 17 of Regulation (EU) No. 1011/2016.

233 Art. 4 (1) no. 26 of Regulation (EU) No. 575/2013.

234 S, Kampfer, D. Travers, ‘WpHG § 121°, in: C.H. Seibt, P. Buck-Heebt, R. Harnos (eds.),
BeckOK Wertpapierhandelsrecht, Munich, Germany, C.H. Beck, 12" ed., 2024, § 7; W.
Spoerr, ‘WpHG § 121°, in: H.-D. Assmann, U.H. Schneider, P.O. Miilbert (eds.),
Wertpapierhandelsrecht, Cologne, Germany, Otto Schmidt, 8" ed., 2023, § 16.

25 M. Bose, S. Jansen, ‘WpHG §121°, in: E. Schwark, D. Zimmer (eds.),
Kapitalmarktrechts-Kommentar, Munich, Germany, C.H. Beck, 5" ed., 2020, §2; C.
Schroder, Handbuch Kapitalmarktstrafrecht, Hiirth, Germany, Carl Heymanns, 4" ed., 2020,
chapter 5 § 51.

236 Kampfer, Travers, (n. 234), § 8; see Chapter 4.3.

237.§§ 56 (6), 57 (2) sentence 1 KWG, § 120 (17)—(22a) WpHG, § 50 (8)—(10) BorsG.

238 Cf. § 46 (4a) OWIG.

29 M. Wirtz, ‘GWB §59°, in: T. Korber, H. Schweitzer, D. Zimmer (eds.),
Immenga/Mestmdicker Wettbewerbsrecht, vol 2, Munich, Germany, C.H. Beck, 7" ed., 2024,
§ 38.
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1), the Federal Cartel Office (No. 2 and No. 3) or the Supreme State Authority
under state law (No. 3) may be responsible for this. In particular books and
business documents in electronic form may be searched as well as data
storage locations and passwords.>*® The competition authority can also
specify the form how to provide the information, especially that the
information must be provided in electronic form via an online platform.
Moreover, according to § 59b GWB, all items listed in Art. 6 ECN+-
Directive**! can be subject to a search,?** in particular, therefore, business
documents regardless of their form of storage.?**

In formal administrative proceedings, the competition authorities may
in principle conduct all investigations and collect all evidence that is
necessary. Relating to requests for (electronic) evidence from private actors,
including OSPs, § 59 GWB gives the competition authority the power to
request information from companies, associations of companies, legal entities
and associations of persons and contains a power to demand the surrender of
documents at the same time. To the extent necessary to fulfil its duties, the
competition authority may request the provision of information and in
particular the disclosure of documents from companies and associations of
companies. The obligation to surrender refers to all (original) documents that
are required for the fulfilment of the authority’s tasks, regardless of their

240 Cf. § 59b (3) No. 1 and No. 3 GWB; Wirtz, (n. 239), § 20; J. Biermann, ‘GWB § 82b’, in:
T. Korber, H. Schweitzer, D. Zimmer (eds.), Immenga/Mestmdcker Wettbewerbsrecht, vol. 2,
Munich, Germany, C.H. Beck, 7™ ed., 2024, § 15; G. KallfaB, ‘Erweiterte
Ermittlungsbefugnisse der Kartellbehorden, §§58, 59, 59a und 59 GWB:
Behordenperspektive’, in: F. Bien, T. Késeberg, G. Klumpe, et al. (eds.), Die 10. GWB-
Novelle — Das neue Kartellrecht, ch. 2 § 327, Munich, Germany, C.H. Beck, 2021; especially
with regard to passwords M. Vetter, ‘GWB § 59b’, in: W. Jaeger, J. Kokott, P. Pohlmann, et
al. (eds.), Frankfurter Kommentar Kartellrecht, Cologne, Germany, Otto Schmitt, 108"
suppl., 2024, § 22; U. Barth, ‘§ 59b’, in: F.J. Sicker, P. Meier-Beck (eds.), Miinchener
Kommentar zum Wettbewerbsrecht (MiKo-Wettbewerbsrecht), vol. 2, Munich, Germany,
C.H. Beck, 4™ ed., 2024, § 18.

241 Directive (EU) 2019/1 of the European Parliament and the Council of 11 December 2018
to empower the competition authorities of the Member States to be more effective enforcers
and to ensure the proper functioning of the internal market. For example, persons authorised
are also empowered to enter any premises, land and means of transport of undertakings and
associations of undertakings.

242.§ 59b (1) GWB refers to §§ 59 and 59a GWB in a restrictive manner, meaning that only
business documents that are requested in accordance with § 59 GWB and that may be
inspected and audited in accordance with § 59a GWB may be searched.

23 Art. 6 (1) lit. b, Directive (EU) 2019/1.
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form.>** Provision is also made for transmission in electronic form, in
particular via an online platform.*

The investigative powers of §§ 57-59b GWB only relate to formal
administrative proceedings and are generally not applicable in the context of
administrative sanctioning proceedings.**® However, the competition
authorities are also granted investigative powers under the general
investigative powers of § 46 (1) OWiG in conjunction with the StPO) in
sanctioning proceedings. These powers are extended to include the power to
request information and the power to demand surrender stated in § 59 (1)
GWRB as well as the power to ask questions in the context of searches stated
in § 59 (3) sentence 1 GWB (in context of § 46 (1) OWiG in conjunction with
§ 102 StPO).?*” The power to request information pursuant to § 82b (1) in
conjunction with § 59 (1) sentence 1 GWB extends — as already described
above — to information regardless of its form, in particular also stored
electronic data. Other investigative powers arise from the general provisions
of §46 (1) OWiG in conjunction with the provisions of the StPO (see
above).?*8

In the following, only the prerequisites for investigative powers in the
context of sanctioning proceedings are discussed, § 82b (1) in conjunction
with § 59 (1) sentence 1 GWB and § 82b (1) in conjunction with § 59b (3)
sentence 1 GWB.

All investigative powers have in common that the competition authority
must first have opened an investigation. This investigation procedure first
requires an initial suspicion.*** As in general sanctioning proceedings, it is
not permitted to investigate the facts of the case without cause.?*° An initial

244 Wirtz, (n. 239), § 64.

. Cf. § 59 (1) sentence 5 GWB; A. Birnstiel, J.C. Hegener, Verschirfte
Ermittlungsbefugnisse deutscher Kartellbehorden — Umfassende Auskunftsverlangen und
Mitwirkungspflichten bei Durchsuchungen’ Der Betrieb, 2021, p. 1724, 1725.

246 A, Bach, ‘GWB §54°, in: T. Korber, H. Schweitzer, D. Zimmer (eds.),
Immenga/Mestmdicker Wettbewerbsrecht, vol. 2, Munich, Germany, C.H. Beck, 7% ed., 2024,
§ 1.

247 Biermann, (n. 240), § 3, 10; C. Vollmer, ‘§ 82b’, in: F.J. Sicker, P. Meier-Beck (eds.),
MiiKo-Wettbewerbsrecht, vol. 2, Munich, Germany, C.H. Beck, 4" ed., 2024, §§ 24 ff.

248 Cf. Biermann, (n. 240), § 11; G. KallfaB, ‘Besondere Ermittlungsbefugnisse im
BuBgeldverfahren, § 82b GWB’, in: F. Bien, T. Késeberg, G. Klumpe, et al. (eds.), Die 10.
GWB-Novelle — Das neue Kartellrecht, ch. 3 § 269, Munich, Germany, C.H. Beck, 2021.

24 OLG Diisseldorf, decision of 17.09.2012 — VI-2 Kart 3/12 (V) § 15; Wirtz, (n. 239), § 23;
Kallfaf3, (n. 240), ch. 2 § 274.

230 Biermann, (n. 240), § 16; KallfaB, (n. 240), ch. 2 § 274; J.H. Quellmalz, ‘GWB § 59°, in:
U. Loewenheim, K.M. Meessen, A. Riesenkampff, et al. (eds.), Kartellrecht — Kommentar
zum Deutschen und Europdischen Recht, Munich, Germany, C.H. Beck, 4" ed., 2020, § 4.
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suspicion exists if the subject of the investigation is a specific set of facts that
can justify the application of a substantive provision.?!

From a formal point of view, the legal basis, the object and purpose of
the request for information or disclosure and a reasonable deadline must be
apparent from the administrative act of the competition authority.> The term
‘information’ is to be understood broadly and includes all factual and legal
relationships of the addressee as well as the entire operational and corporate
sphere of the company.?** In addition to sales, products and prices, this may
include (in particular) terms and conditions, customers and information on
the organisational structure, company agreements and group
interrelationships.>* Another key feature is necessity.>>> Accordingly, the
measure is permissible if the authority needs the knowledge to audit the facts
of the case or said knowledge will assist it in determining the facts of the
case.?>® Facts from the past that are irrelevant to the proceedings may not be
object of investigations.?>’ The necessity is only reviewed by the courts to
determine whether it was affirmed by the authorities on the basis of justifiable
considerations.?*® The obligation to disclose and hand over information is
limited to such information and business documents that are also accessible
to the addressee of the measure.? Accessibility in turn refers to availability
in the economic unit.?%° The request for information pursuant to § 82b (1) in
conjunction with § 59b (3) sentence 1 no. 1 GWB supplements the general
rules on searches in administrative sanctioning proceedings pursuant to § 46
OWiG in conjunction with § 102 ff. StPO. Therefore, the requirements for a
general search must be met.

According to § 82b (1) in conjunction with § 59 (1) GWB, there are no
rigid time limits. The provision states that the information or disclosure must
be provided within a reasonable period of time. In case law, a period of two

21 OLG Diisseldorf, decision of 17.09.2012 — VI-2 Kart 3/12; decision of 20.05.2010 — VI-
2 Kart 9/09.

252 Wirtz, (n. 239), § 31.

253 OLG Frankfurt, decision of 12.07.2012 — 11 W 13/12; U. Barth, ‘§ 59, in: F.J. Sicker, P.
Meier-Beck (eds.), MiiKo-Wettbewerbsrecht, vol. 2, Munich, Germany, C.H. Beck, 4% ed.,
2024, § 20; Quellmalz, (n. 250), § 9.

234 Quellmalz, (n. 250), § 9.

253 Vollmer, (n. 247), § 28.

256 OLG Diisseldorf, decision of 04.06.2006 — VI-Kart 6/06 (V), § 27; Vollmer, (n. 247), § 28.
257 OLG Munich, decision of 23.06.1997 — Kart 11/97, guiding principle.

258 OLG Diisseldorf, decision of 17.09.2012 — VI-2 Kart 3/12, § 12; decision of 04.06.2006
— VI-Kart 6/06, § 12; Quellmalz, (n. 250), § 5.

29 Vollmer, (n. 247), § 31.

260 For example, the parent company (e.g. META) is responsible for a request fiir information
if the subsidiary (e.g. Facebook, Instagram, etc.) does not comply with the request for
information, cf. Deutscher Bundestag (German Parliament), Drucksache 19/23492,
19.10.2020, p. 114; Vollmer, (n. 247), § 31.
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to four weeks has so far been considered reasonable.?®! The public’s interest
in the swift conduct of proceedings on the one hand and the interests of the
addressees (i.e. avoiding an excessive workload) on the other must be
weighed against each other.?> Moreover, the competition authority may
specify the form of transmission, for example transmission via an online
platform § 59 (1) sentence 7 GWB. With regard to § 82b (1) in conjunction
with § 59b (3) sentence 1 GWB, no specific deadlines or forms of
transmission are specified for this. However, here too, a reasonable period of
time (taking into account the proportionality) must be assumed within which
the additions must have been communicated.

§ 81 GWB regulates the types of offences, i.e. who is in breach of the
regulations in which case. Pursuant to § 81 (2) no. 6 GWB, anyone who
intentionally or negligently fails to comply in full or in part with a request for
information or surrender contrary to § 59 (2) or (4) GWB (in relation to the
sanctioning proceedings also in particular in conjunction with § 82b (1)
GWB) shall be deemed to have committed a regulatory offence. Also, anyone
who intentionally or negligently fails to comply with a request for information
pursuant to § 59b (3) sentence 1 no. 3 GWB, or fails to do so correctly,
completely or in time, shall also be deemed to have committed a regulatory
offence.

In all of these cases, the sanction is a fine of up to 100.000 euros, § 81c
(1) sentence 2 GWB. If an undertaking or an association of undertakings is
involved, a fine of up to one percent of the total turnover achieved in the
previous year may be imposed for infringements pursuant to § 81 (2) no. 6,
7,9 and 11 GWB, cf. § 81c (3) GWB. The enforcement of these orders issued
by the competition authorities is governed by the provisions applicable to the
enforcement of administrative measures, § 86a GWB. With regard to the
imposition of penalty payments against undertakings or associations of
undertakings, § 86a sentence 2 GWB stipulates that the amount of the penalty
payment for each day of delay from the date specified in the warning notice
may be up to five percent of the average worldwide daily turnover of the
company or association of companies in the previous year.

The prosecution of administrative offences by the competition
authorities, and thus in particular fines pursuant to §§ 81 {ff. GWB, are subject
to constitutional guarantees and fundamental rights restrictions. In particular,
interventions by the authorities must be weighted against the principle of

261 OLG Diisseldorf, judgment of 07.04.2001 — Kart 19/01; OLG Brandenburg, decision of
11.03.2014 — Kart W 1/13; decision of 11.09.2012 — Kart W 2/12.

262 OLG Brandenburg, decision of 11.05.2014 — Kart W 1/13; decision of 11.09.2012 — Kart
W 2/12.
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proportionality; this applies to both the selection and application of powers.?6?

Other principles of constitutional law — as in criminal proceedings — are also
applicable in sanctioning proceedings under the GWB. For example, the
prohibition of analogy?** and the prohibition of double punishment (ne bis in
idem)*® under Art. 103 (3) GG should be mentioned.

The legal remedies of persons concerned are generally governed by the
provisions of the OWiG (see Section 2). Notably, the person against whom
the administrative order imposing the fine is directed may lodge an objection
with the cartel authority that issued the administrative order within two weeks
in accordance with § 67 OWiG.2%¢

3.1.5. GDPR enforcement

Examining the specific legal basis to request electronic evidence from
all private actors — including OSPs —, there are two references in the BDSG,
which must be differentiated first. According to § 16 (1) sentence 1 BDSG,
the Federal Commissioner shall have the powers referred to in Art. 58 GDPR.
Among these figures the right to obtain, from the controller and the processor,
access to all personal data and to all information necessary for the
performance of its tasks (e) and the right to obtain access to any premises of
the controller and the processor, including to any data processing equipment
and means, in accordance with Union or Member State procedural law (f).
These powers relate to general supervisory and inspection activities, not the
prosecution of administrative offences. If the Federal Commissioner
concludes that data protection legislation has been violated or that there are
other problems with the processing of personal data, they shall inform the
supervising authority?®” for those specific legal or technical matters.?®
Accordingly, the responsibility for the investigation and prosecution of
administrative offences does not arise from § 16 BDSG. Therefore, § 41
BDSG has to be considered. Accordingly, investigation and prosecution are
largely based on the requirements of the OWiG. The OWiG itself must
therefore be consulted and the reference to it must in turn be interpreted:

263 T, Korber, H. Schweitzer, D. Zimmer, ‘Introduction’, in: T. Korber, H. Schweitzer, D.
Zimmer (eds.), Immenga/Mestmdcker Wettbewerbsrecht, vol. 2, Munich, Germany, C.H.
Beck, 7" ed., 2024, § 4, insofar as there is talk of fundamental rights limits applicable to
criminal law.

264 Ibid.

265 BGH, decision of 17.12.1970 — KRB 1/70, GRUR, 1971, p. 276, 277; BGH, judgment of
24.11.1961 — 2 Str 540/60, NJW, 1962, p. 822, 823.

266 Biermann, ‘Preliminary remarks before GWB § 81°, in: T. Korber, H. Schweitzer, D.
Zimmer (eds.), Immenga/Mestmdcker Wettbewerbsrecht, vol. 2, Munich, Germany, C.H.
Beck, 7™ ed., 2024, § 306.

267 Rechts- oder Fachaufsichtsbehdrde.

268 § 16 (1) sentence 2 BDSG.
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Unless the BDSG provides otherwise, the provisions of the OWiG and
the general laws on criminal procedures, namely the StPO and the GVG, shall
apply accordingly in proceedings for violations pursuant to Article 83 (4)—(6)
GDPR. The fact that reference is made both to the OWiG and directly to the
StPO leaves room for interpretation. If the reference directly to the StPO were
prioritised, the restrictions of the OWiG, namely § 46 (3)—(5) OWiG, would
not be valid. This is also supported by the fact that the reference to the StPO
in other respects is already contained in § 46 OWiG, meaning that the
reference in § 41 BDSG would be obsolete. However, such an interpretation
would have the consequence that the regulatory offences of the BDSG are per
se closer to the criminal offences prosecuted by the StPO than those of the
OWiG. In addition, the reference to the OWiG would again be obsolete. The
better reasons therefore speak in favour of interpreting the reference to the
other criminal procedural provisions as merely declaratory.?*’

The general laws on criminal procedures, namely the OWiG, shall apply
accordingly. On the one hand, the reference to the OWiG and indirectly the
StPO must be interpreted here, and on the other hand, the deviating choice of
words from the reference to § 46 (1) OWiG and § 41 (1) BDSG mutatis
mutandis must be considered. Moreover, if there is a reference to two different
sets of rules — in this case the StPO and the OWiG — it must be clear which
one is to be followed in case of doubt. According to one interpretation, the
reference in (2) to the StPO and the GVG only has a declaratory effect.?’
This view does not address the deviating wording. According to another view,
the chosen wording is intended to emphasise a greater parallelism with
conventional national sanctioning proceedings.?’! A third view concludes that
the overall view of § 41 (1), (2) BDSG shows that the OWiG should be
applied as long as there is no exception.?’?> Overall, the applicability of § 46

269 VG Stuttgart, judgment of 29.09.2022 — 14 K 5332/20, BeckRS, 2022, 38715, § 36; D.
Brodowski, D. Nowak ‘§41 BDSG’, in: H.A. Wolff, S. Brink (eds.), BeckOK
Datenschutzrecht: DS-GVO, DA, DGA, BDSG. Datenschutz und Datennutzung, Munich,
Germany, C.H. Beck, 48" ed., 2024, § 3; T. Wybitul, J. Zhou, ‘§ 41 BDSG’, in: J. Taeger, D.
Gabel (eds.), DSGVO — BDSG — TTDSG, Frankfurt am Main, Germany, dfv, 4" ed., 2022,
§ 19.

270 Wybitul, Zhou, (n. 269), § 19.

271 Brodowski, Nowak, (n. 269), § 26; E.M. Frenzel, ‘§ 41 BDSG’, in: B. Paal, D. Pauly (eds),
Datenschutzgrundverordnung Bundesdatenschutzgesetz, Munich, Germany, C.H. Beck, 3
ed., 2021, § 9 calls the choice of word ‘entsprechend’ preferable, but does not address the
question of a different interpretation.

272 E. Ehmann, ‘§41 BDSG’, in: P. Gola, D. Heckmann (eds.), Datenschutz-
Grundverordnung VO (EU) 2016/679 Bundesdatenschutzgesetz Kommentar, Munich
Germany, C.H. Beck, 3" ed., 2022, § 11.
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OWiG is widely accepted.?”® This means that the exclusions there also apply
(see Section 2).

Regarding the restriction of data collection, only the above-mentioned
limitations to certain fine amounts need to be addressed again here. The
limitation of § 46 (4a) OWIiG to fines of a maximum of more than 15.000
euros in relation to natural persons is ‘far exceeded’ by Art. 83 (4)—(6)
GDPR.?" In the absence of any mention of data protection offences in the
special catalogues of the StPO, none of the other powers of enforcement there
come into consideration. At first glance, the principle of proportionality
appears to be unproblematically fulfilled with regard to the maximum fines.
However, in praxis there are also very small fines of between 20 euros and 50
euros, particularly for natural persons, but also for associations.?”> Unlike the
German catalogue of fines, however, it is difficult to estimate the amount of
the fine in advance. So, it is not only the fines that have already been imposed
or the associated judgments that provide an indication of the possible amount
of the fine. In particular, the catalogue of Art. 83 (1) sentence 2 GDPR should
be consulted. When deciding whether to impose an administrative fine and
deciding on the amount of the administrative fine in each individual case due
regard shall — for example — be given to the nature, gravity and duration of
the infringement taking into account (a), whether there are any relevant
previous infringements (e), the degree of cooperation with the supervisory
authority (f), and the categories of personal data affected by the infringement
(g). Despite the extensive maximum penalties in data protection law, it must
therefore be decided on a case-by-case basis whether the respective measures
are proportionate.?’¢

3.2. Voluntary cooperation

Voluntary — i.e. not legally binding — cooperation with law enforcement
authorities occurs in practice in various constellations. Not only so-called
confidential counsellors — like the NCMEC — try to collect information
proactively in order to pass it on to law enforcement authorities. In practice,

213 Brodowski, Nowak, (n.269) § 3; E. Ehmann, (n.272), § 11; M. Heghmanns, ‘§ 41
BDSG’, in: G. Sydow, N. Marsch (eds.), DS-GVO/BDSG: Datenschutz-Grundverordnung
Bundesdatenschutzgesetz, Baden-Baden, Germany, Nomos, 3™ ed., 2022, § 23; implicit, as
not listed as excluded: M. Bergt, ‘§ 41 BDSG’, in: J. Kiihling, B. Buchner (eds.), DS-GVO
BDSG: Datenschutz-Grundverordnung, Bundesdatenschutzgesetz, Munich, Germany, C.H.
Beck, 4% ed., 2024, §§14 ff; T. Becker, ‘§41 BDSG’, in: K.-U. Plath (ed.),
DSGVO/BDSG/TTDSG, Cologne, Germany, Otto Schmidt, 4% ed., 2023, §§ 3 ff.

274 D. Brodowski, ‘§30°, in: A. Klaas, C. Momsen, T. Wybitul (eds.),
Datenschutzsanktionenrecht: Handbuch fiir die Unternehmens- und Anwaltspraxis, Munich,
Germany, C.H. Beck, 2023, § 31.

275 www.dsgvo-portal.de/gdpr-fine-database/.

276 See in this respect already Brodowski, Nowak, (n. 269) § 22.
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‘[i]t is possible and quite common practice for law enforcement authorities to
explicitly or implicitly request voluntary information or (the) transmission of
digital traces. There is nothing wrong with this in the first instance, as long
as this transmission does not violate the law.’*"’

From the perspective of the law enforcement authorities, the question
of the legitimacy of the transfer of data to law enforcement authorities
primarily concerns the question of the appropriate basis for authorisation,
specifically the sufficiency of the general investigation clause. The
administrative authority is entitled to request information from all the
authorities and to make investigations of any kind, either by itself or through
the police authorities and police officers, provided there are no other statutory
provisions specifically regulating their powers.?’8 If a special standard — such
as the aforementioned § 100j StPO — is given, its special requirements may
not be circumvented. This restricts overly far-reaching powers of
intervention, such as preventing the circumvention of a judge’s
reservation/court decision requirement or the need for suspicion of an
offence.?”

It is also necessary to provide the authorisation basis for investigations
that do not involve a significant encroachment on fundamental rights and,
therefore, do not require any special authorisation to encroach. The general
clause authorises the necessary investigative measures that interfere less
intensively with the fundamental rights of the citizens.?®° In this context, the
purchase of so-called tax CDs (data ‘stolen’ from foreign banks pointing to
tax evasion), for example, was accepted on the basis of the general
investigation clause.”®!

From the perspective of OSPs, the question arises whether and to what
extent the transfer of personal data is authorised according to the GDPR, a
matter which shall not be discussed in further detail here.

277 M. Jahn, D. Brodowski, ‘Digitale Beweismitte]l im deutschen Strafprozess —
Ermittlungsverfahren, Hauptverhandlung und Revision’, p. 68, 73, in: E. Hoven, H. Kudlich
(eds.), Digitalisierung und Strafverfahren, Baden-Baden, Germany, Nomos, 2020 [own
translation].

278 § 161 (1) StPO (general investigative clause).

2% See, for example, the rejection of the general investigation clause (§ 46 (2) OWiG in
conjunction with § 161 (1), sentence 1, § 163 (1), sentence 2 StPO) as the basis for speed or
distance measurement by means of video recording regardless of suspicion, discussed in H.
Niehaus, ‘Geschwindigkeitsiiberwachung durch Videoaufzeichnung — Verfassungsrechtliche
Anforderungen und Rechtsfolgen bei fehlender Rechtsgrundlage — zugleich Anmerkung zur
Entscheidung des BVerfG vom 11.8.2009 (2 BVR 941/08 2)’ DAR, 2009, p. 632, 634.

280 BVerfG, decision of 17.02.2009 — 2 BvR 1372, 1745/07, NJW, 2009, p. 1405, 1407 § 26.
281 Rhineland-Palatinate Constitutional Court, judgment of 24.02.2014 — VGH B 26/13,
NZWiSt, 2014, p. 421, 427.
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With regard to competition law the special regulations §§ 81h—81n
GWB regulate the so-called ‘leniency program’. This is intended to help
uncover cartels by providing incentives — such as the waiving or reduction of
sanctions — to obtain information ‘from within’. The provisions on leniency
witnesses pursuant to §§ 81h ff. GWB are applicable to cartel participants,
1.e. natural persons involved in cartels as well as companies and associations
of undertakings.?®? Cartels are defined as agreements or concerted practices
between two or more competitors.”®> § 81i GWB contains the requirements
for a proper (electronic) application. In particular, pursuant to § 81) GWB, the
applicant must disclose their knowledge of and involvement in the cartel to
the authority and cooperate fully in clarifying the facts of the case.

§ 81h (3) GWB permits to establish general procedural principles
regarding the exercise of its discretion in the application of the leniency
program and the structure of the proceedings. The Federal Cartel Office has
made use of this with the ‘Guidelines on the Leniency Program’?** of
23.08.2021.2%

4. TRANSFER OF DATA BETWEEN PROCEEDINGS
4.1. Transfers of data between national proceedings

In the area of administrative proceedings, the access to data from
different proceedings is not governed by one single provision. Instead, the
OWiG makes a distinction between an ex officio transfer of data on the one
hand and the transfer of data in response to a request on the other hand.

The ex officio transmission of data allows the courts, public prosecution
offices and administrative authorities to transmit personal data from
regulatory proceedings to the competent authorities and courts if so
required.?®® As a prerequisite, the transfer must not happen within the context
of the same offence, but from the proceedings pertaining to one offence to the
proceedings pertaining to another, separate offence.?®” The data transferred is

22§ 81h (1) GWB.

23 Cf. Art. 2 Abs. 1 Nr. 11 Directive (EU) 2019/1.

84 Leitlinien zum Kronzeugenprogramm.

285 Bekanntmachung Nr. 14/2021 iiber allgemeine Verwaltungsgrundsitze iiber die Ausiibung
des Ermessens bei der Gestaltung des Verfahrens und der Anwendung des kartellrechtlichen
Kronzeugenprogramms nach §§ 81h—81n GWB. Available at
https://www.bundeskartellamt.de/SharedDocs/Publikation/DE/Leitlinien/Bekanntmachung
Kronzeugenprogramm_Leitlinien Oktober2021.pdf? blob=publicationFile&v=1 (last
viewed on 16.12.2024).

286 § 49a OWIG.

287 A. Biicherl, ‘§ 49a’, in: J. Graf (ed.), BeckOK OWiG, Munich, Germany, C.H. Beck, 43"
ed. 2024, § 14; J. Lampe, ‘§ 492’, in: W. Mitsch (ed.), KK-OWiG, Munich, Germany, C.H.
Beck, 5" ed. 2018, § 13.
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personal data as defined by Art. 4 no. 1 GDPR.2® The transmitting agency
must deem the data to be required by the competent authorities or courts for
one of several specified reasons,?®® among them the prosecution of criminal
or regulatory offences. The provision does not, however, set out an obligation
to transmit data, only a possibility.??° §§ 12 ff. Introductory Act to the Courts
Constitution Act (‘EGGVG’®!) concerning general communication
obligations are to be applied additionally in cases for which no specific rule
can be found in § 49a OWiG.?? For the cases governed by § 49a OWiG, said
provision takes precedence.?”

As for the transfer of data in administrative proceedings in response to
a request, public prosecution offices and other judicial authorities are as a
general rule permitted inspection of the files if this is necessary for the
purposes of the administration of justice.?** As with the ex officio transfer, this
requires two separate proceedings.?’> Administrative authorities charged with
the prosecution of regulatory offences figure among the ‘other judicial
authorities” empowered by § 474 (1) StPO.?”® The inspection of the files
encompasses all the files within the meaning of § 199 (2) sentence 2 StPO,*"’
i.e. all the files that are available to the court or that would have to be
submitted in case of indictment in the proceeding of their origin.?*® The
included data must have been obtained lawfully.> Inspection of the files may,
as an expression of the principle of proportionality,>*® only be granted if it is
necessary for the purpose of the administration of justice. It must thus be a
necessary, adequate means for the proceedings that encroaches the least on
the right of informational self-determination and is proportional to the

288 Biicherl, (n. 287), § 6.

289§ 492 (1) OWIG.

20 Lampe, (n. 287), § 8.

Pl Einfiihrungsgesetz zum Gerichtsverfassungsgesetz.

292 Biicherl, (n. 287), § 20; Lampe, (n. 287), § 17.

293 Biicherl, (n. 287), § 19; Lampe, (n. 287), § 16.

294§ 474 (1) StPO. According to § 49b OWiG, §§ 474-476, 478481, 498 (2) StPO are to be
applied mutatis mutandis, albeit with several changes to adapt these rules to the nature of
administrative proceedings.

295 T. Singelnstein, ‘§ 474°, in: C. Knauer, H. Kudlich, H. Schneider (eds.), MiiKo-StPO,
Munich, Germany, C.H. Beck, 2019, § 7.

2% Deutscher Bundestag, Drucksache 14/1484, 16.08.1999, p. 26; Deutscher Bundestag,
Drucksache 14/9001, 13.05.2002, p. 13.

27 H. Hilger, ‘§ 474°, in: V. Erb, R. Esser, U. Franke, et al. (eds.), Léwe-Rosenberg. Die
Strafprozefiordnung und das Gerichtsverfassungsgesetz (LR-StPO), Berlin, Germany, De
Gruyter, 26" ed. 2010, § 5.

2% BGH, judgment of 18.06.2009 — 3 StR 89/09, StV, 2010, p. 228, 229.

299 P, Wittig, ‘§ 474’ in: 1. Graf (ed.), BeckOK StPO, Munich, Germany, C.H. Beck, 52" ed.,
2024,§ 1.

300 1pid., § 8; G. Gieg, ‘§ 474°, in: C. Barthe, J. Gericke (eds.), KK-StPO, Munich, Germany,
C.H. Beck, 9" ed. 2023, § 3.
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importance of the proceeding.®®! It is within the responsibility of the
requesting authority to check that these requirements are met.>? Since the
provision uses the term ‘are permitted’, the requested authority does not have
any discretion when granting inspection of the files, but may deny it in a case
of § 479 StPO.3"

As this general rule does not differentiate between criminal proceedings
and regulatory proceedings, and is applicable in either case,* it is also
applicable to the transfer of evidence from a criminal to an administrative
proceeding. § 49a OWiG explicitly pertains to data from regulatory
proceedings and thus does not apply, but so does § 477 StPO in its stead for
the ex officio transfer.

Considering the transfer of evidence from a criminal to an
administrative proceeding, § 49a OWiG governs the ex officio transfer of
personal data, whilst § 474 StPO, § 49b OWiG cover the requested inspection
of the files.

4.2. Transfers of data between foreign and national proceedings

The rules for mutual assistance in criminal matters are laid down in the
Act on International Mutual Assistance in Criminal Matters (‘IRG’3%),
insofar as there are no international agreements (or EU law) which take
precedence.’ Its provisions are applicable to regulatory offences as well.>"’
Special provisions, including for outgoing requests, are laid down in the
Guidelines for the Mutual Assistance in Criminal Matters (‘RiVASt’3%). The
IRG defines ‘criminal matters’ as including proceedings for an offence which
is punishable under German law as a regulatory offence by imposition of an
administrative fine or which is punishable under the law of a foreign state by
imposition of a comparable sanction, provided that a court which also has
jurisdiction in criminal matters is able to determine the sanction.’® This
means that it makes no difference whether evidence is transferred from a
foreign state to a German criminal proceeding or a German administrative
proceeding. It also makes no difference whether evidence is transferred from
a foreign administrative proceeding or a foreign criminal proceeding,

01 Wittig, (n. 299), § 8.

392 OLG Karlsruhe, decision of 21.10.2014 — 2 VAs 10/14, NStZ, 2015, p. 606, 608.
303 Hilger, (n. 297), § 7.

304 88 46, 49b OWIG.

305 Gesetz iiber die Internationale Rechtshilfe in Strafsachen.

36 § 1 (3) IRG.

07§ 1 (2) IRG.

308 Richtlinien fiir den Verkehr mit dem Ausland in strafrechtlichen Angelegenheiten.
39§ 1 (2) IRG.
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provided the following conditions are met. In any way, the rules on outgoing
mutual assistance requests are applicable.

The rules on outgoing requests are fragmentary.>!° There are additional
requirements for a transfer — relaying as well as receiving — of personal
data.’!! Particularly, data may not be used for another purpose than the one
for which they were transmitted unless agreed upon by the transmitting
authority.>'?> These requirements are modified in case of cooperation with
another EU Member State.?!* The RiVASt contain specific requirements for
a request of surrender of an object that is already in the possession of the
requested state:*' it stipulates a precise description of the requested object®!’
as well as, if necessary, the attachment of a court order.>!® Considering this
provision, it can be assumed that a court order is generally necessary even if
the requested state is already in possession of the object.>!” On the other hand,
there are specific rules on a request of information as well as official
documents;*'® in particular, they always have to go through the foreign
judicial authority.

4.3. Admissibility of data collected from online service providers as
evidence

In German criminal procedure, the principle of the judge’s free
evaluation of evidence®!? determines that the court bases its decision on the
result of the taking of evidence at its discretion and conviction based on the
entire content of the hearing. Additionally, the court extends the taking of
evidence to all facts and means of proof which are relevant to the decision.*?°
Hence, any exclusion of evidence is, as an exception to this obligation, to be

310 88 68 ff. IRG; see T. Hackner, ‘IRG vor § 68°, in: S. GleB, T. Hackner, S. Trautmann
(eds.), Internationale Rechtshilfe in Strafsachen, Munich, Germany, 6" ed., 2020, § 6; D.
Brodowski, ‘IRG vor § 68°, in: C. KreB3, N. Gazeas, D. Brodowski (eds.), Internationaler
Rechtshilfeverkehr in Strafsachen, Heidelberg, Germany, C.F. Miiller, 53" update to the 3™
ed., 2022,§ 1.

318§ 77¢ ff. IRG.

312 § 77h (1) IRG.

313 8§ 97a fF. IRG.

314 No. 114 RiVASt, which applies to data as well; M. Fahrner, Handbuch Internationale
Ermittlungen, Munich, Germany, C.H. Beck, 2020, p. 276.

315No. 114 (1) RiVASt.

316 No. 114 (2) RiVASL.

317 Fahrner, (n. 314), p. 312.

318 No. 118 (2) RiVASL.

319§ 261 StPO.

320 § 244 (2) StPO.
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justified.>?! Therefore, a violation of law in obtaining evidence only leads to
its exclusion if the state’s interest in the prosecution of the crime outweighs
the interests of the accused person affected by the violation.’?? These
principles are applicable in regulatory offence proceedings as well.>%3

The admissibility of data transferred between national proceedings is
restricted in some areas. There is a restriction of admissibility of data
collected via covert remote search of information technology systems>>* and
acoustic surveillance of private premises,*?> which are outside the scope of
this report. For the capture of traffic data mandatorily retained,*?¢ the use in
investigations of regulatory offences is barred: The data are only admissible
in other proceedings to investigate an offence on the basis of which the
measure by which they were collected could hypothetically be ordered.*?” As
detailed above, traffic data capture is not applicable to investigate a regulatory
offence, so that the transfer of such evidence from a criminal trial is illegal.
Another provision extends this principle to all measures of investigation that
are bound to the suspicion of particular offences;*?® this applies to regulatory
offences procedure as well.>*’ In consequence, this means that all data
collected from service providers by measures not applicable in regulatory
offences procedure for requiring a suspicion of specific offences*° can also
not be transferred to such a proceeding. Considering the intent of this
regulation, it should be read as also applying to data collected by such
measures which are applicable for all crimes, but not for regulatory oftfences
due to restrictions within the OWiG, TKG and TDDDG.**! Applying this
standard to the BaFin’s special competence for traffic data requests discussed
above,*? data acquired via such a request cannot be used to prosecute
regulatory offences as it is protected by communications secrecy.*** For those

321 BVerfG, decision of 07.12.2011 — 2 BvR 2500/09, 1857/10, BVerfGE, vol. 130, p. 1, 28;
BGH, judgment of 14.08.2009 — 3 StR 552/08, BGHSt, vol. 54, p. 69, 87; L. Bartel, ‘§ 261°,
in: C. Knauer, H. Kudlich, H. Schneider (eds.), MiiKo-StPO, Munich, Germany, C.H. Beck,
27 ed., 2024, § 143. Whether § 261 StPO or § 244 (2) StPO is the primarily relevant norm
in this context has no bearing on this question.

322 BGH, decision of 02.03.2022 — 5 StR 457/21, BGHSt, vol. 67, p. 29, 40 f.; Bartel, (n. 321),
§ 143.

323 By way of §§ 46 (1), 77 (1) OWiG.

324§ 100b StPO.

325§ 100c StPO.

326 § 100g (2) StPO.

27§ 101a (4) StPO.

328 § 479 (2) sentence 1 in conjunction with § 161 (3) sentence 1 StPO.

329§ 49a (1) sentence 3, § 49b OWiG.

30 E.g. § 100k (1), (2) StPO.

31 Especially §§ 100j (2), 100k (3) StPO.

332§ 7 (1) WpHG; see Section 3.1.3.

333 Cf. § 46 (3) sentence 1 OWiG.
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measures not restricted to particular offences and therefore applicable to
investigate regulatory offences, especially for those measures discussed in
detail above, it can be concluded that such data can be freely used in
accordance with the exceptions detailed above.

On the admissibility of evidence attained from a foreign country by way
of mutual assistance, the Federal Court of Justice (‘BGH’**) has outlined the
guiding principles in its decision on ‘EncroChat’.>*> The court ruled that the
taking of evidence in another state is only to be measured by the law of that
state and that evidence transferred into a German proceeding from another
state can neither be excluded on the basis of its acquisition violating German
nor foreign law.>*® However, the court acknowledged five grounds for
exclusion of evidence in such cases:*’

e violations of principles of international law, e.g. a violation of
the sovereignty of another state;

e violations of the ordre public, especially of fundamental
principles regarding the rule of law;

e violations of such provisions of the law of mutual assistance that
protect individual rights;

e provisions of the constitution, especially an encroachment on
fundamental rights;

e specific provisions in procedural law.

As German criminal procedure law attaches many conditions for the
protection of fundamental rights to the taking of evidence rather than the
admissibility of evidence, there is a lack of such protection in cases of
evidence taken by another state for an investigation of its own and only later
transferred to Germany via mutual assistance. In particular, the use of such
evidence is not dependent on whether the foreign investigation measure could
have been ordered in a domestic case in Germany. Thus, the BGH ruled that
there need to be further limitations to the use of that evidence on the basis of
fundamental rights, since the taking of the evidence has not been subject to
any such restrictions.**® For this purpose, the provisions restricting data use
between domestic proceedings®* can be applied accordingly.

334 Bundesgerichtshof.

335 BGH, decision of 02.03.2022 — 5 StR 457/21, BGHSt, vol. 67, p. 29, commented by D.
Brodowski, ‘Anmerkung’ StV, 2022, p. 364.
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337 Ibid., p. 33.

338 Ibid., p. 49 1.
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5. CONCLUSION

The German rules concerning requests for information from third
parties, especially OSPs, within administrative offence proceedings rely
predominantly on a general framework regulating the powers of the
investigating authorities regardless of the specific sector of administration.
The prosecuting authority’s competences to request information are derived
from those of the public prosecution in criminal matters according to the law
of criminal procedure. Still, they are limited: on the one hand, by way of
restrictions to the prosecuting authority’s powers as laid down in the law of
regulatory offences, and on the other hand by way of restrictions to the OSP’s
authorisation to actually disclose information, as determined by the national
laws regulating such providers. While this style of legislation ensures a
limitation of prosecutorial powers in line with the principle of proportionality,
it does so at the cost of an easily comprehensive regulation. Specifically, the
prosecuting authority enjoys the competence to request subscriber data from
communications services providers as well as digital services providers.
Private actors may also be obligated to surrender any item of significance for
the investigation, but they are generally not obliged to disclose information
outside of a formal witness hearing. Requests of traffic data or usage data,
requests to surrender postal items, as well as any measures interfering with
telecommunications secrecy, are off limits. Out of the sectors of
administration examined here, only competition law enforcement features
any additional competences applicable to investigate regulatory offences.
Other sectors, like VAT enforcement as well as banking and financial markets
law enforcement, raise the issue of how the much more extensive legal
powers that the authorities enjoy within regular administrative procedure can
be brought into accordance with their limited competences in prosecution.



