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Abstract

Recent advances in data science, in particular, the analysis of big data through machine learning, have made it technically
possible to realize concepts of total social control. However, social control must operate selectively to fulfill its functions of
symbolization, integration, and reproduction which are crucial for the cohesion of a modern society. It is argued that selec-
tive social control is functional as it symbolically reinforces compliance with norms, prevents widespread stigmatization,
and preserves resources and individual autonomy. Current trends toward the implementation of total control systems are
illustrated regarding predictive policing, automated CCTYV, and the Chinese social credit system. The technical potential and
limitations of data science systems are discussed, as are the potential of the legal system to maintain resilience in the face
of political and practical demands to expand control capacities. The authors highlight a creeping erosion of legislation and
the possible normalization of comprehensive surveillance measures in the name of public safety. They conclude that only a
selective and legally constrained use of data science can preserve the function of social control in open societies.
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Introduction

For some time now, criminologists, political, social, or com-
puter scientists, or the mass media have been discussing
developments toward surveillance societies with a regime
of total social control (for a current overview, see Kaufmann
& Mork Lomell, 2025). In view of the enormous advances
in data science, one might get the impression that reality is
moving somewhat closer to the visions of classic literary
dystopias such as “Nineteen Eighty-Four” (Orwell, 1949)
He Huang ) or “Minority Report” (Dick, 2013 [1956]). The term “data
he.huang @hotmail.de . v .
science” refers to the capability to collect very large data sets
(big data) that are relevant for purposes of social control and
to analyze them using ultimately machine aggregation and
learning algorithms.
This paper begins with considerations on the previously
little-discussed society-forming functions of selectively
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operating (rather than totality-imposed) social control sys-
tems (" Social Control. Definition, Operational Mechanism
and Social Functions" section). Current developments
toward total social control are then investigated for selected
examples: the internationally widespread techniques of pre-
dictive policing and of faces and body movements recog-
nizing video surveillance; and, in the People’s Republic of
China, the widely accepted Social Credit System as well
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as the China Police Cloud ("Approaches in the Direction
of a Total Social Control System" section).' This raises
questions about the technical capabilities and limitations of
implementing total surveillance systems. At the same time, it
raises questions about how the legal system can remain resil-
ient toward political and administrative endeavors that would
disproportionately expand control powers by implementing
data science systems ("Potential and Limitations" section).

Our assumptions are that (i) social control that does not
operate selectively cannot fulfill its functions that are central
to the formation and cohesion of societies. And that (ii) the
legal system of even open societies, particularly in the face
of serious threats to public safety, such as massive terrorist
attacks, will step by step adapt to technical capabilities and
allow for interventions in human and civil rights that will
sooner or later enable total surveillance and control.

Social Control. Definition, Operational
Mechanism and Social Functions

With regard to conceptual issues, the definition, operational
mechanism, and functions of social control will be discussed
in the following subsections.

Definition

Since the beginnings of academic sociology toward the end
of the nineteenth century (Ross, 2017 [1901]) as well as in
the criminological discourse since the 1950s, social control
has been a central concept in social sciences. In an initially
broad understanding, social control was taken to mean the
actions necessary for the establishment and maintenance of
social order in and by all socially relevant informal (fam-
ily, friends, school) as well as formal (police and criminal
justice) institutions. Although social control is ultimately
always about the production and maintenance of social order,
it has been argued from various perspectives since the 1950s
at the latest that this understanding of the concept was too
broad, and in particular that it could hardly be distinguished
from processes of regular socialization (see Chriss, 2022;
Deflem, 2015; Gibbs, 1989; Janowitz, 1975; Melossi, 2004;
Scheerer & Hess, 1997). Because of their lack of certainty,
even in the 1980s Cohen (1985, p. 2) referred to the various
concepts of social control as a “Mickey Mouse concept”.
Therefore, already in the 1950s, Parsons (1951) proposed
from his perspective of systems theory to focus specifically

! Another significant example would be the monitoring of interna-
tional internet communications by, for example, the U.S. National
Security Agency (see, e.g., Lyon, 2015). Due to space constraints,
this topic will not be discussed in this article.
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on the control of deviant behavior: deviant behavior would
disturb the balance of a social system and therefore had to be
combated. And from the 1960s at the latest, with the onset of
the critical discourse in the social and behavioral sciences,
social control was no longer considered to be primarily about
achieving a more overall goal, such as socialization, social
order or the harmonization of society. Instead, social control
was now considered in its specific function of suppressing
deviant and especially norm-violating behavior. Clark and
Gibbs (1965, p. 401) defined social control as “social reac-
tions to behavior defined as deviant, including over-conform-
ity to, as well as violations of, norms.” This new orientation
came to its peak in the labeling approach. According to this
approach, in particular the criminalization by the police and
criminal justice system, i.e., formal social control, does not
lead to a reduction, but to a reinforcement or even genera-
tion of delinquent behavior (Becker, 1963; Lemert, 1951;
Tannenbaum, 1938). This initiated a paradigm extension in
criminological perspectives: from the up to then offender
oriented etiological focus to an also constructivist view on
crime and crime control. In addition, social control was now
generally understood to refer not only to reactions to past
deviant? behavior, but also to measures to prevent future
deviant behavior (see Chriss, 2022; Peters, 1995).
According to this more restricted understanding, social
control refers solely to the repression or prevention of
deviant, especially delinquent behavior, through negative
sanctions. It does not take into account control measures
which aim at the omission of deviant behavior by reward-
ing socially desirable behavior through positive sanctions.
However, one of the control systems of primary importance
here (social scoring, see "Big Data and Social Control in the
People’s Republic of China" section) encompasses both: dis-
social behavior should have negative and prosocial behavior
positive consequences. In addition, such a control system
not only focuses on delinquent behavior, i.e., behavior that
violates criminal law, but also on other forms of socially
undesirable behavior, such as verbally harassing people in
public or shouting while drunk. In this respect, a broader
understanding seems more appropriate for the investiga-
tion of social control through social scoring systems. Such
an understanding can be found in a definition by Scheerer
and Hess. According to them, the term social control refers
to “all social (and) technical arrangements, mechanisms,
norms, belief systems, positive and negative sanctions that
either aim at and/or result in the prevention of undesired
behavior or, if this has already occurred, respond to the
undesired act in a way that tries to prevent its occurrence in

2 Deviant behavior is defined as behavior that violates all social
norms, i.e., including non-penal norms. Delinquent behavior is under-
stood to be the subset of violations against the criminal law.
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the future” (Scheerer & Hess, 1997, pp. 103-104, emphasis
by the authors).

Particularly in view of the potential for total control sys-
tems (the focus of this article), the question arises as to the
distinction between surveillance and control. Following Rule
(1973, p. 23), the two phenomena can be distinguished in
such a way that “collecting and maintaining information”
is to be understood as surveillance, and the “actual man-
agement of behaviour, through sanctioning or exclusion”
as control (as mentioned shortly before, the latter should
also include positive sanctions). Accordingly, surveillance,
the collection of information about behavior, is a necessary
precondition for controlling behavior. This corresponds to
a broader understanding of surveillance proposed by Marx
(2016, p. 20), which is not limited to specific goals or pur-
poses (e.g., social control): “as scrutiny of individuals,
groups, and contexts through the use of technical means to
extract or create information.” Whereas the equally influen-
tial but more focused definition developed by Lyon (2007,
p. 14; 2025, p. 470), which is oriented toward certain pur-
poses (including arguably also social control), would make
the analytical distinction made above appear less definite:
“the focused, systematic and routine attention to personal
details for the purposes of influence, management, protec-
tion or direction.” In this respect, control would not be a
consequence of surveillance, but merely its sub-dimension.
However, the two phenomena are obviously interdependent.
Ultimately, surveillance can only attain a social meaning
through behavior-regulating control.?

Nevertheless, the various definitions agree above all that
the technical developments of digitization and datafication
toward big data and machine learning represent, in com-
parison to all previous developments, a decisive qualitative
shift toward comprehensive social surveillance systems:
not only by government agencies, but, within the context of
social media and commercial platforms, also (and in mutual
roles) among private individuals and corporations as “new
surveillance” (Marx, 2016, pp. 20-23) or even as a “cul-
ture of surveillance” (“Watching has become a way of life”,
Lyon, 2018, p. 44). And in turn, the latter makes a signifi-
cant contribution to government surveillance and control.

3 It may also be the case that surveillance alone leads to behavioral
regulation, for example, when behavior is adapted in anticipation of
possible control interventions (‘chilling effect’, cf. Biichi et al., 2022).
However, this would be an indirect control effect as this would only
be the case if it had previously been perceived that surveillance meas-
ures might be accompanied by control interventions.

4 Lyon (2018, p. 20): “The culture of surveillance is about how sur-
veillance is enabled not only by technical and political means but also
by the enthusiasm, ignorance, and sometimes reluctant cooperation
an even initiative-taking of the surveilled.” Anticipating such devel-
opments, Deleuze (1992 [1990]) spoke of “societies of control” in
which individuals become datafied to “dividuels” (p. 5).

Comprehensive forms of surveillance and control are there-
fore developing interdependently. Nonetheless, it should be
borne in mind that the same applies to social control as to
surveillance: it is “neither good nor bad, but context and
comportment make it so” (Marx, 2016, p. 10). Before we
examine the potential for a comprehensive social control
system in more detail, we will first outline its operational
mechanism and functions.

Operational Mechanism

The basic operational mechanism of social control (i.e., not
based on a comprehensive data access) may be illustrated
using the example of the well-known funnel model of penal
law enforcement (see Adler et al., 2006, pp. 356-357; New-
burn, 2017, pp. 584—586).5 According to this, social control
is a process of filtering out suspects as well as offenders at
different stages.

Based on German police and criminal justice data of 2022
and 2023, from the total number of all offenders, the police
detected 2,093,782 suspects primarily based on reports from
victims or other private individuals.® Due to insufficient evi-
dence or diversion,” only 605,600 of these suspects were
charged by the public prosecutor in criminal court, of which
490,967 defendants were convicted: 405,527 (83%) to a fine
or (in case of young offenders) to educational measures,
59,075 (12%) to a suspended prison sentence (probation)
and 26,365 (5%) to an unsuspended prison sentence. This
means that 95% of those convicted received a non-custodial
sentence (Fig. 1).

The operating principle here appears to be selectivity:
Formal control (but probably not only) appears to follow a
systemic mechanism that ultimately only a small proportion
of offenders are prosecuted and convicted. If selectivity does
not reveal a partial failure of the social control system (not
all crimes are prosecuted), but is functionally inherent to it,
then the question arises as to the social functions of a selec-
tive social control.

3 An early outline of this process can be found in the report of the
President’s Commission on Law Enforcement and Administration of
Justice (1967, pp. 7-12).

% The victim as “gatekeeper of the criminal justice system” (Hindel-
ang & Gottfredson, 1976, p. 58).

7 In Germany in 2023, 82% of all prosecutable juvenile and 57% of
all prosecutable adult criminal cases were diverted (i.e., cases that
could have been charged in court due to probable cause but were
dismissed, Statistisches Bundesamt, 2024: Table 24211-08; 2025:
Table 24311-06).
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All offenders (reported and non-reported)

Police: Suspects 2022

2.093.782

Prosecution: Accused 2022 605.600

dismissals Court: Convicted 2023 490.967 Convictions
Fine/Edu Measures 405.527 83 %
Probation 59.075 12 %
dissmissals, acquittals
0,
Prison 26.365 5%

Fig. 1 Filtering process through criminal justice system. Germany
2022/2023, without traffic offenders. (As German crime statistics
do not contain individual developmental data, the persons involved

Social Functions

We essentially see three functions of formal social control:
a symbolic, an integrative and a reproductive one.

The symbolic function relates to the social-cognitive
aspect of the formation and confirmation of social norms.
Drawing on the concept of model learning (Bandura, 1977),
it is sufficient for the formation of a collective norm con-
sciousness, if people observe only in selected cases (i.e.,
symbolically) that (i) others adhere to norms, or that (ii)
the normative limits of social behavior also apply to them,
and that (iii) norm violations result in sanctions. In other
words, not all members of a society need to undergo these
experiences themselves in order to learn which norms apply
to them.

The integrative function relates to the socio-structural
consequences of social control. A selective approach can
help to avoid unnecessary labeling or stigmatization effects
and thus exclusion from regular social participation.

Finally, the reproductive function addresses the limits of
institutional capacities. A selective control requires signifi-
cantly fewer organizational and financial resources (above
all personnel, equipment, premises, energy) than extensive
control procedures. This means that more public funds are
available for investments and consumption to ensure the
reproduction of a welfare society. At the same time, selective

@ Springer

at each filtering stage are not the same persons). Sources Bun-
deskriminalamt, 2023: Table 20; Statistisches Bundesamt, 2025:
Table 24311_01, _02, _08, _09, _022 with own calculations

control strategies maintain sufficient individual freedom as a
prerequisite for creativity and innovation at all levels of soci-
ety. Furthermore, the caseload, especially for the criminal
justice system, remains at a manageable level that ensures
its functionality.

Of course, a selective social control can only fulfill these
functions if the selection criteria are chosen in line with
the principle of social all-inclusion, the basic paradigm of
modern societies: they must be objectively justified, propor-
tionate, comprehensible, and fair. And this will certainly be
accompanied by also unjustified control interventions. The
question of when, what criteria are applied in which situ-
ations is probably best approached with a ‘how’ question:
How does the constant balancing between socially functional
and dysfunctional control interventions takes place in such a
way that—in a predominantly evolutionary process—social
cohesion and a societal formation emerges and persists that
is acceptable to the vast majority of society members.

Total Social Control

Until now, these selectivity-based functions of social control
have corresponded with the de facto, i.e., above all techni-
cally and analytically, limited capacities of surveillance and
control. Either there were or are no extensive or extensively
accessible data collections, or these could not be thoroughly
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analyzed. With the ongoing digitalization of public and pri-
vate information, the enormous growth in data collections
(big data), and the development of analytical methods based
on machine learning, technical and analytical limitations
seem to be disappearing (see Zavrsnik, 2025), enabling total
social control instead of selective control. With regard to
the criminal prosecution process (funnel model; see Fig. 1),
total control will lead to an increase, presumably not only
at the level of police registration. The extent to which this
will result in an increase in convictions and, in particular, in
unconditional prison sentences will depend on the degree
of punitiveness of the respective criminal justice system.
Punitive sentencing may be more expected in states with
total control (total control and punitive sentencing regimes
as “twin siblings”?).

A study on forecasting crime in Germany (Hanslmaier
et al., 2015) showed which factors influence suspect, convic-
tion, and imprisonment rates. Although each level is influ-
enced by independent endogenous and exogenous factors,
there are also interactions between the police, the judiciary,
and the prison system. A decisive influencing factor here is
the number of identified suspects as “input” into the criminal
justice system. When attempting to identify the influence
of Al-supported, algorithmic policing, it can therefore be
assumed that higher police input will also lead to increased
conviction and incarceration rates.

We define a social control system as fotal that—based on
unlimited and interlinked access to extensive public and pri-
vate databases, of which the informative content can largely
be statistically analyzed—does usually not operate selec-
tively. Our research guiding assumption is that total social
control cannot fulfill the social functions described above
and therefore cannot enable the (re)production of social
bonds and larger social contexts but will rather counteract it.

Thus, with regard to its symbolic function, it is to be
expected that total social control will provoke defiance or
even resistance to a considerable extent (for defiance reac-
tions, cf. Sherman, 1993), which oppose processes of social
learning and in particular norm socialization. As large parts
of the population would be formally sanctioned, it is to be
expected that the acceptance of norms, which is essentially
based on the assumption that delinquency and sanctions are
exceptional, will erode.

With regard to the integrative function, total social
control would result in an exclusion of large parts of the
population from regular social participation due to labeling
effects. This would run counter to the paradigm of social all-
inclusion and would push significant parts of the population
into illegality.

And regarding the reproductive function, it is to be
expected that a total social control system would tie up
enormous organizational and financial resources that would
no longer be available for innovative and consumptive

requirements of a welfare society. In addition, individual
creativity and individual motivation for innovations would
be significantly reduced. However, the presumably massive
increase in police and criminal justice caseloads could be
more suitably handled by increasing data storage capacities
and machine learning techniques (probably except for those
cases involving more intensive treatment or imprisonment).

Approaches in the Direction of a Total Social
Control System

In the following discussion, we will illustrate current
approaches in the direction of total social control by exam-
ining three specific cases: predictive policing, video surveil-
lance, and Chinese control systems.

Predictive Policing

In the late modern concepts of risk management, preven-
tive techniques of social control are becoming increasingly
important. Deviant behavior should be prevented before it
occurs by controlling relevant risks after they have been
identified. Such an approach first requires that risks can be
identified and assessed. For a long time, this was done rather
intuitively and on the basis of knowledge, for example from
police officers, such as predictions regarding offenders who
have already been recorded. In the Anglo-American world
such assessments are mainly carried out using lists of crite-
ria, whereby the test persons are assessed using scales rang-
ing from high-risk offender to low-risk offender (Goddard
& Myers, 2017). In Germany, a practice of risk assessments
has also emerged in the recent past. In the areas of terrorism
and extremism in particular, police data is evaluated in order
to determine the risk potential of individuals, like the tool
RADAR-ITE. However, forms of risk assessment are also
popular in the area of juvenile delinquency, although they
are methodologically dubious and are themselves associated
with risks (Dollinger, 2021).

Technical progress promises significant further devel-
opment in this area. Algorithms can now be used to bring
together the existing very extensive databases and subject
them to complex forms of analysis (Hannah-Moffat, 2019;
Singelnstein, 2020). In this way risk profiles can be created
for situations, places and people. For this purpose, relevant
systems work with the principle of pattern recognition,
among other things. In a first step, large volumes of data
can be examined to determine whether certain patterns can
be identified that are associated with deviant behavior. The
next step is to see whether and where these patterns can be
found (Singelnstein & Kunz, 2021, pp. 394-398).

This has led to the development of various forms of pre-
dictive policing, i.e., the prediction of crimes through mass
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data analysis, which has already had a strong influence on
police work in the USA and has also been gaining ground in
German-speaking countries since the mid-2010s (Bennett
Moses & Chan, 2018; Brayne, 2020; Egbert & Leese, 2021).
The systems used in Germany to date are location-based and
primarily use police data to predict residential burglaries, for
example. At the same time, however, German police forces
are currently developing a new infrastructure for process-
ing the data they collect and store. Modern evaluation sys-
tems, such as those from the US Company Palantir, shall
then link and automatically search the existing databases
(Bennett Moses & Chan, 2018; Ulbricht & Egbert, 2024).
Some police laws of German federal states, for example in
Hessen and Hamburg, have already been given legal bases
for these forms of data processing. It therefore seems only
a matter of time before personal forms of risk detection are
also implemented in this way (Singelnstein & Kunz, 2021,
pp. 394-398).

Comprehensive personal profiling opens up the possibil-
ity of carrying out a rating, i.e., dividing the population into
different risk classes. A look at the People’s Republic of
China (see "Big Data and Social Control in the People’s
Republic of China" section) or the private sector shows how
such social scoring can be used in the area of social control:
In addition to risk detection, a social credit system can also
already carry out risk management by linking direct con-
sequences to certain values of the credit system (Legnaro,
2018). Taking this idea further, such systems can be under-
stood as cybernetic systems that perform constant dynamic
calibration of control through continuous information pro-
cessing (Thompson, 2025).

Such an approach leads to (new) distortions in the context
of social control. On the one hand, there is a greater focus
on problems that are characterized by certain patterns and
are therefore easy to predict (Kaufmann et al., 2019). On the
other hand, selection processes are changing. The further in
advance of violations of legal interests the selection takes
place, the less clear the starting points are and the more
likely it is that evaluations and inappropriate criteria will
play a role. Risk detection through data evaluation appears
to be neutral and objective. In reality, however, these tech-
niques are (also) only as neutral and objective as the data
with which they are fed, the theories on which they are based
on, and the programmers who create them (Singelnstein,
2018; Zavrsnik, 2021).

Closed Circuit Television (CCTV)

Closed-circuit television (CCTV) emerged as a surveillance
tool in Britain in the 1960s, for example to monitor politi-
cal protests or traffic (Williams, 2003). Since then, CCTV
has become an internationally widespread phenomenon in
urban environments, installed in public spaces to enhance
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safety, prevent crime, and support law enforcement (Norris
& Moran, 2016). Video recordings are used in police inves-
tigations to identify suspects or reconstruct crime scenes
(Ashby, 2017). Beyond crime prevention and law enforce-
ment usage, CCTV enforces social control by ensuring rule
adherence in specific environments, such as monitoring
traffic or productivity in workplaces (Hickok & Maslej,
2023). To date, the impact of CCTV on reducing crime has
been modest at best. It has been particularly effective in car
parks and residential areas and for certain types of crimes,
such as drug and vehicle offenses (Piza, 2018; Piza et al.,
2019; Welsh & Farrington, 2009). The psychological impact
remains ambiguous (Willis et al., 2017), with only minor
influence on fear of crime (Cho & Park, 2017).

Recent technological advancements have turned CCTV
into a broad spectrum of systems, ranging from simple cam-
eras to integrated digital networks with facial recognition
and biometric features (Bacalu, 2021; Taylor & Gill, 2014).
In the context of globalization and technological diffusion,
this expansion has been described as the “internationaliza-
tion of CCTV surveillance” (Thomas et al., 2021). Today,
CCTYV is used in various contexts, recently often considering
new technologies like machine or deep learning, image pro-
cessing, computer vision and autonomous cameras (Skogan,
2019, see also Hanavi & Hidayat, 2020; Sreenu & Saleem
Durai, 2019; for a review Shidik et al., 2019). CCTV is no
longer limited to stationary cameras in public spaces. UAV
(Unmanned Aerial Vehicle) footage is also part of surveil-
lance systems when drones are used for monitoring (Thakur
et al., 2021; Wang et al., 2023). In the context of emerging
strategies toward total surveillance, CCTV technologies
employing convolutional neural networks for crowd moni-
toring have gained particular importance. Such systems have
been used, for example, to estimate social distancing dur-
ing the COVID-19 pandemic (Al-Sa’d et al., 2022; Vijeikis
et al., 2021; Wu et al., 2025).

Technologies such as Al-based Facial Detection and
Recognition Technology (FDRT), biometric identification,
behavior analysis, and automatic object recognition are dra-
matically expanding the surveillance capabilities (Kumari
et al., 2023; Skogan, 2019). New so-called ‘intelligent’
CCTYV systems combine biometric recognition technolo-
gies and AT algorithms. FDRT in the form of “one-to-many”
matching is used to identify an unknown person and utilizes
modern biometric CCTV or image collections gathered on
social media websites (e.g., Facebook has approximately
250 billion images) or on the internet (Smith & Mann,
2024). This raises serious ethical, legal and data protection
questions (Kim et al., 2023; Kumari et al., 2023). The use
of FDRT and Al in police work, especially in authoritar-
ian regimes, could also lead to “surveillance abuses”, e.g.,
manipulating of information or identifying dissident lead-
ers (Feldstein, 2019).
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CCTYV systems are increasingly capable of recognizing,
evaluating, and operating autonomously. They can do more
than just observe but also interpret and intervene if neces-
sary. The extensive use of facial recognition raises questions
about false positive predictions and discrimination (Kemme,
2025). Civil rights activists recognize a power imbalance
between individuals and the state (and companies). Due to
a lack of transparency and accountability, FDRT can restrict
privacy and fundamental freedoms or make it more difficult
to exercise them (Moy, 2021).

In the People's Republic of China, China Skynet, the
world's largest public security video surveillance network,
has been established. While the exact number of cameras is
unclear, China appears to have more surveillance cameras
than any other country.® Technically, this system allows to
compare facial recognition data with other biometric features
and SIM card registration data. The use of this CCTV net-
work is manifold. On the one hand, it creates a far-reaching
security architecture for proactive surveillance and supports
public security authorities in locating and apprehending sus-
pects. On the other hand, these cameras primarily serve to
monitor traffic and traffic violations, such as driving without
a license or running red lights. However, they are used not
only to control deviant behavior or to fight crime, but also to
monitor political opponents: For example, during the 2010s,
it has been observed that in localities with the most fre-
quent political unrest (protests, demands, threats), the high-
est investments in surveillance equipment have been made,
with the desired results (Beraja et al., 2023; Rothschild,
2024). Yet, public security authorities do not control all sur-
veillance data, as their jurisdiction (and their responsibility
for Skynet) is limited to public roads, key neighborhoods,
and critical areas such as highways. In places like airports,
railway or bus stations, government offices, or businesses
areas, the respective institution is responsible for installing
and managing their own surveillance systems. Additionally,
private citizens can install surveillance cameras, and resi-
dential areas often do so. Nonetheless, public security can
access this footage for law enforcement purposes (Wu et al.,
2021). Surveillance typically involves real-time monitoring.
Although legal restrictions on data retention do not exist,
mainly due to limited storage capacities, surveillance data
is usually retained for no longer than 15 days.

In general, CCTYV is increasingly being linked to other
data sources, such as social media, movement profiles,
and credit card data (Ali & Angelov, 2018; Vorapatratorn,

8 There are no exact figures on the number of public surveillance
cameras. For mainland China, estimates published in the media range
from 200 million cameras by 2019 as a part of the security authori-
ties” Skynet to a total of 700 million state and private cameras in
2023, see https://en.wikipedia.org/wiki/Mass_surveillance_in_China
(last accessed 15 Aug 2025).

2024; Wong & Law, 2023). This allows not only for reactive
responses, but also for the assessment of potential behavior
and for predictive analytics (see "Predictive Policing" sec-
tion). Hollis (2019) criticizes CCTV as an instrument of
social power because it disproportionately affects disadvan-
taged groups. CCTYV, as supported by new technologies and
political interests, is moving toward total surveillance.

Big Data and Social Control in the People’s Republic
of China

In the People’s Republic of China (PR China), the big data-
based social control system is a comprehensive framework
designed to optimize social governance as well as social
and financial integrity, and enhance public service efficiency
through extensive data collection, analysis, and application.
Integrity holds a central place in traditional Chinese culture,
demanding sincerity and honesty in one’s actions. Tradi-
tional Chinese ethics has long emphasized the principle of
“integrity” (Chengxin) with “sincerity” (Cheng) connoting
truthfulness and non-deception, and “trustworthiness” (Xin)
reflecting reliability and honesty—both reinforcing the value
of honesty and dependability (see Creemers, 2018; Liang
et al., 2018). In the PR China, surveillance and control are
currently most developed in two systems: the Social Credit
System, which has been the subject of extensive interna-
tional academic and media discussion, and the Police
Cloud System, which has been relatively little discussed in
comparison.

The Chinese Social Credit System

The Chinese Social Credit System (SCS) has two facets:
a voluntary one for assessing the financial credibility and
reliability of individuals and companies in business mat-
ters "Financial Rating Systems" section. The other facet also
includes the control of social, political and legal behavior by
governmental institutions "Governmental Systems" section.
The mandatory governmental systems were developed out
of the experience with financial rating systems and hold the
potential for a total social control system. What all systems
have in common today is that they are based on a scoring
method for negative and positive behavior: starting from
a base score, points are added for compliant behavior and
deducted for non-compliance, which leads to rewards or
punishments, respectively. So far, there is no SCS that uni-
fies both facets nationally or has been implemented through-
out China (Chen et al., 2023; Liu, 2019). Financial scoring
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systems are (still) far more common than governmental ones
(Liang et al., 2018).°

Financial Rating Systems As early as the 1990s, the first
credit rating corporations (e.g., China Chengxin, Dong Fang
Jincheng) were established to assess the creditworthiness of
businesses. In the early 2000s, the People’s Bank of China
(PBOC) introduced a nationwide credit system for both indi-
viduals and companies, in which, since 2019, credit scores
have been calculated and which is essentially based on
financial and economic information provided by financial
institutions. Background to this was that companies as well
as individuals were increasingly failing to meet their pay-
ment obligations under loan or purchase agreements. Simi-
lar scoring systems are also known from the US-American
FICO or the German SCHUFA (Metz, 2014; Poon, 2007,
Thomas et al., 2017).

In 2015, eight mainly tech companies received licenses to
use individual scoring systems. The largest and best known
of these was developed by the Alibaba Group and is called
Sesame Credit. Alibaba’s online platforms Taobao (com-
merce) and Alipay (mobile payment) alone are used by 400
million consumers per day.'” Sesame Credit assigns indi-
vidual users, for example, a “Sesame Credit Score” based
on five criteria: personal credit history, consumption habits,
fulfillment of commitments, personal identity character-
istics, and social relationships. Scores range from 350 to
950, with higher scores indicating better credit status. Using
transaction and behavioral data from its online platforms,
Sesame Credit helps also internet financial services provid-
ers evaluate a user’s creditworthiness, including repayment
ability and reliability, enabling faster access to credit and
installment services. The highly developed scoring mecha-
nism based on machine learning guarantees users advantages
such as deposit-free public bikes, hotels, or renting services
if their score is sufficient (Kostka, 2019).

In 2018, the various commercially operated scoring sys-
tems were unified under the control of the PBOC when the
National Internet Finance Association of China, a PBOC
subordinate, established Baihang Credit along with the eight
previously involved companies (Liu, 2019). Although the
original idea was that only Baihang Credit should operate a
standardized individual credit score, Sesame Credit as well

° Following a nationwide online survey of 2018, 80% of respondents
attached to a scoring system used a financial one, up to 11% were
involved in a governmental one (Kostka & Antoine, 2020, p. 268).

10 https://www.xinhuanet.com/tech/20230810/588af9617b884fb
7953e14d1b165bb95/c.html (last accessed 15 Aug 2025).

1 https://www.pudaocredit.cn/#/about (last accessed 15 Aug 2025).
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as Pudao Zhengxin'' and Qiantang Zhengxin'? continue to
exist as commercial scoring systems.

Governmental Systems In contemporary China, credit
functions as a form of social capital, quantified and evalu-
ated through credit records to facilitate equitable access to
social resources. As China’s economic and social landscape
shifts, more frequent breaches of everyday financial, social
and legal rules have led to wider concerns about mutual
trust in everyday life. As a result, credit considerations
extend beyond the economy and into all aspects of social
life. To address these changes, a comprehensive official
concept of a social credit system (shehui xinyong tixi) has
evolved in 2014, when the Chinese government issued the
Social Credit System Construction Planning Outline (2014—
2020)."* Under the coordination and supervision of the
National Development and Reform Commission (NDRC),
SCSs shall foster a culture of integrity by promoting honesty
as an intrinsic value and encourages trustworthiness across
society through a system of rewards and penalties for com-
pliance and non-compliance. For this purpose, comprehen-
sive data sets are compiled on social, financial, and political
behavior (Chen et al., 2023; Cheung & Chen, 2022; Creem-
ers, 2018; Liang et al., 2018; Liu, 2019).

Quite well known are redlists for trustworthy and black-
lists for untrustworthy individuals or companies. Only esti-
mates seem to exist regarding their prevalence: In 2019, 273
blacklists and 154 redlists were identified in 30 administra-
tive divisions (Engelmann et al., 2021, p. 5). Yet, the black-
listing rate appears to be quite low. According to an exami-
nation of official documents and media reports, only two
percent of companies, 0.1% of government agencies, and up
to 0.3% of citizens had been blacklisted between 2018 and
2020 (Drinhausen & Bussee, 2022, p. 10). 14 One of the most
well developed black- and redlist-systems is the Discredited
Judgment Debtor List, which was introduced by the Supreme
People’s Court (SPC) in 2013 and is used nationwide. It
primarily lists people and businesses that have not fulfilled
their payment obligations arising from civil court rulings
(Trauth-Goik & Liu, 2023).

At the municipal level, governmental SCSs have not yet
been introduced nationwide or as a unified system. By 2018,

12 https://www.scmp.com/tech/big-tech/article/3286177/ant-backed-
credit-rating-firm-gets-central-bank-approval-china-after-3-year-wait
(last accessed 15 Aug 2025).

13 https://digichina.stanford.edu/work/planning-outline-for-the-const
ruction-of-a-social-credit-system-2014-2020/ (last accessed 15 Aug
2025).

14 Nevertheless, with a population of 1.4 billion, the absolute number
is in the millions: according to a report by Zhao Xiaoguang, 8.5 mil-
lion people had been blacklisted in spring 2025. https://www.thepa
per.cn/newsDetail_forward_30577714 (last accessed 15 Aug 2025).
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there were 43 municipal pilot projects with quite different
approaches and, in some cases, far-reaching data interven-
tions (Xu et al., 2022). In practice—and also beyond delin-
quent behavior—SCSs most commonly relate to financial
behavior and everyday conduct in traffic (e.g., red light
crossing), on public transportation (e.g., fare dodging) or on
the Internet (e.g., harassment or insulting). Being blacklisted
due to a low score can result in various sanctions, such as
restricted access to flights, high-speed trains, hotels, private
schools for one’s children, government jobs or bank loans.
It can also lead to public shaming on billboards, government
websites, or social media platforms (Creemers, 2018; Liu,
2022; Xu et al., 2022). The SCS serves, furthermore, the
central and local governments for political control: politi-
cal or other dissidents or (local) protesters and petitioners
are blacklisted, while politically desirable behavior is posi-
tively evaluated (Xu et al., 2022; Liang et al., 2018; see also
"Closed Circuit Television (CCTV)" section).

In view of such a far-reaching control system, it has been
argued in the media'® and among scholars that China has
already created a comprehensive surveillance network (Jiang
& Fu, 2018; Liang et al., 2018; Qiang, 2019). However, this
might currently not entirely be the case. These systems are
not yet broadly implemented across the country, and are not
part of a unified, government-driven credit system. Further-
more, they are frequently not applied sufficiently (Grofle-
Bley & Kostka, 2021; Tsai et al., 2021), in particular lacking
necessary Al-tools (Liu, 2023). A greater obstacle may also
lie in the inconsistent understanding of the central concept of
“trustworthiness” (Hou & Fu, 2024). Its practical implemen-
tation is at the discretion of local organizers, who often have
different ideas about moral behavior, which can also result
in disadvantages for underprivileged parts of the population
(Liu & Rona-Tas, 2024).'° The stereotyped and automated
labeling as “untrustworthy” (laolai) may also lead to socially
dysfunctional outcasts (Chen & Grossklags, 2022). Overall,
the Chinese SCS is still in an exploratory stage, with a vari-
ety of goals and pilot projects (see only Chen et al., 2023;
Creemers, 2018; Li & Kostka, 2022; Liu, 2019).

At the same time, efforts to achieve a nationally stand-
ardized SCS are still in progress. Besides the already exist-
ing scoring systems, the 2024-2025 Action Plan for the
Construction of a Social Credit System focuses on enhanc-
ing a unified social credit code for corporations and other

15 https://www.forbes.com/sites/bernardmarr/2019/01/21/chinese-
social-credit-score-utopian-big-data-bliss-or-black-mirror-on-stero
ids/; https://www.nytimes.com/2018/07/08/business/china-surveillan
ce-technology.html (last accessed 15 Aug 2025).

16 This is not uncommon in China, the reality often involves grass-
roots-level countermeasures in response to top-down policies. This
dynamic is a fundamental characteristic of Chinese politics and soci-
ety (authors’ observation).

organizations, in particular their CEOs.!” This forms a cru-
cial foundation for processes such as tax registration, social
security enrollment, and opening bank accounts.

Both NDRC and POBC play a pivotal role in the process
of centralizing and unifying the SCS. They oversee the sys-
tem’s design and coordinate its full-scale implementation.
With legal authorization, the “Credit China”-website'® has
rapidly built one of the world’s most extensive databases of
personal and corporate credit information (Wu, 2020). This
database includes detailed records of individuals’ and corpo-
rations’ basic information, credit transactions (such as loans
and guarantees), as well as public information, including
tax arrears, civil judgments, defaulter lists, administrative
penalties, and rewards. Personal information is organized
by individual ID numbers, while corporate data is managed
through social credit codes, consolidating credit data from
various regions and sectors into unified, accurate credit pro-
files (Creemers, 2018).

Public Acceptance When faced with choices between
more security or more freedom oriented interventions in a
vignette experiment, respondents from European countries
(Germany, Spain, the UK, and France) supported CCTV
with facial or motion recognition only if it was used to target
perpetrators in the event of a terrorist threat, and if reliable
data protection was in place (Ziller & Helbling, 2021)."
However, the majority of extant studies have examined such
specific surveillance measures, not the acceptance of more
extensive control regimes.

In this respect, the acceptance of the SCS in the PR China
is noteworthy. A vast majority of the Chinese population
appears to accept both the financial and governmental
aspects of the SCS. National surveys indicate that up to 80%
of respondents support it in general (Kostka, 2019; see also
Liu, 2022).%° On the one hand, this may be due to the fact
that an SCS, as a more subtle form of social surveillance,
not only results in disadvantages, but also offers rewards. On
the other hand, there seems to be a significant lack of infor-
mation regarding the repressive potential of the SCS. The
(predominantly state-controlled) Chinese media emphasize

17 https://www.chinalawtranslate.com/en/2024-2025social-credit-
plan/ (last accessed 15 Aug 2025).

13 https://www.creditchina.gov.cn/ (last accessed 15 Aug 2025).

19 For similar assessments of EU respondents on internet providers:
Potoglou et al. (2017); for an acceptance model on facial recognition
in China, USA, UK and Germany: Kostka et al. (2021); worldwide on
pandemic restrictions: Alsan et al. (2023).

20" A nationally representative survey conducted in mainland China
in 2018 as part of the World Values Survey also revealed significant
support: 82% for public CCTV, 61% for email and internet monitor-
ing, 53% for collecting intelligence on everyone in the country (Su
et al., 2022).
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strongly that the SCS contributes to greater social trust and
social order.

However, further investigations also showed certain dif-
ferences in acceptance: An experimental field study revealed
that providing information on the SCS’s repressive functions
led to a significant decline in approval (Xu et al., 2022).
Or, sanctions that infringed most severely on personal free-
doms (public shaming, collective punishment) received less
support (40% to 50%) than (insofar) less intensive meas-
ures (e.g., travel restrictions, disqualifying as civil service
candidate, 70% to 80%; Liu, 2022; Trauth-Goik & Liu,
2023). And, in contrast to high-ranking governmental offi-
cials as well as party members, low-ranking administrative
employees and party members were more likely to reject the
SCS because it allowed for greater control over them (Liu,
2022). Finally, behavioral responses to SCSs, as expressed
in surveys, were rather reluctant, despite the generally very
supportive attitudes. On the one hand, participation in gov-
ernmental SCSs does not seem to be actively pursued for
various reasons, such as the effort required to maintain a
good score or due to privacy concerns (Li & Kostka, 2022).
On the other hand, although almost all participants in the
(predominantly commercial) scoring systems changed their
behavior in at least one behavioral category, these changes
were limited to three to four categories (primarily: adjust-
ing shopping behavior, following traffic regulations, using
mobile payments more often) and were mainly related to
positive incentives (Kostka & Antoine, 2020).

Police Cloud

While China’s SCS appears to be still in a pilot stage, the
China Police Cloud (PC) is already functioning as a central-
ized big data system for pooling digital information for gov-
ernment surveillance and control. It presents new challenges
in tech adoption and data infrastructure, while also shifting
the digital governance of security information. Known as the
“police information supermarket”, the PC allows for cloud
capability sharing among various users, including govern-
ment departments, law enforcement, and regional entities
(Bernot, 2024). The Golden Shield Project, introduced in
1998, has significantly advanced the efficiency of police
control, and also political repression, through digital and,
more recently, Al-supported surveillance measures (Xu,
2021). The PC compiles extensive personal data, including
addresses, phone numbers, family connections, employment,
and criminal records, linking these with travel, transaction,
social media or face recognition data through unique ID-
numbers. It tracks individuals’ movements, companions, and
activities.

A key function of the PC is monitoring “key persons’:
individuals considered to be threats to political or social sta-
bility, such as petitioners, terrorism suspects, drug and arms
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traffickers, fugitives, serious offenders, and those with men-
tal health issues. This covers groups as well as individu-
als identified as potential risks based on their behavior or
affiliations.?! Alerts are triggered in the PC when “key per-
sons” buy travel tickets or check into hotels, prompting law
enforcement to respond within ten minutes for controls and
questioning.

As cloud-based policing expands, the government’s col-
lection of personal data grows, creating large databases
that store sensitive information indefinitely, potentially for
unforeseen future applications. This extensive and indis-
criminate collection of personal data violates the privacy
rights and civil liberties of millions, most of whom are not
involved in criminal activities.

Taken together, the examples of predictive policing,
China's PC, automated CCTYV, or of social scoring indicate
that systems operating on the basis of largely unlimited data
access already have the potential to enable a regime of total
social control. This raises questions about the potential and
limitations of such developments, which may pose a serious
challenge to the constitution of a free society.

Potential and Limitations

In the following, the technical potential and limitations of
such developments will first be examined. Then, based on
previous legal regulations, we will discuss the extent to
which the legal system will be able to limit the implementa-
tion of comprehensive control systems.

Technical Potential and Limitations of Data Science
Systems

From a technical perspective, the understanding of the
potential and limitations of data science systems for com-
prehensive surveillance and control systems is inevitably
linked to three levels of application and methodologies: the
two basic levels of (1) generating databases through data
acquisition as well as (2) data aggregation and data relation
through rule-based queries and exploration, and a higher
analytical level of (3) classifications and predictions through
rule-based data inference and artificial intelligence (Fig. 2).

Databases. A classic view of data is the (structured)
procurement and storage of information in databases (Hel-
lerstein et al., 2007). The previously discussed areas of sur-
veillance and control are based on different forms of data
collection (numbers, text, images, videos), which are stored
decentrally (in platform or private domains) or centrally

21 https://www.hrw.org/news/2017/11/19/china-police-big-data-syste
ms-violate-privacy-target-dissent (last accessed 15 Aug 2025).
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Fig.2 Data science approaches

(e.g., China’s PC). From a technical point of view, any data
storage is a database.

Data Aggregation and Data Relation. Databases have
mainly been created to enable the efficient aggregation and
linking of data. They can have relational (Codd, 1970) up to
key-value-based (Idreos & Callaghan, 2020) structures>> that
allow rule-based links to be created between the recorded
data points. The rules for querying the databases are com-
parable to mathematical operations on sets—filtering data
based on algebraic operations or (often) deterministic
algorithmic selection processes. They provide informa-
tion aggregates and are usually designed by humans. As
data aggregation is classically only possible on simple data
types (numbers, text) data science approaches can fulfill two
knowledge discovery functions at this level (Frawley et al.,
1992). On the one hand, these methods (including machine
learning) can especially be used to obtain data that cannot
be recorded as numerical data or digital text entries. For
example, one can extend a database by extracting and storing
information from image data (e.g., handwritten text, license
plate numbers or location data from video streams; Agrawal
et al., 2024; He et al., 2024). On the other hand, advanced
data science methods can be used to explore existing data
pools and thus develop new and complex filter rules for
data extraction (e.g., contextualizing social network struc-
tures with geographical, financial, or ideological features

22 n a relational database, data is stored in tables, with each column
describing an attribute of the data. Using deterministic rules, relation-
ships between data points can thus be easily established via the col-
umns. Key-value-based databases link an attribute as key with a spe-
cific characteristic of the data point without defining fixed types. The
structure of this database paradigm is more flexible for less structured
data but also more difficult to evaluate than relational databases.

to identify “deviating” individuals or groups as offered by
Palantir’s Gotham??).

Classification and Prediction. A more modern perspec-
tive on data is often associated with the higher-level analy-
sis and interpretation using machine learning approaches.
This involves classifications and predictions (Bishop, 2006).
Classification describes a model-based assignment of sub-
jects or objects to groups or classes based on the linking
of characteristic values (such as the binary classification
of people as “dangerous” and “not dangerous”). Prediction
describes the extrapolation of modeled system behavior,
such as the prediction of human behavior. This view of data
is model-based and therefore represents an “interpretation”
of available data in a preset context (usually provided during
the model learning process). Data inference methods such
as regression can be used to determine data-founded models
for prediction based on predefined model assumptions (e.g.,
linear models), while machine learning-based approaches
consider the internal model as a black box (Castelvecchi,
2016) and try to optimize (generally non-linear) models
for input data and related observations. Supervised (deep)
machine learning methods (Goodfellow et al., 2016)—which
are often considered part of, and sometimes even equivalent
to, artificial intelligence—are used to discover patterns of
common sentiment in text or image content. These patterns
help separate data points into predefined classes, such as
“uncivil” or radicalizing communication, or to predict future
deviant or delinquent behavior (Taha, 2025).

23 https://www.palantir.com/platforms/gotham (last accessed 15 Aug
2025).
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Technical Potential

Based on these considerations, the potential of data science
systems must be viewed differently. The seemingly “old”
insight regarding databases still applies: structured availabil-
ity of many data points and the linking of this data enables
the extensive datafication of individuals, their activities, and
their behavior. The linking of structured data points using
(manually created) filter rules can already lead to very pow-
erful data science systems.

At the same time, the creation of mathematical rules by
humans has the advantage that the results can be directly
explained logically and semantically. The filter rules and
links directly represent the specifications which the human
intellect has specified to be important and informative in
the data. In terms of social control, these rules can (from
the creators’ perspective) be interpreted or even justified as
generally valid social rules (Verheij, 2020). Modern devel-
opments in machine learning and artificial intelligence also
hold considerable potential for making various extensions to
the classic database system: (1) data acquisition and enrich-
ment from other (previously unavailable) sources using Al
can significantly expand the scope of the data. (2) The Al-
based interpretation of filter rules formulated in natural lan-
guage (Bazaga et al., 2021) lowers the usage hurdle for the
database systems and may also allow more complex queries
by/for non-experts. Comprehensive social control could thus
even be democratized, i.e., exercised by every citizen and not
just by individual experts.

Further potential lies in the (unsupervised) application
of data exploration methods and the (supervised) discovery
of patterns in collected data. This is where machine learn-
ing methods come into play. These methods can be used to
discover rules and hidden correlations that cannot be for-
mulated by humans. Based on characteristics from collected
data, people can be divided into groups and previously unno-
ticed correlations in data can be discovered. These can be
fed back into the rule-based filtering and thus provide deeper
insights into group behavior, group views, or individual
deviations from a defined group norm. Supervised learning
methods, on the other hand, can be used to infer new rules.
Based on observed anomalies or deviations from the norm,
potentially complex models can be used to make predictions
about the characteristics, the potential of deviations or the
social conformity of individuals. This inferred information
can also be stored in databases and included as further indi-
cators in filter-based monitoring.

Technical Limitations
Theoretically, there are almost no technical limitations to

the possibilities of data storage, access, and usage described
above. Only organizational, monetary, legal or social
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conditions (see next section) may restrict the collection,
aggregation, and use of data. The basic technologies for
structuring, managing, and making huge amounts of data
accessible are largely available—also thanks to decades of
developments around search engines for the Internet (Bar-
roso et al., 1998, 2003; Silberschatz et al., 1996). The vol-
ume of data and the merging of data may pose problems
for individual players. However, the methods of efficient
structured data management have been driven forward by
companies such as Google (Dean & Ghemawat, 2008), Ama-
zon (Narula et al., 2015) and others and are already being
used commercially on a large scale. In many countries, the
aggregation of stored data, especially that of state actors,
is only prevented by legal hurdles or delayed by a lack of
progress in digitization.

Methodological limitations are only to be expected at
a higher level of data aggregate processing, although con-
tinuous and sometimes disruptive progress is being made
here. Methods of data acquisition via digitization are very
advanced (Agrawal et al., 2024) and are already being used
in the commercial sector (e.g., license plate recognition,
Weihong & Jiaoyang, 2020) or for social control (Wang &
Tian, 2022). The development of generating language mod-
els (e.g., GPT, see OpenAl, 2023) has also opened a wide
field of research and application for the transformation of
natural language instructions into program code. This tech-
nical development represents an unprecedented link between
the collection of data in databases and their simple use by
means of complex database queries formulated in natural
language. The previous power of linking data is thus increas-
ingly freed from an important limitation—the access hurdle,
which was previously determined by the complexity of cre-
ating rules for querying and evaluating data (Bazaga et al.,
2021; Jose & Cozman, 2023).

However, there are still inherent problems with machine
learning methods: Data quality is crucial for good modeling.
This directly determines the quality of the classification or
prediction method used and its accuracy. Misclassifications
and incorrect predictions cannot be ruled out. A methodo-
logical weakness of these “model-free” methods (i.e., meth-
ods without a predefined model assumption) is therefore
that they may have limited informative value and are insuf-
ficiently accreditable (e.g., as legal proofs). They also lack
transparency and trustworthiness (Verheij, 2020; Zavr$nik &
Klobasa, 2021). This does not represent a technical hurdle,
but rather an ethical or legal hurdle (Coombs et al., 2021) for
the use of these technologies in social control.

Legal Limitations

Legal limitations are discussed with respect to developments
in the European Union, and, in particular, regarding the strict
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German privacy law. In addition, recent developments in the
PR China are considered.

European Union

In the European Union, limitations on surveillance and data
collection powers of the several member states are not only
set by their national law but by overriding Union legisla-
tion as well. Advancements in information technology and
electronic data processing beginning in the 1970s, as well as
the ever-increasing demand by state actors to collect and use
personal data, slowly brought data protection into the focus
of the courts and, later, legislatures. As civil rights, particu-
larly the right to privacy, became more widely recognized,
the European Data Protection Directive of 1995 (95/46/EC)
was the first legal step to limit states’ previously unrestricted
data collection capabilities. Today, the protection of personal
data is regulated by the EU Charter of Fundamental Rights
(2000) and, in particular with regard to social control and
surveillance, by the EU-Directives on Justice and Public
Safety (2016/680), on Electronic Communications (2002/58/
EC), and, above all, by the Artificial Intelligence Act (Regu-
lation EU 2024/1689), adopted in 2024.** The latter now
limits the use of artificial intelligence in the European Union
through the following prohibitions [Art. 5 para. 1, lit. (c),
(d), (&), (2), (h)]:

— predictive policing (assessment or prediction of a per-
son’s risk of (re)offending based on profiling of personal
characteristics),

— social scoring (the assessment of persons based on their
social behavior and/or personal characteristics, when this
is associated with negative consequences),

— the untargeted reading of facial images from the internet
or CCTV footage,

— the use of real-time remote biometric identification with
narrow exceptions, e.g., for the prevention of specific
serious threats and for the investigation of serious crimes,

— biometric categorization based on sensitive characteris-
tics and attributes.

For other areas, such as predictive policing without pro-
filing, high requirements regarding transparency, accuracy,
quality of training data, risk management, and human over-
sight must be met (Art. 6 to 15 and Annex III para. 6 Al
Act). Nevertheless, the AT Act does not apply to surveillance

24 The areas of Justice and Public Safety do not fall within the mate-
rial scope of Regulation (EU) 2016/679 (General Data Protection
Regulation), Art. 2 para. 2 lit. d). The Digital Services Act and other
Acts do not cover measures of state surveillance.

or control systems which are used for—albeit undefined—
national security purposes.

Until recently, the European Court of Justice’s jurispru-
dence also imposed strict limits on surveillance and data
collection capabilities. This primarily concerned Directive
2006/24/EC on the general and indiscriminate retention of
telecommunication data, which was enacted following the
Madrid (2004) and London (2005) terrorist attacks. The
court initially took a prohibitive approach, but then per-
mitted the retention of telecommunication data from 2017
onwards. However, this retention is only allowed for a lim-
ited time period and for the prosecution of the most serious
crimes as well as for the prevention of serious threats.?

Germany

In Germany, the legal limits for telecommunication surveil-
lance and other data collection instruments follow not only
from specific constitutional rights (Art. 10, 13 Grundgesetz),
but, above all, from the fundamental right to privacy and the
right to informational self-determination, established by the
Federal Constitutional Court in 1983.%° However, the prereq-
uisites for mass surveillance are often not too stringent. For
example, in the case of automatic license plate recognition
merely a suspicion of a less serious offense or the prevention
of a threat to a public interest (e.g., driving without insur-
ance or stolen vehicles) are sufficient.”’

The jurisprudence of the Federal Constitutional Court has
set some limits for the use of these surveillance and data col-
lection instruments. Although the court approved the regu-
lations for data retention, the automated analysis of stored
personal data, the use of shared files, automated license plate
recognition and online searches as constitutional in princi-
ple, it at least demanded a certain threshold level or a court
order for their application.?

People’s Republic of China

In the PR China, rising concerns about personal data protec-
tion have accompanied the spread of network technology
across society and the economy. With vast data on indi-
viduals’ online activities accumulating as big data, some

2 See only ECJ Case-No. C-293/12 (NJW 2014, 2169); C-203/15
(NJW 2017, 717); C-623/17 (GSZ 2021, 36); C-511/18 (NJW 2021,
531); C-746/18 (EuZW 2021, 316); C-793/19 (NJW 2022, 3135).

26 BVerfGE 65, 1 (41 et seqq.); 120, 274 (302 et seqq.); Art. 2 para. 1
and Art. 1 para. 1 Grundgesetz.

27§ 163g(1) StPO (Code of Criminal Procedure); Art. 39(1) Bay-
PAG:; § 19a SéchsPolG (Bavarian and Saxon police law).

28 See only BVerfGE 100, 313; 109, 279; 115, 320; 120, 274; 120,
378; 121, 1; 125, 260; 129, 208; 130, 151; 141, 220; 150, 244; 150,
309; 155, 119; 162, 1; 165, 363.
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companies have engaged in unauthorized collection and mis-
use of personal data, including its illegal trading to commit
telecom fraud.? To better protect personal data the Personal
Information Protection Law (PIPL) was enacted in 2021.%°
With quite strict sanctions, the PIPL regulates the handling
of data among private persons and among companies, as
well as between private persons and companies. Further-
more, it regulates data storing and cross-border data trans-
fers. However, it does not include legal safeguards against
the use of private data by the state (see Calzada, 2022).

Inspired by the EU’s General Data Protection Regula-
tion (GDPR; see Albrecht, 2022), it classifies personal data
into two categories: sensitive and general. Sensitive data
includes biometrics, religious beliefs, specific identities,
medical records, financial accounts, and location informa-
tion, while other data is considered general. Due to the risks
associated with sensitive data, the law imposes stricter regu-
lations on its handling. Such activities must be purpose-spe-
cific and necessary, with robust legal safeguards. An impact
assessment is required beforehand, and individuals must
be informed of the necessity and potential impact on their
rights. There is still no clear consensus on limiting methods
for state-sanctioned purposes, making it challenging to con-
trol information collection and use—especially for internet
platforms that accumulate vast user data through various
services. To address this, PIPL imposes special obligations
on large platforms. It requires an independent oversight
body, primarily of external members, to supervise data pro-
tection. Authorities can also suspend services of providers
that seriously violate data regulations, strengthening user
privacy protections. The extent to which PIPL applies to
public security authorities in China is debated. While public
security organs have broad powers under the People’s Police
Law, the law does not specify the full scope of their pow-
ers, particularly regarding technical surveillance for crime
prevention and risk management.

Resilience of the Legal System?

One of the fundamental principles of modern states is the
independence of the legal system from politics and other
social institutions. It remains to be seen how resilient
legal limitations and safeguards will be against attempts
to weaken them in the interest of more extensive social
control. There are already indications that the legal system
may not be resistant enough. Rather, the restriction of civil
liberties seems to follow a specific step-by-step pattern.

2 https://english.www.gov.cn/news/202411/26/content_WS674
5bb6cc6d0868f4e8edbe3.html (last accessed 15 Aug 2025).

39 https://personalinformationprotectionlaw.com/ (last accessed 15
Aug 2025).
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In the aftermath of terrorist attacks or in an effort to com-
bat phenomena like organized crime, legal obstacles have
been dismantled and new surveillance authorizations have
been established. For example, Germany’s Anti-Terrorism
Act, passed in response to the 9/11 terrorist attacks, grants
intelligence services extensive powers to collect bank, air
traffic, and telecommunications data. As another example,
acoustic surveillance of private homes has been introduced
in 1998 to combat organized crime. However, according to
the list of predicate offenses, which has been expanded eight
times, it can now also be ordered for misdemeanors.>' New
authorizations are also being created without any particu-
lar occasion: in two German states police has recently been
allowed to automatically analyze stored personal data and
to practice predictive policing independently of any par-
ticular suspicion.’? In the European Union, the Danish EU
Council presidency is currently pushing for the adoption of
a regulation that would allow for the indiscriminate, preemp-
tive screening of all interpersonal communications (e.g., via
social media or messenger apps) to detect—at least for now
only—the dissemination of child sexual abuse material.*®

Shifts toward expanding social control measures can also
be seen in high court decisions. For example, in April 2024,
the European Court of Justice, in a surprising departure from
its long-standing jurisprudence, cleared the way for gen-
eral and indiscriminate data retention, albeit with limited
scope for now. Similarly, since 2021, the European Court of
Human Rights has viewed mass surveillance measures as
a “valuable technological capacity to identify new threats
in the digital domain” rather than as an infringement on
privacy rights.>*

Discussion, Limitations, Desiderata

In a broad sense, social control is intended to suppress or
prevent socially undesirable behavior through negative
sanctions or to promote socially desirable behavior through
positive sanctions. If social control is understood as one of
the essential processes for the formation and reproduction
of social cohesion and social order, then this objective can
only be realized through those mechanisms of selectivity

31§ 100c StPO (German Code of Criminal Procedure).

32§ 25a HSOG; § 49 Hmbg. PolDVG (police laws of Hessen, Ham-
burg).

3 Art. 7, 10 Proposal for a Regulation of the European Parlia-
ment and of the Council laying down rules to prevent and combat
child sexual abuse, Council of the European Union, Doc. 13095/25
(10/03/2025).

3% ECJ C-470/21 (GRUR-RS 2024, 8831); ECtHR, Application No.
35252/08 (NVwZ-Beilage 2021, 30), para. 237; see also ECtHR,
Application No. 58170/13 (NVwZ-Beilage 2021, 11), para. 323.
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that operate in accordance with human and civil rights. This
is because such a selective social control fulfills—as we
assume—three important social functions: symbolization,
integration, and reproduction. It is not necessary, and even
counterproductive, to control every deviant behavior (sym-
bolization). Even if punitive sanctions are applied, selective
and minimally invasive forms of social control would not
disproportionately disrupt integration processes (integra-
tion). And only selective social control allows freedom of
individual creativity, which is essential for the maintenance
and innovation of a society (reproduction). Social control
that operates in this way makes a significant contribution to
ensuring the sensitive balance between individual freedom
and state security measures.

Until a few years ago, social control could only be exer-
cised selectively, even in authoritarian states that strived for
extensive surveillance and control of their citizens. Either
the necessary data sets were not available, or the algorithms
required for comprehensive analyses of big data were not
yet developed. However, the situation has changed funda-
mentally with the technical capabilities to combine all data
sets relevant to social control activities (big data) and to
analyze them with (among others) machine learning meth-
ods (i.e., data science methods™®). This development could
lead to fundamental social change that further challenges
individual autonomy and has the potential to undermine
the social foundations of democracy (Thompson, 2025). In
purely technical terms, it is now possible to exercise com-
prehensive, non-selective, and, in particular, proactive social
control procedures, in other words: a total social control sys-
tem. If social control no longer operates selectively, then, in
our view, the aforementioned functions become obsolete. It
becomes dysfunctional for the creation and maintenance of
social order and cohesion.

Practical implementations that already point in this direc-
tion were examined here using the examples of predictive
policing, face and body movements recognizing CCTV,
which have both already been implemented in numerous
countries, as well as the Chinese Police Cloud, and the
increasingly spreading Chinese Social Credit System (SCS).

The SCS is of particular interest because it could mark a
qualitative shift in state social control for two reasons: First,
since the State Council of the People’s Republic of China
adopted it conceptually in 2014, it covers not only financial
behavior but also social and political behavior. It is thereby
not limited to the control of delinquent behavior, but rather
focuses on socially undesirable behavior in general, result-
ing in comprehensive surveillance and negative sanctions.
Second, socially desirable behavior is rewarded. Since the

35 In this article we refer to ‘data science methods’ as the combina-
tion of big data and the advanced tools to analyze them.

transition from reactive to proactive approaches, this is prob-
ably the most significant innovation in formal social control
strategies.

Alongside the expectation that a SCS will improve social
order, the benefits to be gained from prosocial behavior
appear to be a key reason for previously observed high lev-
els of acceptance of SCS among the Chinese population.
However, when West-European citizens were asked about a
specific surveillance measure alone, i.e., without integration
into a reward-based control system, CCTV with facial and
motion recognition was only supported by a majority if it
was in the event of a terrorist threat exclusively directed at
such perpetrators and if reliable data protection was in place.

To date, there exists a lack of internationally standard-
ized and experimental studies on the acceptance of com-
prehensive control strategies. Such studies, comparing both
democratically and autocratically governed countries, could
also reveal the reasons for the discrepancies in public accept-
ance that have been observed so far. Are these discrepancies
based on culturally divergent understandings of individual
freedom and a resulting different sensitivity to privacy? Or
would these differences diminish if comprehensive surveil-
lance strategies were accompanied by a reward scheme?

Cross-country comparisons would also be important
regarding the resilience of the legal system. The crucial issue
here is the extent to which the independence of the legal
system, especially of the courts, allows for the rejection of
disproportionate and ultimately socially dysfunctional con-
trol measures.

In the European Union, the application of big data and
machine learning procedures that are particularly indicative
of a total social control regime—such as predictive polic-
ing or (negative) social scoring, as well as untargeted face
recognition via CCTV or categorization of sensitive biom-
etric characteristics—is prohibited under the Artificial Intel-
ligence Act (Al Act), which came into force in 2024 for all
EU member states.

However, our (not yet exhaustive) observations of the
legal reality in Germany and in the European Union indi-
cate that, over the past 50 years, legal safeguards against
intensive state control measures, particularly in the wake of
terrorist attacks or to combat macro-criminological phenom-
ena such as organized crime, have frequently been mitigated
by legislators. In addition, the more intensive enforcement
powers that followed, particularly with regard to telecom-
munication surveillance and data retention, became also
applicable to misdemeanors.

The highest European and German courts have so far
generally approved such extensions of police or criminal
procedural powers, but have usually set the threshold for
intervention higher, i.e., they have imposed greater restric-
tions, particularly with regard to the seriousness and cer-
tainty of the offences in question, the dangers involved and
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the surveillance and control measures to be applied. Admit-
tedly, with a few exceptions, court decisions have so far not
been involved in procedures such as social scoring or pre-
dictive policing. The provisions of the recently adopted Al
Act are internationally unique and, with their unrestricted
prohibitions in this area, represent a qualitative step forward
in the protection of individual freedoms and against a devel-
opment toward a total control regime. However, particularly
in areas sensitive to civil liberties, such as (not further speci-
fied) matters of national security, the Al Act also contains
exemptions to its prohibitions in the form of discretionary
decisions. Therefore, only future developments will show
under which circumstances this law in the books will prove
resilient in the face of claims for more intensive control pow-
ers, and whether it will hold up in court decisions (law in
action).

Future studies should examine whether using data sci-
ence will inevitably result in a system of total social control.
Would it be conceivable that in this domain (as for exam-
ple in medicine) machine learning algorithms could enable
more accurate problem solving, thus allowing for less inter-
vening selectivity both in terms of the number of individu-
als affected and the measures applied? And would it lead
to more accurate psychosocial diagnoses and predictions,
resulting in treatments better adapted to individual needs
as well as situational requirements, and which will be of
shorter duration?

Author Contributions Section 1, 2, 5: KB, 3.1: TS, 3.2: SK, HH, 3.3:
HH, KB, 4.1: CG, 4.2: MS, HH Proof reading whole text: all authors.

Funding Open Access funding enabled and organized by Projekt
DEAL. The authors received no funding in connection with this article.

Data Availability No datasets were generated or analyzed during the
current study.

Declarations

Conflict of interest The authors have no competing interests to declare
that are relevant to the content of this article.

Open Access This article is licensed under a Creative Commons Attri-
bution 4.0 International License, which permits use, sharing, adapta-
tion, distribution and reproduction in any medium or format, as long
as you give appropriate credit to the original author(s) and the source,
provide a link to the Creative Commons licence, and indicate if changes
were made. The images or other third party material in this article are
included in the article’s Creative Commons licence, unless indicated
otherwise in a credit line to the material. If material is not included in
the article’s Creative Commons licence and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will
need to obtain permission directly from the copyright holder. To view a
copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.

@ Springer

References

Adler, F., Mueller, G. O. W., & Laufer, W. S. (2006). Criminology (6th
ed.). McGraw-Hill.

Agrawal, V., Jagtap, J., & Kantipudi, M. P. (2024). Exploration of
advancements in handwritten document recognition techniques.
Intelligent Systems with Applications, 22, Article 200358. https://
doi.org/10.1016/j.iswa.2024.200358

Albrecht, D. (2022). Chinese first Personal Information Protection Law
in contrast to the European GDPR. Computer Law Review Inter-
national, 23(1), 1-5. https://doi.org/10.9785/cri-2022-230102

Ali, A. M., & Angelov, P. (2018). Anomalous behaviour detection
based on heterogeneous data and data fusion. Soft Computing,
22,3187-3201. https://doi.org/10.1007/s00500-017-2989-5

Al-Sa’d, M., Kiranyaz, S., Ahmad, I., Sundell, C., Vakkuri, M., & Gab-
bouj, M. (2022). A social distance estimation and crowd moni-
toring system for surveillance cameras. Sensors (Basel), 22(2),
Article 418.

Alsan, M., Braghieri, L., Eichmeyer, S., Kim, M. J., Stantcheva, S., &
Yang, D. Y. (2023). Civil liberties in times of crisis. American
Economic Journal. Applied Economics, 15(4), 389-421. https://
doi.org/10.1257/app.20210736

Ashby, M. (2017). The value of CCTV surveillance cameras as an
investigative tool: An empirical analysis. European Journal on
Criminal Policy and Research, 23(3), 441-459. https://doi.org/
10.1007/s10610-017-9341-6

Bacalu, F. (2021). Digital policing tools as social control technologies:
Data-driven predictive algorithms, automated facial recognition
surveillance, and law enforcement biometrics. Analysis and
Metaphysics, 20, 74-88. https://doi.org/10.22381/AM2020215

Bandura, A. (1977). Social learning theory. Prentice Hall.

Barroso, L. A., Dean, J., & Holzle, U. (2003). Web search for a planet:
The Google cluster architecture. IEEE Micro, 23(2), 22-28.
https://doi.org/10.1109/MM.2003.1196112

Barroso, L. A., Gharachorloo, K., & Bugnion, E. (1998). Memory
system characterization of commercial workloads. In IEEE
Computer Society (Eds.), Proceedings of the 25th annual inter-
national symposium on computer architecture, 1998 (pp. 3—14).
IEEE Computer Society. https://doi.org/10.1109/ISCA.1998.
694758

Bazaga, A., Gunwant, N., & Micklem, G. (2021). Translating synthetic
natural language to database queries with a polyglot deep learn-
ing framework. Scientific Reports, 11(1), 18462. https://doi.org/
10.1038/s41598-021-98019-3

Becker, H. S. (1963). Outsiders. Free Press.

Bennett Moses, L., & Chan, J. (2018). Algorithmic prediction in polic-
ing: Assumptions, evaluation, and accountability. Policing and
Society, 28(7), 806-822. https://doi.org/10.1080/10439463.2016.
1253695

Beraja, M., Kao, A., Yang, D. Y., & Yuchtman, N. (2023). Al-tocracy.
The Quarterly Journal of Economics, 138(3), 1349-1402. https://
doi.org/10.1093/qgje/qjad012

Bernot, A. (2024). Police Cloud: Functional modularity in China’s
cloud public security infrastructure. Regulation and Governance.
https://doi.org/10.1111/rego.12604. Advance online publication.

Bishop, C. M. (2006). Pattern recognition and machine learning.
Springer.

Brayne, S. (2020). Predict and surveil. Oxford University Press. https://
doi.org/10.1093/050/9780190684099.001.0001

Biichi, M., Festic, N., & Latzer, M. (2022). The chilling effects of
digital dataveillance. Big Data & Society, 9(1), 1-14. https://doi.
org/10.1177/20539517211065368

Bundeskriminalamt. (2023). Polizeiliche Kriminalstatistik 2022. Bun-
deskriminalamt. Retrieved August, 15, from 2025 https://www.
bka.de/DE/AktuelleInformationen/StatistikenLagebilder/Poliz


http://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1016/j.iswa.2024.200358
https://doi.org/10.1016/j.iswa.2024.200358
https://doi.org/10.9785/cri-2022-230102
https://doi.org/10.1007/s00500-017-2989-5
https://doi.org/10.1257/app.20210736
https://doi.org/10.1257/app.20210736
https://doi.org/10.1007/s10610-017-9341-6
https://doi.org/10.1007/s10610-017-9341-6
https://doi.org/10.22381/AM2020215
https://doi.org/10.1109/MM.2003.1196112
https://doi.org/10.1109/ISCA.1998.694758
https://doi.org/10.1109/ISCA.1998.694758
https://doi.org/10.1038/s41598-021-98019-3
https://doi.org/10.1038/s41598-021-98019-3
https://doi.org/10.1080/10439463.2016.1253695
https://doi.org/10.1080/10439463.2016.1253695
https://doi.org/10.1093/qje/qjad012
https://doi.org/10.1093/qje/qjad012
https://doi.org/10.1111/rego.12604
https://doi.org/10.1093/oso/9780190684099.001.0001
https://doi.org/10.1093/oso/9780190684099.001.0001
https://doi.org/10.1177/20539517211065368
https://doi.org/10.1177/20539517211065368
https://www.bka.de/DE/AktuelleInformationen/StatistikenLagebilder/PolizeilicheKriminalstatistik/PKS2022/PKSTabellen/BundTV/bundTV.html?nn=211742
https://www.bka.de/DE/AktuelleInformationen/StatistikenLagebilder/PolizeilicheKriminalstatistik/PKS2022/PKSTabellen/BundTV/bundTV.html?nn=211742

International Criminology

eilicheKriminalstatistik/PKS2022/PKSTabellen/BundTV/bun-
dTV.html?nn=211742

Calzada, 1. (2022). Citizens’ data privacy in China: The state of the art
of the Personal Information Protection Law (PIPL). Smart Cit-
ies, 5(3), 1129-1150. https://doi.org/10.3390/smartcities5030057

Castelvecchi, D. (2016). Can we open the black box of AI? Nature, 538,
20-23. https://doi.org/10.1038/538020a

Chen, M., Engelmann, S., & Grossklags, J. (2023). Social credit sys-
tem and privacy. In S. Trepte & P. Masur (Eds.), The Routledge
handbook of privacy and social media (pp. 227-236). Routledge.
https://doi.org/10.4324/9781003244677-26

Chen, M., & Grossklags, J. (2022). Social control in the digital trans-
formation of society: A case study of the Chinese social credit
system. Social Sciences, 11(6), 229. https://doi.org/10.3390/
socscil 1060229

Cheung, A. S. Y., & Chen, Y. (2022). From datafication to data state:
Making sense of China’s social credit system and its implica-
tions. Law and Social Inquiry, 47(4), 1137-1171. https://doi.
org/10.1017/1s1.2021.56

Cho, J. T., & Park, J. (2017). Exploring the effects of CCTV upon fear
of crime: A multi-level approach in Seoul. International Journal
of Law, Crime and Justice, 49, 35-45.

Chriss, J. J. (2022). Social control: An Introduction (3rd ed.). Polity
Press.

Clark, A. L., & Gibbs, J. P. (1965). Social control: A reformulation.
Social Problems, 12(4), 398-415.

Codd, E. F. (1970). A relational model of data for large shared data
banks. Communications of the ACM, 13(6), 377-387. https://doi.
org/10.1145/362384.362685

Cohen, S. (1985). Visions of social control. Polity Press.

Coombs, C., Stacey, P., Kawalek, P., Simeonova, B., Becker, J., Ber-
gener, K., Carvalho, J. A., Fantinato, M., Garmann-Johnsen, N.
F., Grimme, C., Stein, A., & Trautmann, H. (2021). What is it
about humanity that we can’t give away to intelligent machines?
A European perspective. International Journal of Information
Management, 58, Article 102311. https://doi.org/10.1016/j.ijinf
omgt.2021.102311

Creemers, R. (2018). China’s social credit system: An evolving practice
of control. SSRN Electronic Journal, 80(1), Article 1. https://doi.
org/10.2139/ssrn.3175792

Dean, J., & Ghemawat, S. (2008). MapReduce. Communications of the
ACM, 51(1), 107-113. https://doi.org/10.1145/1327452.1327492

Deflem, M. (2015). Deviance and social control. In E. Goode (Ed.),
The handbook of deviance (pp. 30-44). Wiley.

Deleuze, G. (1992 [1990]). Postscript on the societies of control. Octo-
ber, (59), 3-7. https://www.jstor.org/stable/778828

Dick, P. K. (2013 [1956]). Minority report. In P. K. Dick (Ed.), The
collected stories of Philip K. Dick (Vol. 4, pp. 91-128). Gollancz.

Dollinger, B. (2021). Mit Risikofaktoren die Zukunft bearbeiten? Ein
(neuerlicher) Aufruf zur Vorsicht. Zeitschrift Fiir Jugendkrimi-
nalrecht und Jugendhilfe, 32(1), 13-20.

Drinhausen, K., & Brussee, V. (2022). China’s social credit system
in 2021: From fragmentation towards integration. MERICS.
Retrieved August 15, 2025, from https://merics.org/en/report/
chinas-social-credit-system-202 1 -fragmentation-towards-integ
ration

Egbert, S., & Leese, M. (2021). Criminal futures. Routledge. https://
doi.org/10.4324/9780429328732

Engelmann, S., Chen, M., Dang, L., & Grossklags, J. (2021). Blacklists
and Redlists in the Chinese social credit system. In M. Fourcade,
B. Kuipers, S. Lazar & D. Mulligan (Eds.), Proceedings of the
2021 AAAI/ACM conference on Al, ethics, and society, 2021 (pp.
78-88). ACM. https://doi.org/10.1145/3461702.3462535

Feldstein, S. (2019). How artificial intelligence is reshaping repres-
sion. Journal of Democracy, 30(1), 40-52. https://doi.org/10.
1353/j0d.2019.0003

Frawley, W. J., Piatetsky-Shapiro, G., & Matheus, C. J. (1992). Knowl-
edge discovery in databases: An overview. Al Magazine, 13(3),
57-70.

Gibbs, J. P. (1989). Control. University of Illinois Press.

Goddard, T., & Myers, R. R. (2017). Against evidence-based oppres-
sion: Marginalized youth and the politics of risk-based assess-
ment and intervention. Theoretical Criminology, 21(2), 151-167.

Goodfellow, 1., Bengio, Y., & Courville, A. (2016). Deep learning.
MIT Press.

GroBle-Bley, J., & Kostka, G. (2021). Big data dreams and reality in
Shenzhen: An investigation of smart city implementation in
China. SSRN Electronic Journal, 12(6), Article 349. https://doi.
org/10.2139/ssrn.3814862

Hanavi & Hidayat, F. (2020). Intelligent video analytic for suspicious
object detection: A systematic review. In .C.L.S.S. (Ed.), 2020
International conference on ICT for Smart Society (ICISS), 2020
(pp. 1-8). IEEE.

Hannah-Moffat, K. (2019). Algorithmic risk governance: Big data ana-
lytics, race and information activism in criminal justice debates.
Theoretical Criminology, 23(4), 453—470.

Hanslmaier, M., Kemme, S., Stoll, K., & Baier, D. (2015). Forecast-
ing crime in Germany in times of demographic change. Euro-
pean Journal on Criminal Policy and Research, 21(4), 591-610.
https://doi.org/10.1007/s10610-015-9270-1

He, C., Wang, D., Cai, Z., Zeng, J., & Fu, F. (2024). A vehicle match-
ing algorithm by maximizing travel time probability based on
automatic license plate recognition data. IEEE Transactions on
Intelligent Transportation Systems, 25(8), 9103-9114. https://
doi.org/10.1109/TITS.2024.3358625

Hellerstein, J. M., Stonebraker, M., & Hamilton, J. (2007). Architecture
of a database system. Foundations and Trends® in Databases,
1(2), 141-259. https://doi.org/10.1561/1900000002

Hickok, M., & Maslej, N. (2023). A policy primer and roadmap on
Al worker surveillance and productivity scoring tools. Al and
Ethics, 3, 1-15.

Hindelang, M. J., & Gottfredson, M. R. (1976). The victim’s decision
not to invoke the criminal justice process. In W. F. McDonald
(Ed.), Criminal justice and the victim (pp. 57-78). SAGE.

Hollis, M. E. (2019). Security or surveillance? Criminology & Pub-
lic Policy, 18(1), 131-134. https://doi.org/10.1111/1745-9133.
12427

Hou, R., & Fu, D. (2024). Sorting citizens: Governing via China’s
social credit system. Governance, 37(1), 59-78. https://doi.org/
10.1111/gove.12751

Idreos, S., & Callaghan, M. (2020). Key-value storage engines. In
Association for Computing Machinery (Ed.), Proceedings of
the 2020 ACM SIGMOD international conference on manage-
ment of data, 2020 (pp. 2667-2672). Association for Computing
Machinery. https://doi.org/10.1145/3318464.3383133

Janowitz, M. (1975). Sociological theory and social control. American
Journal of Sociology, 81(1), 82—108.

Jiang, M., & Fu, K.-W. (2018). Chinese social media and big data: Big
data, big brother, big profit? Policy and Internet, 10(4), 372-392.
https://doi.org/10.1002/poi3.187

Jose, M. A., & Cozman, F. G. (2023). A multilingual translator to SQL
with database schema pruning to improve self-attention. Inter-
national Journal of Information Technology, 15(6), 3015-3023.
https://doi.org/10.1007/s41870-023-01342-3

Kaufmann, M., Egbert, S., & Leese, M. (2019). Predictive policing and
the politics of patterns. British Journal of Criminology, 59(3),
674-692.

Kaufmann, M., & Mork Lomell, H. (Eds.). (2025). De Gruyter hand-
book of digital criminology. De Gruyter. https://doi.org/10.1515/
9783111062037

Kemme, S. (2025). Diskriminierung durch kiinstliche Intelligenz in
der Polizeiarbeit — Wenn der Algorithmus Vorurteile hat. In K.

@ Springer


https://www.bka.de/DE/AktuelleInformationen/StatistikenLagebilder/PolizeilicheKriminalstatistik/PKS2022/PKSTabellen/BundTV/bundTV.html?nn=211742
https://www.bka.de/DE/AktuelleInformationen/StatistikenLagebilder/PolizeilicheKriminalstatistik/PKS2022/PKSTabellen/BundTV/bundTV.html?nn=211742
https://doi.org/10.3390/smartcities5030057
https://doi.org/10.1038/538020a
https://doi.org/10.4324/9781003244677-26
https://doi.org/10.3390/socsci11060229
https://doi.org/10.3390/socsci11060229
https://doi.org/10.1017/lsi.2021.56
https://doi.org/10.1017/lsi.2021.56
https://doi.org/10.1145/362384.362685
https://doi.org/10.1145/362384.362685
https://doi.org/10.1016/j.ijinfomgt.2021.102311
https://doi.org/10.1016/j.ijinfomgt.2021.102311
https://doi.org/10.2139/ssrn.3175792
https://doi.org/10.2139/ssrn.3175792
https://doi.org/10.1145/1327452.1327492
https://www.jstor.org/stable/778828
https://merics.org/en/report/chinas-social-credit-system-2021-fragmentation-towards-integration
https://merics.org/en/report/chinas-social-credit-system-2021-fragmentation-towards-integration
https://merics.org/en/report/chinas-social-credit-system-2021-fragmentation-towards-integration
https://doi.org/10.4324/9780429328732
https://doi.org/10.4324/9780429328732
https://doi.org/10.1145/3461702.3462535
https://doi.org/10.1353/jod.2019.0003
https://doi.org/10.1353/jod.2019.0003
https://doi.org/10.2139/ssrn.3814862
https://doi.org/10.2139/ssrn.3814862
https://doi.org/10.1007/s10610-015-9270-1
https://doi.org/10.1109/TITS.2024.3358625
https://doi.org/10.1109/TITS.2024.3358625
https://doi.org/10.1561/1900000002
https://doi.org/10.1111/1745-9133.12427
https://doi.org/10.1111/1745-9133.12427
https://doi.org/10.1111/gove.12751
https://doi.org/10.1111/gove.12751
https://doi.org/10.1145/3318464.3383133
https://doi.org/10.1002/poi3.187
https://doi.org/10.1007/s41870-023-01342-3
https://doi.org/10.1515/9783111062037
https://doi.org/10.1515/9783111062037

International Criminology

Pfeffer (Ed.), Artificial Intelligence and law enforcement under
the AI-Act (pp. 93-103). Cuvillier Verlag.

Kim, M. W, Kim, I. H., Kim, J., Ha Oh, J., Chang, J., & Park, S.
(2023). A study on the protection of biometric information
against facial recognition technology. KSII Transactions on Inter-
net and Information Systems, 17, 8.

Kostka, G. (2019). China’s social credit systems and public opinion:
Explaining high levels of approval. New Media & Society, 21(7),
1565-1593. https://doi.org/10.1177/1461444819826402

Kostka, G., & Antoine, L. (2020). Fostering model citizenship: Behav-
ioral responses to China’s emerging social credit systems. Policy
and Internet, 12(3), 256-289. https://doi.org/10.1002/poi3.213

Kostka, G., Steinacker, L., & Meckel, M. (2021). Between security
and convenience: Facial recognition technology in the eyes of
citizens in China, Germany, the United Kingdom, and the United
States. Public Understanding of Science, 30(6), 671-690. https://
doi.org/10.1177/09636625211001555

Kumari, B., Jaiswal, R., Kumar, K., Mohit, R., & Singh, K. (2023).
Automated CCTV surveillance system. Journal of Optoelectron-
ics and Communication, 5(1), 36-41.

Legnaro, A. (2018). Kennzeichen des Gefiahrdens. Skizzen einer Eth-
nomethodologie des Sich-verdadchtig-Machens. Kriminologisches
Journal, 50(2), 123-139.

Lemert, E. M. (1951). Social pathology. McGraw-Hill.

Li, H., & Kostka, G. (2022). Accepting but not engaging with it: Digital
participation in local government-run social credit systems in
China. Policy and Internet, 14(4), 845-874. https://doi.org/10.
1002/poi3.316

Liang, F., Das, V., Kostyuk, N., & Hussain, M. M. (2018). Construct-
ing a data-driven society: China’s social credit system as a state
surveillance infrastructure. Policy and Internet, 10(4), 415-453.
https://doi.org/10.1002/p0i3.183

Liu, C. (2019). Multiple social credit systems in China. Economic
Sociology: THe European Electronic Newsletter, 21(1), 22-32.
https://doi.org/10.31235/0sf.io/v9frs

Liu, C. (2022). Who supports expanding surveillance? Exploring
public opinion of Chinese social credit systems. International
Sociology, 37(3), 391-412. https://doi.org/10.1177/0268580922
1084446

Liu, C. (2023). A tale of two social credit systems. In C. Borch & J.
P. Pardo-Guerra (Eds.), The Oxford handbook of the sociology
of machine learning (pp. 385—-400). Oxford University Press.
https://doi.org/10.1093/0xfordhb/9780197653609.013.26

Liu, C., & Rona-Tas, A. (2024). Trusting by numbers: An analysis of a
Chinese social credit system governance infrastructure. Critical
Sociology, 32(1), Article 08969205241246528. https://doi.org/
10.1177/08969205241246528

Lyon, D. (2007). Surveillance studies: An overview. Polity Press.

Lyon, D. (2015). Surveillance after Snowden. Polity Press.

Lyon, D. (2018). The culture of surveillance. Polity Press.

Lyon, D. (2025). Surveillance. In M. Kaufmann & H. Mork Lomell
(Eds.), De Gruyter handbook of digital criminology (pp. 469—
482). De Gruyter. https://doi.org/10.1515/9783111062037-054

Marx, G. T. (2016). Windows into the soul: Surveillance and society in
an age of high technology. University of Chicago Press.

Melossi, D. (2004). Theories of social control and the state between
American and European shores. In C. Sumner (Ed.), The Black-
well companion to criminology (pp. 32—48). Blackwell.

Metz, R. (2014). Credit scoring: Will our digital identity replace the
real person? In K. Purnhagen & P. Rott (Eds.), Varieties of Euro-
pean economic law and regulation (pp. 635—650). Springer.
https://doi.org/10.1007/978-3-319-04903-8_31

Moy, L. M. (2021). A taxonomy of police technology’s racial inequity
problems. University of Illinois Law Review, 2021, 139-193.
https://doi.org/10.2139/ssrn.3340898

@ Springer

Narula, S., Jain, A., & Prachi, A. (2015). Cloud computing security:
Amazon Web Service. In IEEE Computer Society (Ed.), 2015
Proceedings of the fifth international conference on advanced
computing & communication technologies, 2015 (pp. 501-505).
Conference Publishing Services. https://doi.org/10.1109/ACCT.
2015.20

Newburn, T. (2017). Criminology (3rd ed.). Routledge.

Norris, C., & Moran, J. (2016). Surveillance, closed circuit television
and social control. Routledge. https://doi.org/10.4324/97813
15242019

OpenAl. (2023). GPT-4 Technical Report. OpenAl. arXiv eprint,
2303.08774. https://doi.org/10.48550/arXiv.2303.08774

Orwell, G. (1949). Nineteen eighty-four: A novel. Secker & Warburg.

Parsons, F. (1951). The social system. The Free Press.

Peters, H. (1995). Devianz und Soziale Kosten: Eine Einfiihrung in die
Soziologie abweichenden Verhaltens (2nd ed.). Juventa Verlag.

Piza, E. L. (2018). The crime prevention effect of CCTV in public
places: A propensity score analysis. Journal of Crime and Jus-
tice, 41(1), 14-30.

Piza, E. L., Welsh, B. C., Farrington, D. P., & Thomas, A. L. (2019).
CCTYV surveillance for crime prevention: A 40-year systematic
review with meta-analysis. Criminology & Public Policy, 18(1),
135-159. https://doi.org/10.1111/1745-9133.12419

Poon, M. (2007). Scorecards as devices for consumer credit: The
case of Fair, Isaac & Company Incorporated. The Sociological
Review, 55(2_Suppl), 284-306. https://doi.org/10.1111/j.1467-
954X.2007.00740.x

Potoglou, D., Dunkerley, F., Patil, S., & Robinson, N. (2017). Pub-
lic preferences for internet surveillance, data retention and pri-
vacy enhancing services: Evidence from a pan-European study.
Computers in Human Behavior, 75, 811-825. https://doi.org/10.
1016/j.chb.2017.06.007

President’s Commission on Law Enforcement and Administration of
Justice. (1967). The challenge of crime in a free society. United
States Government Printing Office.

Qiang, X. (2019). The road to digital unfreedom: President XI’s sur-
veillance state. Journal of Democracy, 30(1), 53—67. https://doi.
org/10.1353/j0d.2019.0004

Ross, E. A. (2017 [1901]). Social control. Routledge.

Rothschild, V. (2024). Protest and repression in China’s digital sur-
veillance state. Journal of Information Technology & Politics.
https://doi.org/10.1080/19331681.2024.2326464

Rule, J. B. (1973). Private lives and public surveillance. Allen Lane.

Scheerer, S., & Hess, H. (1997). Social control: A defence and refor-
mulation. In R. Bergalli & C. Sumner (Eds.), Social control and
political order: European perspectives at the end of the century
(pp. 96-130). SAGE.

Sherman, L. W. (1993). Defiance, deterrence, and irrelevance: A the-
ory of the criminal sanction. Journal of Research in Crime and
Delinquency, 30(4), 445-473.

Shidik, G. F., Noersasongko, E., Nugraha, A., Andono, P. N., Jumanto,
J., & Kusuma, E. J. (2019). A systematic review of intelligence
video. IEEE Access, 7, 170457-170473.

Silberschatz, A., Stonebraker, M., & Ullman, J. (1996). Database
research. ACM SIGMOD Record, 25(1), 52—63. https://doi.org/
10.1145/381854.381886

Singelnstein, T. (2018). Predictive policing: Algorithmenbasierte
Straftatprognosen zur vorausschauenden Kriminalintervention.
Neue Zeitschrift fiir Strafrecht, 38(1), 1-9.

Singelnstein, T. (2020). Preventive turn. Wie Gefahr und Risiko zum
zentralen Gegenstand von Strafrecht und sozialer Kontrolle
werden. In T. Fischer & E. Hilgendorf (Eds.), Gefahr (pp.
95-112). Nomos.

Singelnstein, T., & Kunz, K.-L. (2021). Kriminologie: Eine Grundle-
gung (8th ed.). UTB. https://doi.org/10.36198/9783838556437


https://doi.org/10.1177/1461444819826402
https://doi.org/10.1002/poi3.213
https://doi.org/10.1177/09636625211001555
https://doi.org/10.1177/09636625211001555
https://doi.org/10.1002/poi3.316
https://doi.org/10.1002/poi3.316
https://doi.org/10.1002/poi3.183
https://doi.org/10.31235/osf.io/v9frs
https://doi.org/10.1177/02685809221084446
https://doi.org/10.1177/02685809221084446
https://doi.org/10.1093/oxfordhb/9780197653609.013.26
https://doi.org/10.1177/08969205241246528
https://doi.org/10.1177/08969205241246528
https://doi.org/10.1515/9783111062037-054
https://doi.org/10.1007/978-3-319-04903-8_31
https://doi.org/10.2139/ssrn.3340898
https://doi.org/10.1109/ACCT.2015.20
https://doi.org/10.1109/ACCT.2015.20
https://doi.org/10.4324/9781315242019
https://doi.org/10.4324/9781315242019
https://doi.org/10.48550/arXiv.2303.08774
https://doi.org/10.1111/1745-9133.12419
https://doi.org/10.1111/j.1467-954X.2007.00740.x
https://doi.org/10.1111/j.1467-954X.2007.00740.x
https://doi.org/10.1016/j.chb.2017.06.007
https://doi.org/10.1016/j.chb.2017.06.007
https://doi.org/10.1353/jod.2019.0004
https://doi.org/10.1353/jod.2019.0004
https://doi.org/10.1080/19331681.2024.2326464
https://doi.org/10.1145/381854.381886
https://doi.org/10.1145/381854.381886
https://doi.org/10.36198/9783838556437

International Criminology

Skogan, W. G. (2019). The future of CCTV. Criminology & Public
Policy, 18(1), 161-166.

Smith, M., & Mann, M. (2024). Facial recognition technology and
potential for bias and discrimination. In R. Matulionyte & M.
Zalnieriute (Eds.), The Cambridge handbook of facial recog-
nition in the modern state (pp. 87-96). Cambridge University
Press. https://doi.org/10.1017/9781009321211.008

Sreenu, G., & Saleem Durai, M. A. (2019). Intelligent video surveil-
lance: A review through deep learning techniques for crowd
analysis. Journal of Big Data, 6(1), 48.

Statistisches Bundesamt. (2024). Staatsanwaltschaften 2023. Statis-
tisches Bundesamt. Retrieved August 15, 2025, from https://
www.destatis.de/DE/Themen/Staat/Justiz-Rechtspflege/Publi
kationen/Downloads-Gerichte/statistischer-bericht-staatsanwa
Itschaften-2100260247005.x1sx?__blob=publicationFile&v=2

Statistisches Bundesamt. (2025). Strafverfolgung 2023. Statistisches
Bundesamt. Retrieved August 15, 2025, from https://www.desta
tis.de/static/DE/dokumente/2100300237005_SB.xlsx

Su, Z., Xu, X., & Cao, X. (2022). What explains popular support for
government monitoring in China? Journal of Information Tech-
nology & Politics, 19(4), 377-392.

Taha, K. (2025). Empirical and experimental insights into data min-
ing techniques for crime prediction: A comprehensive survey.
ACM Transactions on Intelligent Systems and Technology, 16(2),
Article 26. https://doi.org/10.1145/3699515

Tannenbaum, F. (1938). Crime and community. Columbia University
Press.

Taylor, E., & Gill, M. (2014). CCTV: Reflections on its use, abuse and
effectiveness. In M. Gill (Ed.), The handbook of security (2nd
ed., pp. 705-726). Palgrave Macmillan.

Thakur, N., Nagrath, P., Jain, R., Saini, D., Sharma, N., & Hemanth,
D. J. (2021). Artificial intelligence techniques in smart cities
surveillance using UAVs: A survey. In U. Ghosh, Y. Maleh, M.
Alazab & A.-S. Khan Pathan (Eds.), Machine intelligence and
data analytics for sustainable future smart cities (pp. 329-353).
Springer.

Thomas, A. L., Piza, E. L., Welsh, B. C., & Farrington, D. P. (2021).
The internationalisation of CCTV surveillance: Effects on crime
and implications for emerging technologies. International Jour-
nal of Comparative and Applied Criminal Justice, 46(1), 81-102.
https://doi.org/10.1080/01924036.2021.1879885

Thomas, L., Crook, J., & Edelman, D. (2017). Credit scoring and its
applications (2nd ed.). Society for Industrial and Applied Math-
ematics. https://doi.org/10.1137/1.9781611974560

Thompson, M. J. (2025). Cybernetic society and the demise of democ-
racy. Critical Sociology, 51(4-5), 955-970. https://doi.org/10.
1177/08969205251314849

Trauth-Goik, A., & Liu, C. (2023). Black or fifty shades of grey? The
power and limits of the social credit blacklist system in China.
Journal of Contemporary China, 32(144), 1017-1033. https://
doi.org/10.1080/10670564.2022.2128638

Tsai, W.-H., Wang, H.-H., & Lin, R. (2021). Hobbling big brother:
Top-level design and local discretion in China’s social credit
system. The China Journal, 86, 1-20. https://doi.org/10.1086/
714492

Ulbricht, L., & Egbert, S. (2024). In Palantir we trust? Regulation of
data analysis platforms in public security. Big Data & Society,
11(3),20539517241255108. https://doi.org/10.1177/2053951724
1255108

Verheij, B. (2020). Artificial intelligence as law. Artificial Intel-
ligence and Law, 28(2), 181-206. https://doi.org/10.1007/
$10506-020-09266-0

Vijeikis, R., Raudonis, V., & Dervinis, G. (2021). Towards automated
surveillance: A review of intelligent video surveillance. In K.

Arai (Ed.), Lecture notes in networks and systems. Intelligent
computing: Proceedings of the 2021 computing conference, 2021
(pp- 784-803). Springer.

Vorapatratorn, S. (2024). Enhancing monitoring of suspicious activities
with Al-based and big data fusion. PeerJ Computer Science, 10,
Article e1741. https://doi.org/10.7717/peerj-cs.1741

Wang, N., Mutzner, N., & Blanchet, K. (2023). Societal acceptance of
urban drones: A scoping literature review. Technology in Soci-
ety, 75, Article 102377. https://doi.org/10.1016/j.techsoc.2023.
102377

Wang, N., & Tian, M. Y. (2022). ‘Intelligent Justice’: Al implementa-
tions in China’s legal systems. In A. Hanemaayer (Ed.), Artificial
intelligence and its discontents (pp. 197-222). Springer. https://
doi.org/10.1007/978-3-030-88615-8_10

Weihong, W., & Jiaoyang, T. (2020). Research on license plate recogni-
tion algorithms based on deep learning in complex environment.
IEEE Access, 8,91661-91675. https://doi.org/10.1109/ACCESS.
2020.2994287

Welsh, B. C., & Farrington, D. P. (2009). Public area CCTV and crime
prevention: An updated systematic review and meta-analysis.
Justice Quarterly, 26(4), 716-745.

Williams, C. A. (2003). Police surveillance and the emergence of
CCTYV in the 1960s. Crime Prevention and Community Safety,
5(3),27-37.

Willis, M., Taylor, E., Lee, M., & Gannoni, A. (2017). Police detainee
perspectives on CCTV. Australian Institute of Criminology.
https://doi.org/10.52922/t1130412

Wong, V. W. H., & Law, K. H. (2023). Fusion of CCTV video and
spatial information for automated crowd congestion monitoring
in public urban spaces. Algorithms, 16(3), Article 154. https://
doi.org/10.3390/a16030154

Wu, J. (2020). Reflections on China’s credit reporting practice. In O.
Everling (Ed.), Social credit rating (pp. 3-22). Springer.

Wu, Y., Qiu, L., Wang, J., & Feng, S. (2025). The use of convolutional
neural networks for abnormal behavior recognition in crowd
scenes. Information Processing & Management, 62(1), Article
103880. https://doi.org/10.1016/j.ipm.2024.103880

Wu, Y., Sun, I. Y., & Hu, R. (2021). Cooperation with police in China:
Surveillance cameras, neighborhood efficacy and policing. Social
Science Quarterly, 102(1), 433-453. https://doi.org/10.1111/
ssqu.12903

Xu, X. (2021). To repress or to co-opt? Authoritarian control in the age
of digital surveillance. American Journal of Political Science,
65(2), 309-325. https://doi.org/10.1111/ajps.12514

Xu, X., Kostka, G., & Cao, X. (2022). Information control and public
support for social credit systems in China. The Journal of Poli-
tics, 84(4), 2230-2245. https://doi.org/10.1086/718358

Zavr$nik, A. (2021). Algorithmic justice: Algorithms and big data
in criminal justice settings. European Journal of Criminology,
18(5), 623-642.

Zavr$nik, A. (2025). Big data. In M. Kaufmann & H. Mork Lomell
(Eds.), De Gruyter handbook of digital criminology (pp. 107—
114). De Gruyter. https://doi.org/10.1515/9783111062037-013

Zavrsnik, A., & Klobasa, 7Z. (2021). Automation, knowledge, and
power: How does automation change social control and the bal-
ance of power? In A. Zavrs$nik & V. Badali¢ (Eds.), Automat-
ing crime prevention, surveillance, and military operations.
Springer. https://doi.org/10.1007/978-3-030-73276-9_1

Ziller, C., & Helbling, M. (2021). Public support for state surveil-
lance. European Journal of Political Research, 60(4), 994—1006.
https://doi.org/10.1111/1475-6765.12424

@ Springer


https://doi.org/10.1017/9781009321211.008
https://www.destatis.de/DE/Themen/Staat/Justiz-Rechtspflege/Publikationen/Downloads-Gerichte/statistischer-bericht-staatsanwaltschaften-2100260247005.xlsx?__blob=publicationFile&v=2
https://www.destatis.de/DE/Themen/Staat/Justiz-Rechtspflege/Publikationen/Downloads-Gerichte/statistischer-bericht-staatsanwaltschaften-2100260247005.xlsx?__blob=publicationFile&v=2
https://www.destatis.de/DE/Themen/Staat/Justiz-Rechtspflege/Publikationen/Downloads-Gerichte/statistischer-bericht-staatsanwaltschaften-2100260247005.xlsx?__blob=publicationFile&v=2
https://www.destatis.de/DE/Themen/Staat/Justiz-Rechtspflege/Publikationen/Downloads-Gerichte/statistischer-bericht-staatsanwaltschaften-2100260247005.xlsx?__blob=publicationFile&v=2
https://www.destatis.de/static/DE/dokumente/2100300237005_SB.xlsx
https://www.destatis.de/static/DE/dokumente/2100300237005_SB.xlsx
https://doi.org/10.1145/3699515
https://doi.org/10.1080/01924036.2021.1879885
https://doi.org/10.1137/1.9781611974560
https://doi.org/10.1177/08969205251314849
https://doi.org/10.1177/08969205251314849
https://doi.org/10.1080/10670564.2022.2128638
https://doi.org/10.1080/10670564.2022.2128638
https://doi.org/10.1086/714492
https://doi.org/10.1086/714492
https://doi.org/10.1177/20539517241255108
https://doi.org/10.1177/20539517241255108
https://doi.org/10.1007/s10506-020-09266-0
https://doi.org/10.1007/s10506-020-09266-0
https://doi.org/10.7717/peerj-cs.1741
https://doi.org/10.1016/j.techsoc.2023.102377
https://doi.org/10.1016/j.techsoc.2023.102377
https://doi.org/10.1007/978-3-030-88615-8_10
https://doi.org/10.1007/978-3-030-88615-8_10
https://doi.org/10.1109/ACCESS.2020.2994287
https://doi.org/10.1109/ACCESS.2020.2994287
https://doi.org/10.52922/ti130412
https://doi.org/10.3390/a16030154
https://doi.org/10.3390/a16030154
https://doi.org/10.1016/j.ipm.2024.103880
https://doi.org/10.1111/ssqu.12903
https://doi.org/10.1111/ssqu.12903
https://doi.org/10.1111/ajps.12514
https://doi.org/10.1086/718358
https://doi.org/10.1515/9783111062037-013
https://doi.org/10.1007/978-3-030-73276-9_1
https://doi.org/10.1111/1475-6765.12424

	Social Control Through Data Science Systems: A Conceptual Essay
	Abstract
	Introduction
	Social Control. Definition, Operational Mechanism and Social Functions
	Definition
	Operational Mechanism
	Social Functions
	Total Social Control

	Approaches in the Direction of a Total Social Control System
	Predictive Policing
	Closed Circuit Television (CCTV)
	Big Data and Social Control in the People’s Republic of China
	The Chinese Social Credit System
	Financial Rating Systems 
	Governmental Systems 
	Public Acceptance 

	Police Cloud


	Potential and Limitations
	Technical Potential and Limitations of Data Science Systems
	Technical Potential
	Technical Limitations

	Legal Limitations
	European Union
	Germany
	People’s Republic of China
	Resilience of the Legal System?


	Discussion, Limitations, Desiderata
	References


